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1. Preface

1.1. Conventions

Our guides use several conventions to highlight certain words and phrases and draw
attention to specific pieces wiformation.

1.1.1. Notes & Warnings

We use the following visual styles to draw attention to information that might
otherwise be overlooked:

o Notes are tips, shortcuts or alternative approaches to the task ai
y Ignoring a note should have no negative consequences, but you
might miss out ofinformationthat makes your life easier.

Important boxes detail things that are easily missetbrigg the
0 information will not cause data loss but may cause irritation and
frustration

ﬁ Warnings should not be ignored. Ignoring warnings will most like
cause data loss or incorrect function.

1.1.2. Typographic Conventions

We use typographiconventions to call attention to specific words and phrases.
These conventions and the circumstances they apply to are as follows.

Example Meaning
SelectGuideto Locate the link named "Guide" on the screen and then
display ... either:

1 Position thecursor over the link and then depress
the appropriate mouse button to follow the link; ¢
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1 Tap on the link with a single finger to follow the
link.

SelectAdd to ...

Locate the button or menu item named "Add" on the sc
and then either:

9 Position thecursor over the button or menu item
and then depress the appropriate mouse button
initiate an action; or

1 Press the button with a single finger to initiate th
action.

Selecte® to ...

Locate the button oePid memU
screen and #n either:

9 Position the cursor over the button or menu item
and then depress the appropriate mouse button
initiate an action; or

1 Press the button with a single finger to initiate th
action.

EnterCommission

or
SetCommission...

Locate the fielchamed "Commission" on the screen and
then either:

1 Position the cursor over the field and then depre
the appropriate mouse button to select the field.
Once the cursor appears in the field, enter a valy
or

1 Tap on the field with a single finger to seldwt
field. Once the cursor appears in the field, enter
value.

ChooseCountry ...

Locate the field named "Country" on the screen and the
either:

1 Position the cursor over the field and then depre
the appropriate mouse button to display the
available ofions. Then position the cursor over th
desired option and depress the appropriate mou
button to select it; or

1 Press on the field with a single finger to display
available options. Then tap with a single finger o
the desired option to select it.

Tick Active User...

Locate the check box named "Active User" on the screg
and then either:

1 Position the cursor over the check box and deprt
the appropriate mouse button to place a visual ti
in the box; or

1 Tap on the check box with a single fingeptace a
visual tick in the box.
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Un-tick Active Locate the check box named "Active User" on the screg
User... and then either:

1 Position the cursor over the check box and deprt
the appropriate mouse button to remove the visu
tick in the box.

1 Tap on te check box with a single finger to remg
the visual tick in the box.

Enter$30.95... Enter "$30.95" using the keys on your physical or on
screen keyboard.

1.1.3. Procedures

We use a numbered sequence of steps to define procedures for performing specific
tasks. For example:

Procedure Title
1. This is the first step of the procedure.
2. This is the second step of the procedure.
a. This is the first sutstep of step two.
b. This is the second stgiep of step two.
3. This is step three.

1.2. We Need Feedback

If you find a typographical error in this guide, or if you have thought of a way to make
this guide better, then we would love to hear from you.

Please submit your feedbacknailto:feedback@prolancer.coaaL

If you have a suggestion for improving theide try to be as specdias possible when
describing your suggestio®therwise, fiyou have found an error, please include the
section number and some of the surroundaxg to help us locate it.
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2.

Introduction

2.1. About this Guide
Thisis thedefinitive use guidefor the Total Recall VRnfinity Cockpit application.

The guide is intended fdheend usersf Total Recall VRInfinity Cockpit It describes
how to use the applicatido achievedesired atcomesPlease keep a copy of this guide
handy fora quick reference.

2.2. What is Total Recall VR Infinity?

Total Recall VR Infinityis thelatestgeneratiortechnology that powerBotal Recall VR
professional audio loggingd callrecording appliancesustom recorders and
associate@pplications.

Total Recall VR has more than 20 years of history of creating professional audio
logging and call recording systems that are-setftained, fully featured and cest
effective. Enterprises and governments woitibwse Total Recall VR products to

create electronic records of many forms of audio communication, including telephone,
2-way radio, broadcast radio, public address, intercoms, room microphones and much
more.

Total Recall VR products and applicaticarethe ideal solution for:
1 Recording business telephone conversations;

Recording agent calls in contact centres;

Logging emergency response communication;

Logging business operations communication;

Logging radio broadcasts;

Logging public announcements;

Logging Air Traffic Control communication;

=4 =/ =/ A A4 -4 -2

Creating audio records of meetings, legal proceedings, public enquiries and
similar events; and

1 Creating compliance records to meet duty of care and legal requirements.

When audio records are critical to your ggiemms, Total Recall VR products and
applications deliver. It is a professional, reliable and fully-sefftained solution for
audio logging and call recording that comes at an affordable price.

2.3. What is Total Recall VR Infinity Cockpit?

Total Recall VR hfinity Cockpit (or just Total Recall VR Cockpit) is the user interface
for the latest generation Total Recall VR Infinity appliance and custom recorders.

I 't i s b aosednderfaze) infinite possibilitieés pr i nci pl e. As a
used as standalone application on your Windovesid Linux device (PC, tablet, etc.
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as well as an embedded application on Total Recall VR appliances and custom recorders
with a builtin screen (touch or traditional).

Total Recall VR Cockpit

225ep2021084339 | Exploring: | § Appliance 130.210 - & Display Filter: -2 e
» Instant Filter Builder
v Meta Data Browser
Acton: | Selected  ~ & Check Bisevess | @ EmailAs & Protect [ et T Delete I Share B» Bxport
Participants Start At End At Duration End Reason Flags Session ID Group
» $1Pp 43 to Total Recall VR 16 Sep 2021 114951 16 Sep 2021 11:43:59 00:00:07 End of Session u 2-3367@192.168.130.60
3 SIPp 28 to Total Recall VR 16 Sep 2021 114947 16 Sep 2021 1149:55 00:00:07 End of Session u 1-3367@192.168.130.60
» mdc1200id="0x5678" to mdc1200:id="0x1234" 15 Sep 2021 103022 15 Sep 2021 103025 00:00:03 End of Session u 79b6bc27-479d-467d-09de4e430.
» mAe1200:d="0x5678" to mdc1200:id="0x1234" 15 Sep 2021 103016 15 Sep 2021 103019 00:00:03 End of Session u 31674205-5677-47cb-0d07-6bFdS..
» mAc1200:d="0x5678" to mdc1200:id="0x1234" 15 Sep 2021 103005 15 Sep 2021 103008 00:00:03 End of Session u 8bacs5ca-Tc14-45b6-b7F DceeT3.
» mAc1200:d="0x5678" to mdc1200:id="0x1234" 15 Sep 2021 103000 15 Sep 2021 103003 00:00:03 End of Session u a3dec727-fdd0-4584-89c- 198599,
» v|  mdcl200id="0x5678" to mdc1200id="0x1234" 15 Sep 2021 10:29:14 15 Sep 2021 10:28:17 00:00:03 End of Session u £8c215ea7-0134-4571-82de4Bebb.
» v "0x5678" to mdc1200:id="0x1234" 15 Sep 2021 10:29:10 15 Sep 2021 10:29:12 00:00:02 End of Session u 601 ach-7528-4203-8047-69%cd.
» v "0:5678" to mdc1200:id="0x1234 15 Sep 2021 10:2859 15 Sep 2021 10:20:01 000002 End of Session u 271a2728-b62c-4eff-Oda3-F1462d..
» v "0x5678" to mdc1200:id="0x1234" 15 Sep 2021 10:28:53 15 Sep 2021 10:28:56 0000:03 End of Session u 977b8410-Tade-41bf De3e-144453..
» 0x2423FF36-3-n0M to Unknown 07 Sep 2021 10:1206 07 Sep 2021 10:12:11 00:00:05 End of Session u 1687327-abac-dcda-bi52-aT4a33
» 0x5AF737E7-1 to Unknown 07 Sep 2021 10:1203 07 Sep 2021 10:1206 00:00:03 End of Session u 21591§3-ee8b-4321-b150-af3015
m Display: | 20 || Displaying: 8110 10001999190 | &2 « < &g > »

v Event Player

M/ M 10f20 [P 155ep 2021 102010650 (13

15 Sep 2021 1(

@15 sep 2021 10,
0451200+ 1d="0x5678" to mdc1200: Ld="0x1234"
mdc1200:1d="0x5678" to mAC1200: 1d="0x1234"

[de1200:14="0x5678" to mdc1200: id="ORIZIAN

1200 = OR5 6T IESEndc1200 : 1d="0x1234" Master Tags

15 Sep 2021 10:28:53.000 | XML
<metadata>
<data name="Channel|D">cham:138</data>
<data name="ChannelType">Radio </data>

“* Total Recall VR Cockpit - a

BB 12Nov2021072411  Managing: | Appliance 120210 -

[$]

£ Recorder Services * Service Manager (£ System Manager

Type 4 Instance Status

Type: | Recording Service Configuration
Audit Event REST Senvice trvras Active
Audit Repository House Keeper trvrarhk Active Instance: | trve.mrs o ] %
Audit Repository IPC Connect trvr Act
it Reposiiony [P Lonnector rerane cive Date & Time Network Network Storage
Database Service ) Active Configuration iRl
Media Repository Archive Connectar “runmrac Actve Recorder P ®
Media Repository House Kesper trvemrhic Active . 5
) icense upport
Media Repostory IPC Connector trvrmric Active Eae opflanceRecorder
Meta Data REST Service trvimdrs Active e ] —
Menitaring Service trvnmms Active entrel
Profile REST Service trvrprrs Active A |
Recording Semvice trvrmrs Active Event Service v
Recordings REST Senvice trvrclsrs Active Session Events shutdown
RTP Medio Server trvrctpms Active (g
RTSP Media Server trvrrtspms Active R Tools
SIP Media Server trvrsipms Active Log Events:
-

Tait VRP Media Server “rurvrpme Active -“

Le Meta Data Events -

Detach USB Manage Disks Upgrsde
Log Events: 9 (i
E B
£ Refresh .
Get Logs Tail Logs Request License

£ Refrash

Figure 1: Total Recall VR Cockpit

Total Recall VR Cockpit has all the functions that you would expect from the user
interface of a modern audio logging and call recording system. This includes (and not
limited to):

1 Userconfigurable and flexible rolbased access coatrfor all application
features and recordings.
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1 Multiple working modes to best support standalone, single and mtlisgie
environments and embedded devices.

1 Advanced recording management tools that work on recordings stored in
different recording (mediagpositories.

Natural language search and filter query builder for recordings and audit events.
Event (incident) reconstructions and replay.
Live event (incident) monitoring.

Comprehensive audit log.

=4 =2 =2 = =

Productivity toolsncludingan integrated-enail client, advanced export tools for
recordings (media and metadata), recording integrity verification tools and
recording archive repair tools.

1 Configuration, control and status monitoring of recording services.
1 Appliance recorder syste configuration, monitoring and repair tools.

All aspects of Total Recall VR Cockpit are toushabled, which makes the application
suitable for use with traditional (keyboard/mouse), modern (touch only), and transitional
(keyboard/mouse and touch) devices

0 Total Recall VR Cockpit is a licensed application. You must
- purchase an Activation License to use the application.
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3. Start Here

This section contains informatida help you setip and activate an instance of the Total
Recall VR Cockpit on youWindows or Linux device

o If you already have an active instance of the Total Recall VR
f Cockpit on your device and wish to upgrade it, skip directly to
section3.11ApplicationUpgrade

3.1. System Requirements

Total Recall VR Cockpit is GUI application based on the latest generatiarsef
interfacetechnologies. It islesigned to run oa Windows or Linux devicas a
stand#one application. In additigrnt can run as aembedded application on Total
Recall VRappliancesand custom recordevgth abuilt-in screen(touch or traditional)

Please use @evicewith the following minimumspecificationgor best experiencsith
the application

1 Windows 10(or better)with thelatest updategr CentOS qor better)with the
GNOME desktomnd latest updates

1 100MiB free disk space. Additiondlsk space may be needed for larger than
defaultrecordingscache, personal recording archivets.We recommend that
you allocate the disk space on an NVRAM disk.

1 16GiB, or bettermemory(RAM).
f 10" generation, or betteintel® Coré™ i7 processor (CPU)

T 2406, o multitpa@inttguehrdisplay that supparthe HD resolution (1920 x
1080).

1 Sound system with buiih external speaker headphones.
1 21000Mbpg(1Gbps)Ethernet network imtrface (NIC).

1 Optionally, at least one free USB 3d better)port to access recording archives
onremovable disks

0 Total Recall VR Cockpit requireSMBE decoders to play
- recordingsstored in arAMBE audio format
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3.2. Compatibility

Total Recall VRCockpitcan be usedith the latest generatiofotal Recall VR Infinity
appliances and custom recorders (all versions).

Using Total Recall VR Cockpit with older generation Total Recal

A VR recorders is not possibl€his includes % generation LinX II
and LinX recorders,"8generation MAX recorders and®2
generation Classic recorders.

3.3.  Working Mode

Total Recall VR Cockpit caoperatan one of the following working modes:
workstation or workgroup.

0 Total Recall VR Cockpit isne-configured to work in the
- workstation mode out of the box.

You can switch between the working mo@egtime see sectio.10Application
Preferences

You maybe unable to log in with Total Recall VR Cockpit after

A switchingmode. To avoid this problem, pleasgsure that the targe
mode's configuration databdsas a user that you casauto log in
after you switch mode.

3.3.1. Workstation Mode

In this modegachTotal Recall VR Cockpiinstanceuses its private configuration
database thaither Total Recall VR Cockpit instances cannot access

This mode is best whegrou need a singl€otal Recall VR Cockpit instanam a
single deviceA singleuseror multiple userganusethis instance of the application
on the deviceone at a time.
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Installing multiple Total Recall VR Cockpit instances on multiple devices and using
all instances invorkstation mode is possiblelowever, note that in this modeach
instance is independent from all other instances and must be configured eparate
from all other instances.

The following diagram illustratethe workstation mode.

6 Cochpit 0 Cochpit

i o

L

® ®
Figure 2: Workstation Mode

The diagram shows two Total Recall VR Cockpit instarmeesvo separate devices
Each instancef Total Recall VR Cockpitisests privateconfiguration databasen
its device Multiple users, each with theipplication account, can uséher of the
instancs, but only if they have an application user account

3.3.2. Workgroup Mode

Multiple Total Recall VR Cockpit instances use a shared configuration database in
this mode

This mode is best when you allow multipisers to use multiple instances of Total
Recall VRCockpit, each on a different deviaed not necessarily on the same device
every time(for examplea hotdesk environment)

You can manage the configuration for all instarmieBotal Recall VR Cockpitvith

any of theinstalledinstancesas all oftheinstalledinstances use the same shared
configuration databas@ his simplifies andlramaticallyreduces the configuration

effort (as opposed to configuring each instance of the application when it is running
in theworkstationmode).

The following diagranmllustrates the workgroup mode.

Pagel5of 189



Infinity Cockpit

6 Cochpit 0 Cochipit

l_ﬂ.

Y

--

Figure 3: Workgroup Mode

Thediagmam showgwo instances of Total Recall VR Cockpih two separate
devices All Total Recall VR Cockpit instancese the same application
configuration database, whicbsideson adifferentserver Multiple users, each with
their applicatioruseraccountcan usean instance of otal Recd VR Cockpitonany
of the devices

3.4. Network Ports

Total Reall VR Cockpit depends on d&thernetnetwork to access its configuration
database (wheihis used inthe workgroup mode), appliance atustom recorders,
network drives that host recordifigedia)archives, natork services such as name
servergdDNS), e-mail servers, etc.

In all cases, Total Recall VR Cockpit actsaadient when setting upetwork
connections. This greatly reduces thedamof configuring the firewall elements on
your network, and in most cases, you will not need to changed toanyof the
existing firewall rules.

However, inthe rare cases whegwou do, the following tableshows thenetwork ports
and protocols thatdtal Recall VR Cockpitnay use

Port Type Protocol | Usage

Default Default | SMB/CIFS| AccessWindows network drives.
Default Default | NFS Accesslinux network drives.
Default Default | SMTP Send email messages.

Default Default | DNS Host name mapping to iddress.
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22

TCP

SSH/SCP

Execute system commands r@corder
appliancesandcopy files Not used with
custom recorders.

1433 (*1)

TCP

JDBC

Access to the configuration database on a
SQL Server when used theworkgroup
mode.

1527 (*1)

TCP

JDBC

Access tdhe configuration database on a
Derby server when used in the workgroup
mode.

1554 (*1)

TCP

RTPS

Stream audio from t

on recorders.

1099 (*2)

TCP

RMI

Javaremoteobject registryqueries

3010 (*2)

TCP

RMI

Configuration, control and statasonitoring
of the fnDatabase Se

3020 (*2)

TCP

RMI

Configuration, control and status monitoring
of the ARecording S

3030 (*2)

TCP

RMI

Configuration, control and status monitoring
oft he AMonitoring Se

3050 (*2)

TCP

RMI

Configuration, control and status monitoring
of F6EIRKedServér on reco

3060 (*2)

TCP

RMI

Configuration, control and status monitoring
of the ARTP Media S

3070(*2)

TCP

RMI

Configuration, control and status monitoring
of the AVRP Media S

3080 (*2)

TCP

RMI

Configuration, control and status monitoring
of the ARTSP Medi a

3200 (*2)

TCP

RMI

Configuration, control and statusonitoring
of t heEvehtRE&ITt Ser vi c
recorders.

3210 (*2)

TCP

RMI

Configuration, control and status monitoring
of the AAudit Repos
recorders.

3220 (*2)

TCP

RMI

Configuration, control and status monitoring
of t heRefpAousdiittor y Hou
recorders.

3230 (*2)

TCP

RMI

Configuration, control and status monitoring
of the ARecordings
recorders.
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3240 (*2) TCP RMI Configuration, control and status monitoring
of the AMeta Data R
recordes.

3250 (*2) TCP RMI Configuration, control and status monitoring
of the fAMedia Repos
recorders.

3260 (*2) TCP RMI Configuration, control and status monitoring
of the fAMedia Repos
recorders.

3270 (*2) TCP RMI Configuration, control and status monitoring

of the fAMedia Repos
on recorders.

3280 (*2) | TCP RMI Configuration, control and status monitoring
of the fAMedia Repos
on recorders.

3300 (*2) | TCP RMI Configuration, control and status monitoring
of the AProfile RES
3306(*1) TCP JDBC Access to the configuration database on a

MariaDB or MySQL server when used in
workgroup mode.

4010(*1) TCP HTTP Accesgo recording files via théRecordings
REST Serviceo on re

4020(*1) TCP HTTP Accesstanetadatay i a t he A Me
Servicedo on recorde

4030(*1) TCP HTTP Access to profiles
Serviceo on recorde

4040(*1) TCP HTTP Access to audit BEvweme
REST Serviceodo on re

5432 (*1) | TCP JDBC Access tadheconfiguration databasmn a
PostgreSQL servavrhen used in workgroup
mode.

9092 (*1) TCP JDBC Accesdo the configuration databasmn a H2

serverwhen used in workgroup mode.

(*1) Indicates a default pothatusers may set
(*2) Indicates a default pothat users may senh custom recordemly.

3.5. Pre-installation i Windows Device

Total Recall VR Cockpit requires®arty software and driversshich you may need to
install on youlWindowsdevice before installing an instance of Total Recall VR
Cockpit.
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3.5.1. Visual C++ 2019 Redistributable

0 This 3¢ party software is mandatory. The application willy run
- correctly withit.

Total Recall VR Cockpit uses native Windows libramdsen running on a Windows
device and as suclit, requires the Visual C++ 2019 redistributable to run.

You can download a copy of theésual C++ 2019 Redistributable
- installerfrom https://visualstudio.microsoft.com/downloads/

You may already have a Visual C++ 2019 Redistributable on your device. Ask your
friendly technical staff to help you determine this if yaed help withhow to check.

3.5.2. FTDI 2DXX Drivers

0 This 39 party software is optional. It is required to decode record
- that usean AMBE audio encodindormat

Total Recall VRCockpit usesJSB-based AMBE decoders to decode AMBE
encodedhudio.

You can purchasgdSB-based AMBE decoders from us. Tiweler
codesareCDC-AMBE (single channel) and CD&MB3 (three
channels).
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The USB device requireFTDI D2XX drivers to work.

You must instald/l FTDI 6 s VIHDKX- X
certifieddrivers on your Windows PC to enable Total Recall VR
0 Cockpit to play recordings ian AMBE format. You can download
an installer for the drivers from
http://www.ftdichip.com/Drivers/D2XX.htm

3.6. Application Configuration Database

You can safely skip this section if you intend to use Total Recall
Cockpit in the workstation moglsee sectiof8.3.1Workstation
Mode

Total Recall VR Cockpistores its configuration and operating parameters using a
configuration database

By default, Total Recall VR Cockpit usepavate Derby database as its configuration
database wheused in the workstation madsee sectio8.3.1Workstation Modelt
configures the Derby database automatically at installation time.

However,suppose you intend to use Total Recall VR Cockpit in the woudggneode
see sectio.3.2 Workgroup Modédn that caseyou mustconfigurea shared
configuration databasehich will be used by allotal Recall VR Cockpit instances
your network.The configuration database can residalifierentservers, including
Derby, H2, PostgreSQL, MariaDB, MySQL, and Microsoft SQL

3.6.1. Derby Server
You can use a Derby database server to manage the shared configuration database.

0 We tested the application with Derby version 1GahBrecommend
- usingthis version.
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You must create a database user and a database before connectingfugth the
instance of Tot al Recall VR Cockpit to
application. For example (adjust as necessary to fit your regeimsrfor password,
collation, etc):

ij version 10.15

ij>conne ct

'jdbc:derby://192.168.120.200:152 7/CockpitDB;create=true;user=trvr_cockpit';

ij> CALL

SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY ('derby.connection.requireAuthentication’,
‘true’);

0 rows inserted/updated/deleted

ij> CALL SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY ('derby.authentication.provider',
'BUILTINY);

0 rows inserted/updated/deleted

ij> CALL SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY ('derby.user.trvr_cockpit', 'mypwd");
0 rows inserted/updated/deleted

ij> CALL

SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY ('derby.database.defaultConnectionMode',
'noAcce ss');

0 rows inserted/updated/deleted

ij> CALL SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY ('derby.database.fullAccessUsers',
'trvr_cockpit’);

0 rows inserted/updated/deleted

ij>

To access the database you can use a JDBC URI similar to the
following:

jdbc:derby://192.168.120.200:1527/CockpitDB

A Assuming

1 The Derby serveprovidesservice on IP address
192.168.120.200 and port 1527.

1 The name of the database is CockpitDB.

3.6.2. H2 Server
You can use an H2 database server to manage the shared configlatimse.

0 We tested the application with H2 version 1.4.280 recommend
— using this version.

Suppose an existing H2 database semwesw i t h-itf N tfExi st 0 opti o
casegcreating a database user and a database that will acta@sflgairation
database for Total Recall VR Cockpit is unnecesddrg first instance of Total
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Recall VR Cockpit that will connect to the server will create both the database user
and the database.

Otherwise you must create a database user and a databise connectingp it
with the first instance of Total Recall VR Cockgtor instructions see
http://www.h2database.com/html/tutorial.html#creating_new_databases

To access the database you can use a JDBC URI similar to the
following:

jdbc:h2:tcp://192.168.120.200:9092/CockpitDB

A Assuming

1 The H2 server provideservice on IP address 192.168.120.20(
and port 9092.

1 The name of the database is CockpitDB.

If you do not have an H2 database server, you can set ondalipas.

0 You can download an installation package for the H2 database
- for Windows fromhttp://www.h2database.com/html/download.htr

The H2 database installation instructidosWindowsshould be more precisehen
explaining how to get an H2 database server going. The following is a summary of
the stepslt can be used as a guide whettisg up an H2 database sereer

Windows however, it does not aim to replace the official H2 database
documentation.

The following procedure assumes that the H2 database server v

runon a server witlan IP address df92.168.120.200 and provide

. service on TCP port 9092. The same database server will provic
f web management service on TCP port 8082.

Pleaseadjustthe IP address and ports based on your requiremen
and network configuratiaon
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Install an H2 database server

1.

Download the latest stable Windows installer from
http://www.h2database.com/html/download.htkiMe downloaded a file
name dsetopB029101 4. exed6 for this exampl e.

Run the installer filewhic h ~ wi | | i nst allogramhFdes s of t w
x86)H2 0 by. default

Step 2 does not install the H2 database service automatically. You must
manually install it after configuring it, as follows.

The service ensures that the H2 database starts wh@firitHewsserver
restarts.

The service confProgantFdesi on i s in the
(x86)\H2\servicewr apper . conf o file. We modi f
the service to our environment:

# Application parameters. Add parameters as needed starting from 1

## -- Make sure to allow tcpPort on the firewall - H##
wrapper.app.parameter.1=org.h2.tools.Server

wrapper.app.parameter.2= - tep

wrapper.app.parameter.3= - tcpPort 9092

wrapper.app.parameter.4= - tcpAllowOthers

wrapper.app.parameter.5= - web

wrapper.app.parameter.6= - webPort 8082

wrapper.app.parameter.7= - webAllowOthers

wrapper.app.parameter.8= - webAdminPassword 23h209

wrapper.app.parameter.9 =- ifNotExists

wrapper.app.parameter.10 =- baseDir "c:/worktemp/db"

In summary, we want the service to store database files in the

A dworktempd b 0 di rectory on the | ocal ma ¢
9092. Also, we want the service to use TCP port 8082 for web

management.

With the above changes, open a terminal window and change to the
fi dProgram Filegx86)\H2\s er vi ce 0 directory. Then

a. Runthel_install_service.bascript to install the service on teerver
This adds the fAH2 Database Engine
theserver

b. Run the2_start service.batcript to start the service.

c. Toensurehe servicauns start a browsewn the same server using the
3_start_browser.bagcript This should show the login page for the
database server management console.

Edit the firewall configuration for theerverand make sure that TCP ports
9092 and 8082 (if you are using our configuration from step 4) are not
blocked.

How you complete this step depends on the firewall application that you are
using. Please consult the documentation for your firewall application.
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7. Once the firewall is allowing communication to TCP ports 9092 and,8082
open a browser on a differesviceand attempt to access the H2 server
web management console ushittp://192.168.120.200:808# you are
using our configuration from step 4) take sure that remote access to the
server is possible.

Note thdtiNottiExi 8t 0 option i s dsedstepd) t he H2
As a resultcreating a database user and a database that will act as the configuration
database for Total RecAR Cockpit is unnecessaryhe first instance of Total

Recall VR Cockpit that will connect to the server will create both the database user

and the database.

3.6.3. PostgreSQL Server

You can use a PageSQL database server to manage the shared configuration
database.

We tested the application with RgeSQL version 12nd
- recommend using this version.

You must create a database user and a database before connecting with the first
instance of Total Recall VR Cockpit to the databdses is best done witthe

i p g A d applination For exampldadjust as necessary to fit your requirements for
password, allation, etc):

-- DB user that will be used to access the shared configuration database
CREATE ROLEtrvr _cockpit ~ WITH
LOGIN
NOSUPERUSER
INHERIT
NOCREATEDB
NOCREATEROLE
NOREPLICATION
ENCRYPTED PASSWORD 'md5438ade72ac392291670512595d60e2ca’
VALID UNTIL 'infinity";
- - DB that will be used as a shared configuration database
CREATE DATABASECockpitDB
WITH
OWNR = trvr _cockpit
ENCODING ="'UTF8'
LC_COLLATE ='en_AU.UTF -8
LC_CTYPE ='en_AU.UTF -8
TABLESPACE = pg_default
CONNECTION LIMIT = -1;

In addition, you may have to configure access to the databasepg_thlea.confile.
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To accesshe database you can use a JDBC URI similar to the
following:

jdbc:postgresql://192.168.120.200:5432/CockpitDB

A Assuming:

1 The PostgreSQkerver provideservice on IP address
192.168.120.200 and port 5432.

1 The name of the database is CockpitDB.

3.6.4. MariaDB or MySQL Server

You canmanage the shared configuration database using a MariaDB or MySQL
database server

0 We tested the application with MariaDB 1@&d recommend using
- this version.

You must create a database user and a database before corwidicting first
instance of Total Recall VR Cockpit to the database. This is best done with the
iMy SQL Wor kbencho application. For examgp

DB user that will be used to access the shared configuration database
mysqgl -e "CREATE USER 'trvr@'192.168.130.* ' IDENTIFIED BY 'cocpit 09™
- DB that will be used as a shared configuration database
mysqgl -e "CREATE DATABASE CockpitDB CHARACTER SET utfg8"
mysqgl -e "GRANT ALL PRIVILEGES ON CockpitDB.* TO 'trvr ‘@' 192.168.130.*
mysql -e "FLUSH PRIVILEGES"

To access the database you can use a JDBC URI similar to the
following:

jdbc:mysql://192.168.120.200:3306/CockpitDB

A Assuming:

1 The MariaDB or MySQL serveasrovidesservice on IP address
192.168.120.200 and port 3306.

1 The name of the database is CockpitDB.
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3.6.5. Microsoft SQL Server

You can usermSQL Server database server to manage the shared configuration
database.

We tested the application with SQL Server versiomid
- recommend using this version.

You must create a database user and a database before connecting with the first
instance of Total Recall VR Cockpit to the databdses is best done wittheid S QL
ServerManagemen8 t u dapplication For examplerfot a complete SQL

-- DB user that wi Il be used to access the shared configuration database
CREATELOGIN [trvr] WITH
PASSWORD=N. '

DEFAULT_DATABASE=[master],
DEFAULT_LANGUAGE=]...],
CHECK_EXPIRATION=OFF,
CHECK_POLICY=0OFF
GO
ALTER SERVER ROLE [dbcreator] ADD MEMBER [trvr]
GO
- - DB that will be used as a shared configuration database
CREATE DATABASE [CockpitDB]...
GO

In addition, you may have to configure remote access to the dataizhtiee server
instance

To access the database you can use a JDBC URI similar to the
following:

jdbc:sqlserver://192.168.120.200:1433;DatabaseName=CockpitDB

A Assuming:

1 The SQL Serveprovidesservice on IP address 192.168.120.2
and port 1433.

1 The name of the database is CockpitDB.
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3.7.

Application Installation i Windows Device

A Windowsinstallation packag for Total Recall VR Cockpit available orour
website We do not ship installation media for Total Recall VR Cockpit.

Please visihttp://www.totalrecallvr.com/applications/totadcallvr-
O cockpitto download the Windows installation package for Total
- .

Recall VR Cockpit

The application installer is\@izard-based installer thatill guide you through the
installation stepsyou will be askedo specify the following during the installation
process:

1.

2.

Installation location (directory). The default location s \HioGram
FlesTRVR Co.ckpito

Application data location (directory). The default location s \HioGram
FilesCommon FileST RV R  C o. @He ppplication will use this location for
its preferences, licenses, recording cache, working playlist, configuration
database (when usedtreworkstation mode), private audit log and log files.

ﬁ DO NOT use the same application data location (directory) for
multiple Total Recall VR Cockpit instances.

To install Total Recall VR Cockpit on your Windows device:

Install Total Recall VR Cockpit

1.

2.
3.

3.8.

Extract theTRVRCockpikversion>.exefile from theTRVRCockpit-
<version>.zipfile you downloaded from owebsite

Doubleclick on theTRVRCockpikversion>.exefile to launch the installer.

Follow the prompts to complete the installation.

Application Activation

Total Recall VR Cockpit requires a valid activation license to run. As a reddh
running Total Recall VR Cockpit for the first timewtll prompt youto activate the
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application with an activation token an activatiorlicense as shown ithe following
screen capture.

Activation

Status: | Invalid
Expiry

Trial Token:

Activation Token:

License Text: (@

Registered To:
Company
MName:

E-Mail:

£ Refresh

Figure 4: Activation Form

You canselectone of the following activation methods:

1. Trial Token activationis used to activate a ddayapplication trial The device
that will run the applicatiomust have avorking Internet connectioif you wish
to use this method.

Note that you will be able to activate one, and only one,dfitiie application
on a given deviceOnce the 1@lay trial is completeactivating another trial for
the application on the samewce will not be possiblé’leasecontactusif you
wish to extend the application triah a giverdevice {(ve reserve the right to
refuse trial extension requests).

2. Activation Token activationactivates the application farlimited time or
perpetually. The devicdat will run the applicatiomust have a working
Internet connectioif you wishto use this method.

Use this activation method when you rigeean Activation Tokemfter

purchasing amctivationlicensefor the applicationBased on the number of

licenses you purchase and the type of token that we send you, you may be able to
activate the application with tleame token on orgevice or multiple devices

Please consult the instructions that come with the token for more details

3. License Textactivation to ativate the application for a limited time or
perpetually.The devicahat will run the applicatiodoesnot needa working
Internetconnectionf you wishto use this method
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Use this activation method to-apply existingicensesvhen lost or misplaced
or to activate the application for the first time when the ddvacendnternet
connectionPlease get in touch with @sr instructions on how to proceed to
recover lost activation licenses or receive an activation lidemskevices that
do not have Internet access.

You can use the builh trial activation tokerto activate a limited duration (10 days
from activation) trial of the applicatiouring the trial period, the application is fully
functional without any regtitions

To activate dimited-durationtrial:

Activation with the Trial Token

1. SelectTrial Token.

Activation

Status: | Invalid

Expiry

Trial Token: (@

Activation Token:

License Text:

Registered To:

Company
Hare

E-Mail:

£ Refresh

2. EnterRegistered TpCompany NameandE-Mail as desiredThe details/ou
enter here will be used to recover the trial activation licensstior misplaced
sorecord them and keep them safe

For example:
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Status:

Expiry

Trial Token:

Activation Token:

License Text:

Registered To:

Company:
Name:

E-Mail:

Activation

Invalid

Sales Department
Enterprise Inc
John Sales

js@enterprise.com

£ Refresh

3. Selecte® to attempt activation. The application will attempt activation (over the
Internet) with the Total Recall VR licensing server. If you receive the following
error message, a trial of the application was previously activated deviee

Error

The license could not be activated.

Please try alternative activation methods, or contact support.

As a result, th@Trial Token cannot be used to activate the application (again).
Please contact us if you wish to extend the application trial on a given device (we
reserve the right to refuse trial extension requests).

4. In most caseghe activation will be successful. Fexample:

Activation

Status: | Valid

Expiry: | 17 Sept 2021 11:00:00

Registersd To: | Sales Department
Company: | Enterprise Inc
Name: | John Sales

E-Mail: | js@enterprise.com

If you received an activation token from us, you can activate the application with the
token.In most caseghe token will activate the application on a perpetual basis;
however, in some rare cases, it may activate a lintitedtiontrial.
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The following isan exarple of an activation tokefnote, this is an example of a token
and as sucht is invalid and cannot be used to activate the application on any device)

ZU2QL- DSFGK GHAHA3NW9B 24RAH

To activate the applicationith the token

Activation with an Activation Token

1. SelectActivation Tokenandmanuallyenter the token you received from us.
Alternatively, selecE= to load the tokefrom a file you received from us.

For example:

Activation

Trial Token:
Activation Token: (@

ZU20L-DSFGK-GHAHA-3MWIB-24RAH =

License Text:

Registered To:

Company
Name:

E-Mail:

£ Refresh

2. EnterRegistered TpCompany NameandE-Mail as desied. Thedetailsyou
enter here will be used to recover the activation licensésifost or misplaced

sorecord them and keep them safe

For example:
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Activation

Status: | Invalid

m 3

Expiry:

Trial Token:

Activation Token: (@
ZU2QL-DSFGK-GHAHA-3NWOB-24RAH =

License Text:

Registered To: | Sales Department
Company: | Enterprise Inc
Name: | John Sales

E-Mail: | js@enterprise.inc

£ Refrech

3. Selecte?® to attempt activation. The application will attempt activation (over the
Internet) with the Total Recall VR licensing server. If you receive the following
error message, ttiekenis no longer validr was previously used to activate the
applicationon thesame device

Error

The license could not be activated.

Please try alternative activation methods, or contact support.

4. In most caseghe activation will be successful. For example:

Activation

Status: | Valid

Expiry: | Does not expire

Registered Ta: | Sales Department
Company: | Enterprise Inc
MName: | John Sales

E-Mail: | js@enterprise.com

We may send you the license text of an activation license if you cannot activate the
application over the Internet or if you have activated the application before and
mispla@d your activation licender a particular device.

The followingis an example license texhfstlines were removed to save space):

# Total Recall VR Cockpit Node License (id: 1511837763868)
6729c0c1fc5b9b29b19c4336€2068b75b231474c87cbce079ff39ea741b0

50de6395e2493adb54960307e8083ae8
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Note:

Theapplication's device does not ndaternet access to (re)activate the
application with license text.

When activating for the first timeh¢ license textve will send you is for aew
license which activate the application on a particular devie#th the same

hardware as the hardware when you generated the activation request file for the
device.

When reactivating after a lost licendee ficense text we will send you is for an
existing licensewhich activats the application on a particular deviggh the
same hardware as the hardware when the application was actorates first
time.

If the activation license is lost duea@lamaged hard disk or motherbozaadd

you replace the faulty ndware, then the license text of #estinglicense

(which we will send you) will no longer be valas thedevice's hardware
changesYou must purchase a new activation license for the modified hardware
in such cases

To activate the applicationith the license text

(Re)Activation with License Text

1.

2.

SelectLicense Text

Activation

Status: | Invalid

Expiry

Trial Token:

Activation Token:

License Text: (@

£ Refresh

Select= to load the license teftom the file you received from us.

For example:
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Activation

Status: | Invalid

Expiry:

Trial Token:
Activation Token:

License Text: (@

# Total Recall VR Cockpit Node License (id: 16147 | =
019b1961134994c5b527b119bd694d 1234802388
19d0bfo201db4bcada2cr 22ff3cbbd4c001d523ce
8c23dbd66febd4c63350b56baeT615%9ad4000f764
dd2f165a050e56dc8%c7463222855c88739a082f6L
Ob7c2162787fde9a0cffd1ddb4d5e7036b70deadede
66fb148a5beca’3fc3c5b8505a17e2fe30e8b8730e
620da02ef6134e723fafa2b2d0b48c33d24dec503e
66770bc6d713e95c5509040d424c9f3acBb1090dez
©319e39ccalf3323d36440b22e8b60e362a886297

Registered To:
Company:
Name:

E-Mail:

£ Refresh

3. Selecte® to attempt activation. If you receive the following error messthge,
activationlicense is no longer validr is for a different application alevice
with different hardware.

Error

The license could not be activated.

Please try alternative activation metheds, or contact support.

4. In most caseghe activation will be successful. For example:

Activation

Status: | Valid

Expiry: | Does not expire

Registered Ta: | Sales Department
Company: | Enterprise Inc.
Name: | John Sales

E-Msil: | js@enterprisecom

Finally, we may ask you to generate an activation request file for the appliaduion
you decide to purchase an activation lice(ater a tria) for example)pr if you need to
activate the application for the first time on a device that does not have Internet access.

To generate an activation request file:
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Generatean activation requestile

1. SelectActivation TokenandenterRegistered ToCompany NameandE-Mail
as desiredThe details you enter here will be used to create the activation license.

For example:

Activation

Status: | Invalid

m 3

Expiry

Trial Token:
Activation Token: (@

License Text:

Registered To: | Sales Department
Company: | Enterprise Inc.
Name: | John Sales

E-Mail: | js@enterprise.com

£ Refresh

2. Selectj to display the File Selector dialoghere you can choosdocation and
name forthe activation request file.

3. SelectOpenin the File Selector dialog to create the activation request file
which you carthen sendo us along with your purchase order.

3.9. Default User

Total Recall VR Cockpit comes po®nfigured witha single usewith administrative
privileges (full access to all aspects of the application). Use this user to sign in with the
application for the first time.

The signin credentials for the default user are:
9 1 Username: admin

1 Password: changeme

We recommendhanging the default user's passwondhediatelyafter you sign in for
the first time
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However, note that it isnly possible to recover the default user's

A password if misplaced you create another user with privileges tg
manage user acants, and you can sign in as that usesetioa new
password for the default user.

3.10. Application Preferences

Total Recall VR Cockpit is preonfigured to work in the
workstation mod®ut of the boxsee sectioB.3.1Workstation
Mode

Suppose/ou intend to use Total Recall VR Cockpittireworkstation modgeseesection
3.3.1Workstation Modeln most casegjou do not need to change thebgation
preferencesYou can start using it as soon as you activate it.

To access the application preferences, you must sign in with a user with the
OPreferencesd permission setThedefaultimer 6 Cockpi t
see sectioB.9 Default Useyhasthis permission by defaylso when you sign in with

theapplication for the first timgyou canaccessand modifythe applicatiorpreferences

To display the Preferences form, segto display theapplicationmenu and then
select®® Preferencesfrom the menu.
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Locale
Language:
Time Zone:

Database

Database URL:

User Name:

Password:

Audit Log

Private:

Database URL:
User Name:

Password:

High Watermark:

E-Mail Server

Host:

User Name:

DPaccwmnrr:

¢ Preferences

English - Australia

Australia - Sydney

jdbch2:tcp://127.0.0.1:9092/CockpitDB
trvr

-----------

jdbch2:tcp://127.0.0.1:9092/ CockpitAuditDB
trvr
---------

Occupancy Limit

0 events

mailin.prolancer.com.au

Figure 5: Preferencedorm

As with all application forms, do not forget to sele®tto apply the changes that you
maketo the application preferences.

The applicatiorpreferences arerganised into multiple categories. The following
sections explain thereferenceg each ceegory.

3.10.1. Locale

Thelocalecategorycontains preferences ftive display language and time zpne

including:
Parameter Default Value Comment
Language English- Australia
Time Zone Australiai Sydney

The application will show all information in the selected language and all {(fores
examplerecording start timen the selected time zone.

3.10.2. Database

Thedatabaseategory contains preferences fioe applicationconfiguration

database, including:
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Parameter Default Value Comment

Database URL | jdbc:derbyCockpitDB The application uses this
configuration database.

User Name trvr_cockpit If set, theapplicationuses this
user to access the configuratid
database.

Password Frkkkkkkokk If set, theapplicationuses this

(withheld) password to access the

configuration database.

If you intend to use the appétion in the workstation mogdsee sectio.3.1
Workstation Modethen leave the values of all database preferesetts their
default values.

Suppose you intend to use the laggiion in the workgroup modeee sectio3.3.2
Workgroup Mode In that caseyou can use difient types of database servyesse
section3.6 Application Configuration Databaséo house thsharedapplication
configuration databasén this casesetDatabase URLio a valuecompatible with the
database servgou are using. For example:

Database Serve| Database URL (example)

Derby

jdbc:derby  ://192.168.120.210: 1527 /CockpitDB

where:

1 The server is providing service on IP address
192.168.120.210 and TCP port 1527.

T The name of the databas

H2
jdbc:h2:tcp://192.168.120.210:9092/CockpitDB

where:

1 The server is providing service ¢ address
192.168.120.210 and TCP port 9092.

T The name of the databas

PostgreSQL
jdbc:postgresql://192.168.120.200:5432/CockpitDB

where:

1 The server is providing service on IP address
192.168.120.200 and TCP port 5432.
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M Thenameofthd at abase i s nNnCoc

MariaDB
jdbc: mariadb://192.168.120.200:3306 /CockpitDB

where:

1 The server is providing service on IP address
192.168.120.200 and TCP port 3306.

The name of the database |

MySQL
jdbc:  mysql://192.168.120.200:3306 ICockpitDB

where:

1 The server is providing service on IP address
192.168.120.200 and TCP port 3306.

The name of the database |

SQL Server
jdbc:sqlserver://192.168.120.22 0:1433;DatabaseName
=CockpitDB

where:

1 The server is providing service ¢ address
192.168.120.220 and TCP port 1433.

T The name of t he dat abas

In addition,setUser NameandPasswordo theaccess credentials of the database
user that can access the database.

3.10.3. Audit Log
The audiog category contains prafences fothe audit eventog, including:

Parameter Default Value Comment
Audit log
Private Ticked If ticked, the application uses

private audit repository (log).

Database URL | jdbc:derbyCockpitAuditDB | The application uses this
databas@saneventlog.

User Name trvr_audit If set, the application uses thi
user to access the database.
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Password

*kkkkkhkkhkk

(withheld)

If set, the application uses thi
password to access the
database.

Occupancy Limit

Occupancy Limit

10,000 events

The maximum number of
audit events in the private
auditlog.

The application automatically]
deletesaudit eventsthe oldest

first, when it detects this limit
to make space for new event

Setthe limitto O eventgor
unlimited capacity (use with
caution not recommendgd

It mustbe betwee® events
and10,000 events

Theapplicationuses the event log tog all user and application activjtfor
exampe, deletion of recordings, changes of recorder configuration, etc.

If you intend to use the appétion in the workstation mogdsee sectio3.3.1
Workstation Modethen leavehe values of all audit log preferences set to their

default valuesln this mode, the application uses its private audit log. You can access

the private audit log from the application.

Suppose you intend to use the laggiion in the workgroup modeee sction3.3.2

Workgroup Mode In that caset is best to change the audit log preferences so that

the application will forward all of its audit eventsa@entrabudit log for example
the audit logon one of youappliancerecordersFor examplgadjug as necessary)

Parameter Default Value Comment

Audit log

Private Not ticked. The audit log is not private.
Base URL http://192.168.1.100:4040 The base URL o

audit

Event REST aSer
recorderor archive appliance
which acts as a central audit
log.

If you do this,you can access all audit events from all application instanceshigth
configuration from one centraludit log
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3.10.4. E-Mail Server
The email servercategory contains preferences floe e-mail serveyincluding:

Parameter Default Value Comment

Host If set,the application uses this
SMTP server to sendreail
messages.

It must be a valid IP address ¢
hostname

User Name If set, the applicationses this
user to authenticat@ith the
SMTP server.

Password If set, the application uses thig
password to authenticate with
the SMTP server.

The application will use themail server, if set, to sendmail messagesn user
requestgrom the application. For example, a user can send copresafings via
e-mail directly from the application.

3.10.5. Playlist
Theplaylistcategory contains preferences floe private plalst, including:

Parameter Default Value Comment

Directory C:\Program FilesCommon| The application uses this
FilesTRVR directory to store the content (
Cockpitplaylist its private playlist.

The application uses a private playlist during incident reconstruction and replay. The
preferences in the playlisategory specify the location of the playlist. The location is
usually a directory on the local disk.

In most caseghere is no need to change the playlist preferences. However, you may
wish to change the location of the playlist to a faster disk, fanpl&anNVMe
disk, for abetter experience with the application.

3.10.6. Cache
The cache category containgfarences for the private cachecluding:
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Parameter Default Value Comment

Directories C:\Program FilesCommon| Theapplication uses this
FileSTRVR Cockpiicache| directorydirectory to store the
content of itprivatecache.

You can specify multiple
directories to configure the
application to use the set of
directori-es i1
bal ancingo f afg

Occupancy Limit

High Watermark | 1,000 files The maxmum number of
recording filesn the cache.

The application automatically
deletes recording fileshe
oldest first, when it detects thi
limit.

It mustbe betweerl00files
and10,000 files

Low Watermark | 800 files The minimum number of
recordirg filesto leavein the
cache when deleting files afte
reaching the high watermark.

It mustbe betweernl 00files
and10,000 files

The application uses a private cachéetaporarily store recordings that reside on
recorders andrchives with networlaccess when users access them. For example
suppose a user attempts to listen to a recording located on a recorder. In thlaé case,
applicationwill fetch a copy of the recordinfiyst and store the copy in the cache
before playing itThen, when the usattempts to play it again (a typical scenario),

the application will play the recording from its cache.

The cache location is usualysingle directory on the local disk. Howeviér
required, the cache can use multiple directories, each located fberandidisk

Further, the occupancy limits control the size of the cache. The cache will contain at
mostHigh Watermarkrecordings (files). The cache will automatically remove files
when its occupancy reaches the high waterraatkbring thedccupancydown to or
belowthe Low Watermark

In most caseghere is no need to change tteehepreferences. However, you may
wish to change the location of the cache to a faster disk, for exaang/Me disk,
for abetter experience with the application.
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3.10.7. Digital Certificates

The digital certificates category contains preferencethie keystore and trissore of

digital certificatesincluding:

Parameter Default Value Comment

Keystore Jtrvr.cockpit.p12 If set, the application uses the
certificates in this file to
encrypt the communication
with servers (HTTPS instead (¢
HTTP), signreports etc.

Keystore Tk If set, the application uses thig

Password (withheld) .passwor.d tq access the .
information in the keystore file

Keystore Key feieiaiaiaeiaiok If set, the application uses this

Password (withheld) password to access the keys i
the keystore file.

Truststore Jtrvr.cockpit.p12 If set, the application uses the
certificates in this file to
authenticate with servers.

Truststore Frkkkkkkokk If set, the application uses thig

Password password to access the

(withheld)

information in the truststore
file.

The application useseveraligital certificates for various purposescluding
encryption of communication with recorders, signing repetts,

Leave the values of all digitakrtificatepreferences set to their default values

3.11. Application Upgrade i Windows Device

To upgradehe Total Recall VR Cockpit on your Windows device:

1

If you wish to keep thapplication's previous configuration and activation

license simply follow the installation procedure. Do not uninstall the previous

version of the application.

If you wish to have &leanapplication installation witla new configuration,
uninstall the previous version atiteninstall thelatestversion. Please make a
copy of your activation license filend the support token filzefore uninstaihg
the old version of the applicati. You will need the activation license for the
new version of

t he

applicat i@\Arogramh e
FilessCommon FilesFRVR Cockpietdactivation.lia@ In addition, you will need
the support token to receive support forlegv version of the application. The
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def aul t s up p GkPtogramd-kesComnion FiléSTRYRs : i
Cockpitetdsupport.li®.

3.12. Application Upgrade i Appliance Recorder

Please follow the appliance recorder upgrade procedure to upheadetal RecalVR
Cockpit on your appliance recordsee sectionl.9System Tool$ Upgrade

3.13. Application Support

If after using this manual you still have questions abotdlTecall VR Cockpit, or you
are experiencing problems with Total Recall VR Cockpit, then:

1. Please visit the Total Recall VR online forums,
http://www.totalrecallvr.com/forupto find answers to commongiiems you
may experience when installing and using Total Recall VR products.

2. Please browse the Total Recall VR online articles and tutorials,
http://www.totalrecallvr.com/articleandtutorials, where you may find
information on how to use Total Recall VR products combined with products
from other manufacturers.

0 If you continue to experience problems, then in all cases, you sk
- seek support from the point of purchase first.

If you need to contact us directly and require remote support, please write to
itsupport@prolancer.com.aa book a remote support session.

0 You need tgprovide a valid and active support tokempurchae
- oneto receive support fa Total Recall VR Cockpiinstance

Please note the following regarding the support teken:

a. You do not need to purchase support tokens for any of your Total Recall VR
products if you do not wish to receive support diretrttiyn us. Please discuss
your support options with a representative from the point of purchase. They may
and should offer support options that are likely to be tailored to your case
compared to the remote support we provide as the manufacturer of thetproduc
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b. Support tokens are valid for one (1) year starting from the date that is exactly one
(1) month after the date when the product that it relates to was shipped from our
factory. Support for the first month after the shipment date is free and does not
require a valid support token. So, during the first year, if you purchase a support
token for a product at the same time when you purchase the product, then you
will receive thirteen (13) months of support from the shipment date of the related
product. Youwill receive twelve (12) months each subsequent year if you renew
the support token.

c. Each token relates to omestance of & otal Recall VR product and cannot be
transferred to anothanstance of the saniotal Recall VR product or used to
get supportdr an instance aénother Total Recall VR product.

d. On expiry, support tokens can be renewed on a-blaakging basis. You must
pay for years missed and the current year when you renew an expired token. For
example:

Suppose you purchased a support tokeenwpurchasingninstance of th@ otal

Recall VRCockpit Further, | etbés take the fact
or buy a new one after it expired at the end of the first year. If you request

support in year 3 of ownership, you must pay for two ye&support (to cover

support for years 2 and 3) to renew your existing token or purchase a new one.

The purchase will give you a token expiring at the end of year 3.

e. You can purchase a support token anytime on a-blaakging basis for any
Total Recall \R product instancd-or example:

Letébs assume you did NOT purchase a s
instance oflfotal Recall VRCockpit If you request support in year 3 of

ownership, you must pay for three years of support (to cover support ferlyear

2 and 3) to purchase a new support token. The purchase will give you a token
expiring at the end of year 3.

In summary, if you wish to receive support directly from us for a
instance of &otal Recall VR product, then you need a valid and
activesupport token for thastance of th@otal Recall VR product.

A However, you do not need to purchase support from us. Instead
please discuss your support options with a representative from t
point of purchase. They may and should offer support opti@s th
will likely be tailored to your case compared to the remote suppc
we provide as the manufacturer of Total Recall VR products

You canapplya support toketo an instance of Total Recall VR Cockp# shown in
the following screen capture
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@ About

TotalRecallVR™

Total Recall VR Cockpit 0.131.00.20210208
Copyright (c) 2021, Prolancer Pty. Ltd., Sydney Australia. All rights reserved

Support
Status: | Active
Expiry: | 08 Nov 2022 08:06:02

Support Token: | HMI2I-3LFPL-FM3B2-EZ5D3-NJLQU
Online Help:  Forums

Downloads

Support Request

Figure 6: SupportForm

If you do so, then the token and its status are always handy when and if you need them

To applya tokento an instance of Total Recall V&ockpit

Apply a Support Token
1. Select= to load theokenfrom the support tokerfile you received from us.

For example:

@ About

TotalRecallVR™

Total Recall VR Cockpit 0.131.00.20210208
Copyright (c) 2021, Prolancer Pty. Ltd,, Sydney Australia. All rights reserved.

Support [od
Status: | Expired E
Expiry:

Support Token: =

Online Help: Forums
Downloads

Support Request

2. Selecte® to attempto apply the tokenlf you receive the following error
messagethe support token is no longer valid, or it is for a different product or
application o device with differenbardware.

Error

The license could not be activated.

Please try alternative activation methods, or contact support.

3. In most casest will be successful. For example:
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@ About

TotalRecallVR™®

Total Recall VR Cockpit 0.131.00.20210208
Copyright (c) 2021, Prolancer Pty. Ltd., Sydney Australia. All rights reserved.

Support
Status: | Active
Expiry: | 08 Nov 2022 08:06:02

Support Token: | HMI2I-3LFPL-FM3B2-EZ5D3-NJLQU

Online Help:  Forums

If theTotal Recall VR Cockpit is part of a Total Recall VR

appliance, therhie support token for the appliance applies to the

Total Recall VR Cocgit instanceln such cases, you do no¢ed to
0 purchase a separate support token for the Total Recall VR Cock
- instance

For instructions on how tapply a support token toTetal Recall
VR appliancesee sectiod1.5System Configuratioh Support
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4. User Interface

This sectiorcontains general information abdbe Total Recall VR Cockpitiser interface
that will help you get the best possible experience with the application.

0 We recommend that you at least skim over the information in thi
- section even if you are an experienced touch application user.

All aspects of Total Recall VR Cockpit ai@mich-enabledwhich makest suitable to use
with traditional (keyboard/mouse), modern (touch only) and transitional (keyboard/mouse
and touch) devices.

Total Recall VR Caneiktgrface, infinge pbssilsliéésd porni ntchiep | fie .

a resultit can be used as a staaldne application on your Windows and Linux device
(PC, tabletetc), as well as an embedded application on Total Recall VR appliance and
custom recordenwith a builtin screentouch or traditional)

The information in thisextion applies to all devices.

4.1. Application Views
The user interfaceomprisesnultiple views The views are:

View Description

o0 Application activation, user access and user managemel
Sentinel tools.

M Recordingorowsing and tools farecording management,
Explorer export, integrity verification and replay.

Event (incident) reconstruction and event (incident) repla

(O Recording and event (incident) réahe monitoring.
Monitor

o 4 Appliance and custonecorder servicesonfiguration,
Manager control andstatus monitoring.

Appliance recordesystem configuration, control and
maintenancéools.

& Audit event browsing and tools fauditevent management
Auditor export and reporting.
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In generalyou will interactwith the application through one view at a tirhewever,
activities that you start on a view will continue while interacting with the application
through another view. For example, you can start replaying a recording or an incident,
and whileit is replaying, you can switch to a different view and perform actions on that
view (for examplesearch the audit log)

Use the application menu to switch between views.

? You can access views only if you hgwermissiornto do so.

4.2. Application Menu
Total Recall VR Cockpit has a simple application m#rai you can access anytime

ST d
2o [ WIEEOTMIEE - -
Sentinel Explorer Monitor Manager

-
&
Auditor

e Y

Preferences Sign Qut

Figure 7: Application Menu

Selectsss (located in thdeft-handcorner of the applicatiomenubar) to display the
application menuOnce you chose, the menu will disappear (slide up) from the screen

4.3. Application Menu Bar
Total Recall VR uses a dgmicmenubar withpermanenandview-specificcontent.

888 BB S 0zsepraon 174512

EEE E i'%' 08 Sept 2021 17:45:56 | Exploring: | B8 BUS-WST-020 tivr-local-folder = 3 = Display Filter: Y John's calls b S & =
222 | | EE | =& | 085ept2021174759 | Monitoring: | = Appliance 130210~ | & | = |  Display Fiter | Y Tanya's call IS

S8 R eS| 085ept2021 174808 M | Appliance 120210~ | | 2| | =

T ept 7:481 ansging: | Appliance 1202 NE

888 BB & | 035ept2021 174820 Auditng: | BB LlocalAuditlog v | & = | Display Fiter | Y 14th Apri -2 all=

Figure 8: Application Menu Bar
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The items that appeaermanently on the menu bar are:

Item Description

Displays the application menu.

(55 Displays he builtin on-screen keyboard,iind only if the
active object on the screen accepts keyboard input.

Initiates the procss to detach a USB diskhis item appears
only when the applicatiorunsin embedded moden an
appliance or a custom recorder.

08 Sep 2021 Thecurrent system time.
17:48:20

Each view may add items to the menu bar that are specific to thelwigeneral, each
view adds at least a selector box that allows yalefmetheview's contextln addition,
when applicable, views add a second selectorthaixwill enable you to specify a
display filter thatcontrols which recordsr audit eventareshown on the view

For example, when you switch to the Explorer vidve menu bar looks as showrthe
following screen capture:

Q
]
1]

228 EE | =& 085ept2021174556  Exploring: | BB BUS-WST-020 tur-locakfolder  + | | £33 || = | Display Fiter: | Y John's cals

In this casetheExploring selector box sets the context of the Explorer view; it allows
you to select the location die recordings (recorder, archive, gto.explore. The

Display Filter selector box allows you to select a filter that will define which recordings
are shown in the Explorer vieas you are exploring

The items thaimayappear next ta selector boxare:

Item Description

Q

Refreshes the content of the selector box withufhto-date
content of the configuration database.

For example, if another user creates a new location with
recordings to explore, select this button to make the loca
appear in theelector box.

Displays a fornmallowing you to create new entries, modify
existing entries and remove entrgswn by the selector
box.

For exampleselect this button to add a new location for
recordings to explore
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o Clears the selected item.

For example, select this button to deactivate the current
display filter.

4.4. Touch Gestures
Total Recall VR Cockpit responds to the following touch gestures:

Item Description

Tap once with one fingdrsingle tap.

Tap twice with one fingeir doubletap.

Press, holdand while holdingslide to the right.

Press, holdand while holdingslide to the left.

@GR P

4.5. On Screen Keyboard

Total Recall Cockpit has a buith onrscreen keyboards showrin the following screen
capture.

EsC : 1 2 3 4 5 6 7 8 9 0 = = a

= &+ CTRL ALT ALT CTRL < v > EN

Figure 9: On-Screen Keyboard

The builtin on-screen keyboard is the ordye you can use when Total Recall VR
Cockpit runan embedded mode on an applianc@ oustom recorder with a builih
touch screen.

You can use the builh on-screen keyboard in addition to your physical keyboard and
the onscreen keyboard provided by the operating system on your device when Total
Recall VR Cockpit is running in staradlone mode.
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The builtin onscreen keyboard appsasn the screeonly when a
0 user interface object that accepts keyboard input is in focus (or
active) on the screen. For example, a data entry filed on a form.

To show the buitin onscreen keyboard:

Display the onscreen keyboard

1. Make a screen object that accepts keyboard input active by clicking on it
with the mouse oa singletap with a finger. For example, thiser Name
field on theWelcomeform (note the light blue glow around the edge of the
User Namefield, which indicatesHat it is accepting keyboard input):

8 Welcome

= Sign In

2. Double tap with a single finger in the area of the active object.

8, Welcome

User Name:
o
Password: U

= Sign In

3. Alternately,doubleclick in the area of the active object.

4. Alternately, seled3 from the application menu.

5. The actions in the previoulkreesteps shouldhow the builin on-screen
keyboard. For example:

8, Welcome
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Once the keyboard is on the screen, you can use it just like anylotaddition, the
following buttons that appear on the keyboard heparticulapurpose:

ltem Description
Hides thekeyboard.

| [

Press and holdhenwhile holding,movethe mouse or
fingerin any directiorto change the position of the
keyboard on the screen.

4.6. Forms
Total Recall VR Cockpit uses forms with consistent structure to present and accept data.

o Date & Time

¥ Web Repository
Current Time: | 10 Sept 2021 12:34:41

New Time:
Network Clack
Enable: |v/

Primary: | 192.168.20.200

Secondary:

£ Refresh | |+ Done

Fetching system current time and date. &
Fetching network clock configuration,
Done.

F/\Y

%7 Web Repository

Repository: | Appliance 130210 -

Attributes: || Users can remove records =
V| Users can modify recards =
Meta Data Service
Base URL: | httpsy//192.168.130.210:4020/metadat:
Recordings Service
Base URL: | hitpsi//192.168.130.210:4010/cfs -

£ Refresh | |+ Done

» Network Repository

» Portable Repository

Figure 10: Example Forms

The background and glow colour of the data entry fields on thesjmrowvide additional

information forthe field For example:

Primary: | 192.168.20.200

Current Time: | 22 Sep 2021 10:48:30

dataonly.

A white background indicates that the field displays a
accepts data.

A Yellow background indicates that the field displays

Secandary An empty field with awhite background and no glow
colour indcates that the data is optional.
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Secontar | An empty field, or a field with data ara@lblue glow
indicates that th&eld is focusedand caxsumes all of the
keyboard input.

Base URL: | ht:ps:."-".ﬂ;‘55.‘3C'.£1C‘:4C-i'3-'metacat:‘

Base R An empty field with ared glow indicates that the data i
mandatory.
Base URL | i 2 bac vlu forthis ik A field with data andared glow indicates thahe field

does not accept the data

In addition to the form fields, some forms contain a status and progress area at the
bottom. It shows information on the progress of the actions that can be triggered from
the form. For examp|en the previous screen capture, the area at the bottom of the Date
& Time form.

Further, the following buttons may appear on a form:

Item Description

(o4 Attempts toapply the changesntered on the form to the
form's target

For example, it will attempt to set the system date and tif
on theDate & Timeform.

Creates a newecordusing the data from the form fields.

For example, it will create a new repositoegordon the
Web Repositoryorm.

= Removes theecordthat isshown on the form.

For example, it will removédelete)the repositoryecord
shown on th&Veb Repositoryorm.

4 Updates an existingecordusing the data from the form
fields.
For example, it will update the repositagcordshown on
theWebRepositoryform.

e 3 Clearall fields on the form

For example, it will clear all fields on th¥eb Repository
form and allow you to create a new repository entry.

® Cancels (stops) lang-runningaction initiated from the form
while the action is iprogress

& Fetches the latest data and displapn the form.
For example, it will get and display the current system da
and time on th®ate & Timeform.

v Hides(disposes ofjhe form without taking any action.
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Finally, you can increase and decrease the width of the form. This is handy if you cannot
see allthe datdn the form fields.

To change the width of a form:

Change the width of a form

1. Click and hold, or touch with a sindimger and holdat any poinin the
title area of the form. For eaxeampl e,
of theWelcomeform:

8 Welcome

= Sign In

2. Move the mouse or finger to the right to increase the form's width while
holding For example:

8 Welcome @

] Sign In

3. Alternatively, move the mouse or finger to thetlaile holdingto reduce
theform's width For example:

=3 Sign In
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5. User Configuration

Total Recall VR Cockpit uses its authentication and authorisation database to control
access to the applicatigieatures andrecordings.

5.1. Authentication

Total Recall VRCockpit uses a standard username and password strategy for user
authentication.

.-2. Welcome

=3 Sign In

Figure 11. Welcome Formi Sign In

Boththe username and passwaré mandatory. In addition, the password must comply
with the following rules:

Minimum 8 and maximum 16 characters.
Contains at least one alpha and one numeric character.

Does not contain the same character (alpha or numeric) morthtbatimes.

= =2 =/ =

Cannot have two or more characters at the same position as the current
password, if ap.

5.2. Authorisation i Application

Total Recall VR Cockpit uses a set of permissions to control access to various
application features

Unlike other applications, there are no predefined roles (permission sets), cnget
differentpermissions for eachsar. This has the effect of definingastomrole for each
user while at the same timaJl users with the same set of permissions belong to the
samecustomrole.

Generally, there is permission for every actounser can initiate via the user interface.

5.3. Authorisation i Recordings

Total Recall VR Cockpit uses an optional access filter to control access to recordings for
each user.
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If set, the access filter is automatically added to the display filters for recordings on the
recording Explorer and Monitatiews. As a result, the access filter is automatically
applied to both viewsand the user cannot disable this action

See sectio®.3 Advanced Filter Builder Recordingdor information oncreating and
modifying access filters for recordings you @sign to users.

Note that there are no rules stnucturinga filter; youcan choose to usaexclusion,
aninclusion or a combined filter. For example, the following is an exclusion tiltr
will exclude (filter out) all recordings that involve extension 2Q@9a result, the user
will not be able to access any recorditigst involve extension 2000)

Y Access Filter

Filter: ‘ | v

Criteria

¥ Criteria: &
v ()

Participant Name is not 2000

Group

Conjunction: | AND -

Criterion

!

Conjunction: | AND -
Attribute: | Participant Name -
Comparator: | is not -

Value: | 5000

&

e Refresh & Done

The following is an example of an inclusive filtbatwill include (match) only
recordings that involve extension 20@3 a result, the user will only be able to access
recordings that involve extension 2003)
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Y Access Filter

Fiter: | -

Criteria

Group ¥ Criteria: &
v ()
Participant Mame is 2003

Conjunction: | AND -

Criterion

T

Conjunction: | AND -

Attribute: | Participant Name -

Comparator: | is -

Value: | 3003

&

£ Refresh | | Done

Finally, the following is an example of a combiniter thatincludesrecordings that
involve extension 2003 but only recordings made after tHeol Geptember 2021 (as a
result, the user will be able to access only recordings that involve extension @003 th
were made on or after the".6f September 2021):

Y Access Filter

Fiter: | -

Criteria

Group ¥ Criteria: &
v ()
Participant Mame is 2003

Conjunction: | AND -

AND Session Start At is at, or after 10 Sep 2021 00:00:00

Criterion

!

Conjunction: | AND -

Attribute: | Session Emergency Flag -

Comparator: | is -

Walue: |

&

s Refresh + Done

The possibilities are endlegss you may have noticed from the last screen capture,
filtering on any recording attribute is possible

Page58 of 189



Infinity Cockpit

5.4. User Management

Userswith user management permissidhgUser permission in the Cockpit
Configuration domaingan managécreate, update and remoweers via th&Velcome
form.

Userswith user management permission can also manage their
A records As a result, such users can change their recording acce

filter and application permissions. In addition, such users can

remove other users with administrative (full) permissions.

& Welcome
Welcome back admin! & Sign Cut
User Name: | tanya -
Password:
(=]
Password (again):
E-Mail: | tanya@enterprise.com
Session Timeout: | 00:10:00
AccessFilter: | Y Tanya's recordings | &=

Permissions: | w (—| All Domains - All Actions
» [=] Cockpit Configuration - All Actions
» [/] Recordings Explorer - All Actions
» (/] Recordings Monitor - All Actions
» || Recorder Manager - All Actions

» |/ Event Auditor - All Actions

&

£ Refresh

Figure 12 Welcome Formi User Management

All of the fields are selexplanatory orthe Welcomeform. However

1 When setting the password for a new user or modifying it for an existing user,
the password must meet the password rules listed in séclidwthentication

1 SetSession Timeouto 00:00:00to prevent automatic timeoutofh e user 6 s
sessionglue to inactivity

Unlike users with user management permissions, users withoutauanange their
password and-mail addressnly via theWelcomeform.
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8, Welcome

Welcome back tanyal & Sign Out

=

Password:
Password (again):

E-Mail: | tanya@enterprise.com

Figure 13: Welcome Formi Self Service

In such cases, and if the user attempts to chémeggpassword, the password must meet
therules listed in sectioB.1 Authentication
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6. Filtering and Searching

Total Recall VR Cockpit has an integrateztural languagélter processofor recordings
and audit events.

In general, there are two types of filters:

1 Instant filters. The lifetime of an instant filter is the same as the lifetime ofstre
sessiornwith the applicationThat is, if an application user creates an instant filter
during a session with thegplication the user canse the filter until thegignout.
Further, application users cannot share instant filters.

1 Persistent filters. As the name suggests, the lifetime of a persistent filter is as long
as the filter exists i n tAsaresufs,pdrsistendat i or
filters can be used during multiple sessions with the application. Further,
application users can share persistent filters or nsakéfilters private.

Total Recall VR Cockpit haseverafilter builders that facilitate the creation of filters with
differentlevels ofcomplexity.The following sectiongxplain how to uséhedifferentfilter
buildersto createdisplay and access filters for recordings and display filters for audit
events

6.1. Anatomy of a Filter

Filtersare a single criterion or a collection afteria that may be organised into groups.
If the filter comprisesriteria,groups of criteriapr both, the criteria and groupsust be
combined with the | ogical O6ANDO6 or O06ORSGS

The main building blocks of each filter are criteria. For example:
1 Session Start Ais at, or afted0 Se02110:00:0Q
1 Participant Nameis 2006
9 Categoryis Error

Each criterion specifies a recording or audit ewatitbute(Session Start At

Participant NameandCategoryin the previous eeémples) to filter on, a valugd0 Set

10:00:0Q 2006andError in thepreviousexamples¥or the attributeo filter on and a
filter comparator to apply (dAis at, or a:

Thefilter processors capable of processirige following comparatorsr{ostare self
explanatory):

Comparator Description
is Match the specified value.
is not Match values that are NOT the specified value.

is less than | Match values that are less than the specified value.

is, or less than | Match the specified values amdlues that are less than it.
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is more than | Match values that are more than the specified value.

is, or more than | Match the specified values and values that are more tha

is at Match the specified time.
IS not at Match times that are NOT tlspecified time.
is before Match times that are before the specified time.

is at, or before | Match times that are exactly the specified time or before

is after Match times that are after the specified time.

is at, or after | Match times that arexactly the specified time or after it.

matches Match values thatatisfy the specified pattern.

The pattern comprises of alphanumeric characters and t
following wildcard characters:

* - (star)- matches zero or more alphanumeric
characters.

Forexample: 10*matches any sequence of
characters that start with 10.

To match the actual¢ h ar ac¥dé.r use
% - (percent) same meaning as *.
_ - (underscore) matches exactly one character.

For example: 10 matches any sequence of 3
characters thataitt with 10.

To match the ac\t oal

Criteria can be combined with the | ogical
conjunctions and disjunctions. For example:

1 Session Start Ais at, or afted0 Se202110:00:00AND Participant Nameis
2006

1 Categoryis Error OR Categoryis Warning

Finally, criteria can be organised into grogosnbined witt he | ogi c al O0ANDSG
operators to create complex filters. For example:

1 Session Start Ais at, or afted0 Se®021 10:00:00AND (Participant Nameis
20060R Participant Namematche<2006%)

1 (Session Start Ais at, or afted0 Se202110:00:00AND Session Start Ais
at, or beforel0 Se®02114:00:00 AND (Participant Nameis 20060R
Participant Nameis 2010

Filters do notimit the number o€riteria and groups of criteridlowever, different filter
builders may dahis.
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6.2. Instant Filter Builders - Recordings

There are three filter builders for instant filters for recordings, all of which are accessible
from the Instant Filter Builder area difet application viewwhere you may need to use a
filterd for examplethe Explorer and Monitor views.

0 The instant filter builders for recordings wdaHe same way,
- irrespective of the application vietlvey appear on.

The three different builders fanstant filters for recordings aremed
1. Basic;
2. Comprehensive; and
3. Advanced.

As the names suggest, the complexitysihgan instant filtetbuilderincreases with
each builderhowever, at the same tintbg filters that you can create become more
advaned and comprehensive with each builder.

The Basic filter builder can create simple filtgmiwill likely use most of the time, as
shown inthe following screen capture.

For example, to find all recordings that involve extension 2006 between 10&prand
on the 18 of SeptembeR021

Create a Basic instant filter
1. SetPeriod fromto 10 Sep202110:00:00Q
2. SetPeriod toto 10 Sep202114:00:0Q
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