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1. Preface 

1.1. Conventions 

Our guides use several conventions to highlight certain words and phrases and draw 

attention to specific pieces of information. 

 

1.1.1. Notes & Warnings 

We use the following visual styles to draw attention to information that might 

otherwise be overlooked: 

 

 

 

Notes are tips, shortcuts or alternative approaches to the task at hand. 

Ignoring a note should have no negative consequences, but you 

might miss out on information that makes your life easier. 

 

 

 

 

Important boxes detail things that are easily missed. Ignoring the 

information will not cause data loss but may cause irritation and 

frustration. 

 

 

 

 

Warnings should not be ignored. Ignoring warnings will most likely 

cause data loss or incorrect function. 

 

 

1.1.2. Typographic Conventions 

We use typographic conventions to call attention to specific words and phrases. 

These conventions and the circumstances they apply to are as follows. 

 

Example Meaning 

Select Guide to 

display ... 

Locate the link named "Guide" on the screen and then 

either: 

¶ Position the cursor over the link and then depress 

the appropriate mouse button to follow the link; or 
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¶ Tap on the link with a single finger to follow the 

link. 

Select Add to ... Locate the button or menu item named "Add" on the screen 

and then either: 

¶ Position the cursor over the button or menu item 

and then depress the appropriate mouse button to 

initiate an action; or 

¶ Press the button with a single finger to initiate the 

action. 

Select to ... Locate the button or menu item with the icon ññ on the 

screen and then either: 

¶ Position the cursor over the button or menu item 

and then depress the appropriate mouse button to 

initiate an action; or 

¶ Press the button with a single finger to initiate the 

action. 

Enter Commission 

... 

or 

Set Commission ... 

 

Locate the field named "Commission" on the screen and 

then either: 

¶ Position the cursor over the field and then depress 

the appropriate mouse button to select the field. 

Once the cursor appears in the field, enter a value; 

or 

¶ Tap on the field with a single finger to select the 

field. Once the cursor appears in the field, enter a 

value. 

Choose Country ... Locate the field named "Country" on the screen and then 

either: 

¶ Position the cursor over the field and then depress 

the appropriate mouse button to display the 

available options. Then position the cursor over the 

desired option and depress the appropriate mouse 

button to select it; or 

¶ Press on the field with a single finger to display the 

available options. Then tap with a single finger on 

the desired option to select it. 

Tick Active User ... Locate the check box named "Active User" on the screen 

and then either: 

¶ Position the cursor over the check box and depress 

the appropriate mouse button to place a visual tick 

in the box; or 

¶ Tap on the check box with a single finger to place a 

visual tick in the box. 
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Un-tick Active 

User ... 

Locate the check box named "Active User" on the screen 

and then either: 

¶ Position the cursor over the check box and depress 

the appropriate mouse button to remove the visual 

tick in the box. 

¶ Tap on the check box with a single finger to remove 

the visual tick in the box. 

Enter $30.95 ... Enter "$30.95" using the keys on your physical or on-

screen keyboard. 

 

 

1.1.3. Procedures 

We use a numbered sequence of steps to define procedures for performing specific 

tasks. For example: 

 

Procedure Title 

1. This is the first step of the procedure. 

2. This is the second step of the procedure. 

a. This is the first sub-step of step two. 

b. This is the second sub-step of step two. 

3. This is step three. 

 

1.2. We Need Feedback 

If you find a typographical error in this guide, or if you have thought of a way to make 

this guide better, then we would love to hear from you.  

Please submit your feedback to mailto:feedback@prolancer.com.au. 

If you have a suggestion for improving the guide, try to be as specific as possible when 

describing your suggestion. Otherwise, if you have found an error, please include the 

section number and some of the surrounding text to help us locate it. 

 

  

mailto:feedback@prolancer.com.au
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2. Introduction 

2.1. About this Guide 

This is the definitive user guide for the Total Recall VR Infinity Cockpit application.  

The guide is intended for the end users of Total Recall VR Infinity Cockpit. It describes 

how to use the application to achieve desired outcomes. Please keep a copy of this guide 

handy for a quick reference. 

 

2.2. What is Total Recall VR Infinity? 

Total Recall VR Infinity is the latest generation technology that powers Total Recall VR 

professional audio logging and call recording appliances, custom recorders and 

associated applications. 

Total Recall VR has more than 20 years of history of creating professional audio 

logging and call recording systems that are self-contained, fully featured and cost-

effective. Enterprises and governments worldwide use Total Recall VR products to 

create electronic records of many forms of audio communication, including telephone, 

2-way radio, broadcast radio, public address, intercoms, room microphones and much 

more. 

Total Recall VR products and applications are the ideal solution for: 

¶ Recording business telephone conversations; 

¶ Recording agent calls in contact centres; 

¶ Logging emergency response communication; 

¶ Logging business operations communication; 

¶ Logging radio broadcasts; 

¶ Logging public announcements; 

¶ Logging Air Traffic Control communication; 

¶ Creating audio records of meetings, legal proceedings, public enquiries and 

similar events; and 

¶ Creating compliance records to meet duty of care and legal requirements. 

When audio records are critical to your operations, Total Recall VR products and 

applications deliver. It is a professional, reliable and fully self-contained solution for 

audio logging and call recording that comes at an affordable price. 

 

2.3. What is Total Recall VR Infinity Cockpit? 

Total Recall VR Infinity Cockpit (or just Total Recall VR Cockpit) is the user interface 

for the latest generation Total Recall VR Infinity appliance and custom recorders. 

It is based on the ñone interface, infinite possibilitiesò principle. As a result, it can be 

used as a stand-alone application on your Windows and Linux device (PC, tablet, etc.), 
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as well as an embedded application on Total Recall VR appliances and custom recorders 

with a built-in screen (touch or traditional). 

 

 

 

Figure 1: Total Recall VR Cockpit 

 

Total Recall VR Cockpit has all the functions that you would expect from the user 

interface of a modern audio logging and call recording system. This includes (and not 

limited to): 

¶ User-configurable and flexible role-based access control for all application 

features and recordings. 
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¶ Multiple working modes to best support standalone, single and multiple-user 

environments and embedded devices. 

¶ Advanced recording management tools that work on recordings stored in 

different recording (media) repositories. 

¶ Natural language search and filter query builder for recordings and audit events.  

¶ Event (incident) reconstructions and replay. 

¶ Live event (incident) monitoring. 

¶ Comprehensive audit log. 

¶ Productivity tools including an integrated e-mail client, advanced export tools for 

recordings (media and metadata), recording integrity verification tools and 

recording archive repair tools. 

¶ Configuration, control and status monitoring of recording services. 

¶ Appliance recorder system configuration, monitoring and repair tools. 

All aspects of Total Recall VR Cockpit are touch-enabled, which makes the application 

suitable for use with traditional (keyboard/mouse), modern (touch only), and transitional 

(keyboard/mouse and touch) devices. 

 

 

 

Total Recall VR Cockpit is a licensed application. You must 

purchase an Activation License to use the application. 
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3. Start Here 

This section contains information to help you set up and activate an instance of the Total 

Recall VR Cockpit on your Windows or Linux device. 

 

 

 

If you already have an active instance of the Total Recall VR 

Cockpit on your device and wish to upgrade it, skip directly to 

section 3.11 Application Upgrade. 

 

 

3.1. System Requirements 

Total Recall VR Cockpit is a GUI application based on the latest generation of user 

interface technologies. It is designed to run on a Windows or Linux device as a 

standalone application. In addition, it can run as an embedded application on Total 

Recall VR appliances and custom recorders with a built-in screen (touch or traditional). 

Please use a device with the following minimum specifications for best experience with 

the application: 

¶ Windows 10 (or better) with the latest updates, or CentOS 9 (or better) with the 

GNOME desktop and latest updates. 

¶ 100MiB free disk space. Additional disk space may be needed for larger than 

default recordings cache, personal recording archives, etc. We recommend that 

you allocate the disk space on an NVRAM disk. 

¶ 16GiB, or better, memory (RAM). 

¶ 10th generation, or better, Intel® CoreTM i7 processor (CPU). 

¶ 24ò, or larger, multi-point touch display that supports the HD resolution (1920 x 

1080). 

¶ Sound system with built-in external speakers or headphones. 

¶ 1000Mbps (1Gbps) Ethernet network interface (NIC). 

¶ Optionally, at least one free USB 3.0 (or better) port to access recording archives 

on removable disks.  

 

 

 

Total Recall VR Cockpit requires AMBE decoders to play 

recordings stored in an AMBE audio format. 
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3.2. Compatibility 

Total Recall VR Cockpit can be used with the latest generation Total Recall VR Infinity 

appliances and custom recorders (all versions). 

 

 

 

Using Total Recall VR Cockpit with older generation Total Recall 

VR recorders is not possible. This includes 4th generation LinX II 

and LinX recorders, 3rd generation MAX recorders and 2nd 

generation Classic recorders. 

 

 

3.3. Working Mode 

Total Recall VR Cockpit can operate in one of the following working modes: 

workstation or workgroup. 

 

 

 

Total Recall VR Cockpit is pre-configured to work in the 

workstation mode out of the box. 

 

 

You can switch between the working modes anytime, see section 3.10 Application 

Preferences. 

 

 

 

You may be unable to log in with Total Recall VR Cockpit after 

switching mode. To avoid this problem, please ensure that the target 

mode's configuration database has a user that you can use to log in 

after you switch mode. 

 

 

 

3.3.1. Workstation Mode 

In this mode, each Total Recall VR Cockpit instance uses its private configuration 

database that other Total Recall VR Cockpit instances cannot access. 

This mode is best when you need a single Total Recall VR Cockpit instance on a 

single device. A single user or multiple users can use this instance of the application 

on the device, one at a time. 
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Installing multiple Total Recall VR Cockpit instances on multiple devices and using 

all instances in workstation mode is possible. However, note that in this mode, each 

instance is independent from all other instances and must be configured separately 

from all other instances. 

The following diagram illustrates the workstation mode.  

 

 

Figure 2: Workstation Mode 

 

The diagram shows two Total Recall VR Cockpit instances on two separate devices. 

Each instance of Total Recall VR Cockpit uses its private configuration database on 

its device. Multiple users, each with their application account, can use either of the 

instances, but only if they have an application user account. 

 

3.3.2. Workgroup Mode 

Multiple Total Recall VR Cockpit instances use a shared configuration database in 

this mode. 

This mode is best when you allow multiple users to use multiple instances of Total 

Recall VR Cockpit, each on a different device and not necessarily on the same device 

every time (for example, a hot-desk environment). 

You can manage the configuration for all instances of Total Recall VR Cockpit with 

any of the installed instances, as all of the installed instances use the same shared 

configuration database. This simplifies and dramatically reduces the configuration 

effort (as opposed to configuring each instance of the application when it is running 

in the workstation mode). 

The following diagram illustrates the workgroup mode. 
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Figure 3: Workgroup Mode 

 

The diagram shows two instances of Total Recall VR Cockpit on two separate 

devices. All Total Recall VR Cockpit instances use the same application 

configuration database, which resides on a different server. Multiple users, each with 

their application user account, can use an instance of Total Recall VR Cockpit on any 

of the devices. 

 

3.4. Network Ports 

Total Recall VR Cockpit depends on an Ethernet network to access its configuration 

database (when it is used in the workgroup mode), appliance and custom recorders, 

network drives that host recording (media) archives, network services such as name 

servers (DNS), e-mail servers, etc. 

In all cases, Total Recall VR Cockpit acts as a client when setting up network 

connections. This greatly reduces the burden of configuring the firewall elements on 

your network, and in most cases, you will not need to change or add to any of the 

existing firewall rules. 

However, in the rare cases when you do, the following table shows the network ports 

and protocols that Total Recall VR Cockpit may use. 

 

Port Type Protocol Usage 

Default Default SMB/CIFS Access Windows network drives. 

Default Default NFS Access Linux network drives. 

Default Default SMTP Send e-mail messages. 

Default Default DNS Host name mapping to IP address. 



  Infinity Cockpit  

Page 17 of 189 

22 TCP SSH/SCP Execute system commands on recorder 

appliances and copy files. Not used with 

custom recorders. 

1433 (*1) TCP JDBC Access to the configuration database on a 

SQL Server when used in the workgroup 

mode. 

1527 (*1) TCP JDBC Access to the configuration database on a 

Derby server when used in the workgroup 

mode. 

1554 (*1) TCP RTPS Stream audio from the ñMonitoring Serviceò 

on recorders. 

1099 (*2) TCP RMI Java remote object registry queries.  

3010 (*2) TCP RMI Configuration, control and status monitoring 

of the ñDatabase Serviceò on recorders. 

3020 (*2) TCP RMI Configuration, control and status monitoring 

of the ñRecording Serviceò on recorders. 

3030 (*2) TCP RMI Configuration, control and status monitoring 

of the ñMonitoring Serviceò on recorders. 

3050 (*2) TCP RMI Configuration, control and status monitoring 

of the ñSIP Media Serverò on recorders. 

3060 (*2) TCP RMI Configuration, control and status monitoring 

of the ñRTP Media Serverò on recorders. 

3070 (*2) TCP RMI Configuration, control and status monitoring 

of the ñVRP Media Serverò on recorders. 

3080 (*2) TCP RMI Configuration, control and status monitoring 

of the ñRTSP Media Serverò on recorders. 

3200 (*2) TCP RMI Configuration, control and status monitoring 

of the ñAudit Event REST Serviceò on 

recorders. 

3210 (*2) TCP RMI Configuration, control and status monitoring 

of the ñAudit Repository IPC Connectorò on 

recorders. 

3220 (*2) TCP RMI Configuration, control and status monitoring 

of the ñAudit Repository House Keeperò on 

recorders. 

3230 (*2) TCP RMI Configuration, control and status monitoring 

of the ñRecordings REST Serviceò on 

recorders. 
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3240 (*2) TCP RMI Configuration, control and status monitoring 

of the ñMeta Data REST Serviceò on 

recorders. 

3250 (*2) TCP RMI Configuration, control and status monitoring 

of the ñMedia Repository House Keeperò on 

recorders. 

3260 (*2) TCP RMI Configuration, control and status monitoring 

of the ñMedia Repository IPC Connectorò on 

recorders. 

3270 (*2) TCP RMI Configuration, control and status monitoring 

of the ñMedia Repository Archive Connectorò 

on recorders. 

3280 (*2) TCP RMI Configuration, control and status monitoring 

of the ñMedia Repository Export Connectorò 

on recorders. 

3300 (*2) TCP RMI Configuration, control and status monitoring 

of the ñProfile REST Serviceò on recorders. 

3306(*1) TCP JDBC Access to the configuration database on a 

MariaDB or MySQL server when used in 

workgroup mode. 

4010 (*1) TCP HTTP Access to recording files via the ñRecordings 

REST Serviceò on recorders. 

4020 (*1) TCP HTTP Access to metadata via the ñMeta Data REST 

Serviceò on recorders. 

4030 (*1) TCP HTTP Access to profiles via the ñProfile REST 

Serviceò on recorders. 

4040 (*1) TCP HTTP Access to audit events via the ñAudit Event 

REST Serviceò on recorders. 

5432 (*1) TCP JDBC Access to the configuration database on a 

PostgreSQL server when used in workgroup 

mode. 

9092 (*1) TCP JDBC Access to the configuration database on a H2 

server when used in workgroup mode. 

(*1) Indicates a default port that users may set. 

(*2) Indicates a default port that users may set on custom recorders only. 

 

3.5. Pre-installation ï Windows Device 

Total Recall VR Cockpit requires 3rd party software and drivers, which you may need to 

install on your Windows device before installing an instance of Total Recall VR 

Cockpit. 
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3.5.1. Visual C++ 2019 Redistributable 

 

 

 

This 3rd party software is mandatory. The application will only run 

correctly with it. 

 

 

Total Recall VR Cockpit uses native Windows libraries when running on a Windows 

device, and as such, it requires the Visual C++ 2019 redistributable to run.  

 

 

 

You can download a copy of the Visual C++ 2019 Redistributable 

installer from https://visualstudio.microsoft.com/downloads/. 

 

 

You may already have a Visual C++ 2019 Redistributable on your device. Ask your 

friendly technical staff to help you determine this if you need help with how to check. 

 

3.5.2. FTDI 2DXX Drivers 

 

 

 

This 3rd party software is optional. It is required to decode recordings 

that use an AMBE audio encoding format. 

 

 

Total Recall VR Cockpit uses USB-based AMBE decoders to decode AMBE-

encoded audio. 

 

 

 

You can purchase USB-based AMBE decoders from us. The order 

codes are CDC-AMBE (single channel) and CDC-AMB3 (three 

channels). 

 

 

https://visualstudio.microsoft.com/downloads/
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The USB devices require FTDI D2XX drivers to work. 

 

 

 

You must install FTDIôs D2XX version 2.12.06, or better, WHQL-

certified drivers on your Windows PC to enable Total Recall VR 

Cockpit to play recordings in an AMBE format. You can download 

an installer for the drivers from 

http://www.ftdichip.com/Drivers/D2XX.htm. 

 

 

3.6. Application Configuration Database 

 

 

 

You can safely skip this section if you intend to use Total Recall VR 

Cockpit in the workstation mode, see section 3.3.1 Workstation 

Mode. 

 

 

Total Recall VR Cockpit stores its configuration and operating parameters using a 

configuration database.  

By default, Total Recall VR Cockpit uses a private Derby database as its configuration 

database when used in the workstation mode, see section 3.3.1 Workstation Mode. It 

configures the Derby database automatically at installation time. 

However, suppose you intend to use Total Recall VR Cockpit in the workgroup mode, 

see section 3.3.2 Workgroup Mode. In that case, you must configure a shared 

configuration database, which will be used by all Total Recall VR Cockpit instances on 

your network. The configuration database can reside on different servers, including 

Derby, H2, PostgreSQL, MariaDB, MySQL, and Microsoft SQL. 

 

3.6.1. Derby Server 

You can use a Derby database server to manage the shared configuration database. 

 

 

 

We tested the application with Derby version 10.15 and recommend 

using this version. 

 

 

http://www.ftdichip.com/Drivers/D2XX.htm
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You must create a database user and a database before connecting with the first 

instance of Total Recall VR Cockpit to the database. This is best done with the ñijò 

application. For example (adjust as necessary to fit your requirements for password, 

collation, etc.): 

ij version 10.15  

ij> conne ct 

'jdbc:derby://192.168.120.200:152 7/CockpitDB;create=true;user=trvr_cockpit';  

ij> CALL 

SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY('derby.connection.requireAuthentication', 

'true');  

0 rows inserted/updated/deleted  

ij> CALL SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY('derby.authentication.provider', 

'BUILTIN');  

0 rows inserted/updated/deleted  

ij> CALL SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY('derby.user.trvr_cockpit', 'mypwd');  

0 rows inserted/updated/deleted  

ij> CALL 

SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY('derby.database.defaultConnectionMode', 

'noAcce ss');  

0 rows inserted/updated/deleted  

ij> CALL SYSCS_UTIL.SYSCS_SET_DATABASE_PROPERTY('derby.database.fullAccessUsers', 

'trvr_cockpit');  

0 rows inserted/updated/deleted  

ij>  

 

 

 

 

To access the database you can use a JDBC URI similar to the 

following: 

jdbc:derby://192.168.120.200:1527/CockpitDB  

Assuming:  

¶ The Derby server provides service on IP address 

192.168.120.200 and port 1527. 

¶ The name of the database is CockpitDB. 

 

 

3.6.2. H2 Server 

You can use an H2 database server to manage the shared configuration database. 

 

 

 

We tested the application with H2 version 1.4.200 and recommend 

using this version. 

 

 

Suppose an existing H2 database server runs with the ñ-ifNotExistò option set. In that 

case, creating a database user and a database that will act as the configuration 

database for Total Recall VR Cockpit is unnecessary. The first instance of Total 
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Recall VR Cockpit that will connect to the server will create both the database user 

and the database. 

Otherwise, you must create a database user and a database before connecting to it 

with the first instance of Total Recall VR Cockpit. For instructions, see 

http://www.h2database.com/html/tutorial.html#creating_new_databases. 

 

 

 

To access the database you can use a JDBC URI similar to the 

following: 

jdbc:h2:tcp://192.168.120.200:9092/CockpitDB  

Assuming:  

¶ The H2 server provides service on IP address 192.168.120.200 

and port 9092. 

¶ The name of the database is CockpitDB. 

 

 

If you do not have an H2 database server, you can set one up as follows. 

 

 

 

You can download an installation package for the H2 database server 

for Windows from http://www.h2database.com/html/download.html. 

 

 

The H2 database installation instructions for Windows should be more precise when 

explaining how to get an H2 database server going. The following is a summary of 

the steps. It can be used as a guide when setting up an H2 database server on 

Windows; however, it does not aim to replace the official H2 database 

documentation. 

 

 

 

The following procedure assumes that the H2 database server will 

run on a server with an IP address of 192.168.120.200 and provide 

service on TCP port 9092. The same database server will provide 

web management service on TCP port 8082. 

Please adjust the IP address and ports based on your requirements 

and network configuration. 

 

http://www.h2database.com/html/tutorial.html#creating_new_databases
http://www.h2database.com/html/download.html
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Install an H2 database server 

1. Download the latest stable Windows installer from 

http://www.h2database.com/html/download.html. We downloaded a file 

named óh2-setup-2019-10-14.exeô for this example.  

2. Run the installer file, which will install the software in ñc:\Program Files 

(x86)\H2ò by default. 

3. Step 2 does not install the H2 database service automatically. You must 

manually install it after configuring it, as follows.  

The service ensures that the H2 database starts when the Windows server 

restarts. 

4. The service configuration is in the ñc:\Program Files 

(x86)\H2\service\wrapper.confò file. We modified the following to tailor 

the service to our environment: 

# Application parameters.  Add parameters as needed starting from 1  

## --  Make sure to allow tcpPort on the firewall --  ## 

wrapper.app.parameter.1=org.h2.tools.Server  

wrapper.app.parameter.2= - tcp  

wrapper.app.parameter.3= - tcpPort 9092  

wrapper.app.parameter.4= - tcpAllowOthers  

wrapper.app.parameter.5= - web 

wrapper.app.parameter.6= - webPort 8082  

wrapper.app.parameter.7= - webAllowOthers  

wrapper.app.parameter.8= - webAdminPassword 23h209  

wrapper.app.parameter.9 =- ifNotExists  

wrapper.app.parameter.10 =- baseDir "c:/worktemp/db"  

 

In summary, we want the service to store database files in the 

ñc:\worktemp\dbò directory on the local machine and run on TCP port 

9092. Also, we want the service to use TCP port 8082 for web 

management. 

5. With the above changes, open a terminal window and change to the 

ñc:\Program Files (x86)\H2\serviceò directory. Then: 

a. Run the 1_install_service.bat script to install the service on the server. 

This adds the ñH2 Database Engine Serviceò to the set of services on 

the server. 

b. Run the 2_start_service.bat script to start the service. 

c. To ensure the service runs, start a browser on the same server using the 

3_start_browser.bat script. This should show the login page for the 

database server management console. 

6. Edit the firewall configuration for the server and make sure that TCP ports 

9092 and 8082 (if you are using our configuration from step 4) are not 

blocked. 

How you complete this step depends on the firewall application that you are 

using. Please consult the documentation for your firewall application. 

http://www.h2database.com/html/download.html
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7. Once the firewall is allowing communication to TCP ports 9092 and 8082, 

open a browser on a different device and attempt to access the H2 server 

web management console using http://192.168.120.200:8082 (if you are 

using our configuration from step 4) to make sure that remote access to the 

server is possible. 

 

Note that the ñ-ifNotExistò option is set in the H2 server configuration (see step 4). 

As a result, creating a database user and a database that will act as the configuration 

database for Total Recall VR Cockpit is unnecessary. The first instance of Total 

Recall VR Cockpit that will connect to the server will create both the database user 

and the database. 

 

3.6.3. PostgreSQL Server 

You can use a PostgreSQL database server to manage the shared configuration 

database. 

 

 

 

We tested the application with PostgreSQL version 12 and 

recommend using this version. 

 

 

You must create a database user and a database before connecting with the first 

instance of Total Recall VR Cockpit to the database. This is best done with the 

ñpgAdminò application. For example (adjust as necessary to fit your requirements for 

password, collation, etc.): 

--  DB user that will be used to access the shared configuration database  

CREATE ROLE trvr _cockpit  WITH 

  LOGIN 

  NOSUPERUSER 

  INHERIT  

  NOCREATEDB 

  NOCREATEROLE 

  NOREPLICATION 

  ENCRYPTED PASSWORD 'md5438ade72ac392291670512595d60e2ca'  

  VALID UNTIL 'infinity';  

- -  DB that will be used as a shared configuration database  

CREATE DATABASE CockpitDB  

    WITH  

    OWNER = trvr _cockpit  

    ENCODING = 'UTF8'  

    LC_COLLATE = 'en_AU.UTF - 8'  

    LC_CTYPE = 'en_AU.UTF - 8'  

    TABLESPACE = pg_default  

    CONNECTION LIMIT = - 1;  

 

In addition, you may have to configure access to the database in the pg_hba.conf file. 
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To access the database you can use a JDBC URI similar to the 

following: 

jdbc:postgresql://192.168.120.200:5432/CockpitDB  

Assuming:  

¶ The PostgreSQL server provides service on IP address 

192.168.120.200 and port 5432. 

¶ The name of the database is CockpitDB. 

 

 

3.6.4. MariaDB or MySQL Server 

You can manage the shared configuration database using a MariaDB or MySQL 

database server. 

 

 

 

We tested the application with MariaDB 10.5 and recommend using 

this version. 

 

 

You must create a database user and a database before connecting with the first 

instance of Total Recall VR Cockpit to the database. This is best done with the 

ñMySQL Workbenchò application. For example: 

--  DB user that will be used to access the shared configuration database  

mysql - e "CREATE USER 'trvr'@'192.168.130.* ' IDENTIFIED BY 'cocpit 09'"  

- -  DB that will be used as a shared configuration database  

mysql - e "CREATE DATABASE CockpitDB  CHARACTER SET utf8"  

mysql - e "GRANT ALL PRIVILEGES ON CockpitDB.* TO 'trvr '@' 192.168.130.* '"  

mysql - e "FLUSH PRIVILEGES"  

 

 

 

 

To access the database you can use a JDBC URI similar to the 

following: 

jdbc:mysql://192.168.120.200:3306/CockpitDB  

Assuming:  

¶ The MariaDB or MySQL server provides service on IP address 

192.168.120.200 and port 3306. 

¶ The name of the database is CockpitDB. 
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3.6.5. Microsoft SQL Server 

You can use an SQL Server database server to manage the shared configuration 

database. 

 

 

 

We tested the application with SQL Server version 15 and 

recommend using this version. 

 

 

You must create a database user and a database before connecting with the first 

instance of Total Recall VR Cockpit to the database. This is best done with the ñSQL 

Server Management Studioò application. For example (not a complete SQL): 

--  DB user that wi ll be used to access the shared configuration database  

CREATE LOGIN [trvr]  WITH 

  PASSWORD=N' ... ' ,  

  DEFAULT_DATABASE=[master],  

  DEFAULT_LANGUAGE=[...],  

  CHECK_EXPIRATION=OFF, 

  CHECK_POLICY=OFF 

GO 

ALTER SERVER ROLE [dbcreator] ADD MEMBER [trvr]  

GO 

- -  DB that will be used as a shared configuration database  

CREATE DATABASE [CockpitDB]...  

GO 

 

In addition, you may have to configure remote access to the database and the server 

instance. 

 

 

 

To access the database you can use a JDBC URI similar to the 

following: 

jdbc:sqlserver://192.168.120.200:1433;DatabaseName=CockpitDB  

Assuming:  

¶ The SQL Server provides service on IP address 192.168.120.200 

and port 1433. 

¶ The name of the database is CockpitDB. 
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3.7. Application Installation ï Windows Device 

A Windows installation package for Total Recall VR Cockpit is available on our 

website. We do not ship installation media for Total Recall VR Cockpit. 

 

 

 

Please visit http://www.totalrecallvr.com/applications/total-recall-vr-

cockpit to download the Windows installation package for Total 

Recall VR Cockpit. 

 

 

The application installer is a wizard-based installer that will guide you through the 

installation steps. You wil l be asked to specify the following during the installation 

process: 

1. Installation  location (directory) . The default location is ñC:\Program 

Files\TRVR Cockpitò.  

2. Application data location (directory) . The default location is ñC:\Program 

Files\Common Files\TRVR Cockpitò. The application will use this location for 

its preferences, licenses, recording cache, working playlist, configuration 

database (when used in the workstation mode), private audit log and log files. 

 

 

 

DO NOT use the same application data location (directory) for 

multiple Total Recall VR Cockpit instances. 

 

 

To install Total Recall VR Cockpit on your Windows device: 

 

Install Total Recall VR Cockpit 

1. Extract the TRVRCockpit-<version>.exe file from the TRVRCockpit -

<version>.zip file you downloaded from our website. 

2. Double-click on the TRVRCockpit-<version>.exe file to launch the installer. 

3. Follow the prompts to complete the installation. 

 

3.8. Application Activation 

Total Recall VR Cockpit requires a valid activation license to run. As a result, when 

running Total Recall VR Cockpit for the first time, it will prompt you to activate the 

http://www.totalrecallvr.com/applications/total-recall-vr-cockpit
http://www.totalrecallvr.com/applications/total-recall-vr-cockpit
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application with an activation token or an activation license, as shown in the following 

screen capture. 

 

 

Figure 4: Activation Form 

 

You can select one of the following activation methods: 

1. Trial Token  activation is used to activate a 10-day application trial. The device 

that will run the application must have a working Internet connection if you wish 

to use this method. 

Note that you will be able to activate one, and only one, trial of the application 

on a given device. Once the 10-day trial is complete, activating another trial for 

the application on the same device will not be possible. Please contact us if you 

wish to extend the application trial on a given device (we reserve the right to 

refuse trial extension requests). 

2. Activation Token activation activates the application for a limited time or 

perpetually. The device that will run the application must have a working 

Internet connection if you wish to use this method. 

Use this activation method when you receive an Activation Token after 

purchasing an activation license for the application. Based on the number of 

licenses you purchase and the type of token that we send you, you may be able to 

activate the application with the same token on one device or multiple devices. 

Please consult the instructions that come with the token for more details. 

3. License Text activation to activate the application for a limited time or 

perpetually. The device that will run the application does not need a working 

Internet connection if you wish to use this method.  
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Use this activation method to re-apply existing licenses when lost or misplaced 

or to activate the application for the first time when the device has no Internet 

connection. Please get in touch with us for instructions on how to proceed to 

recover lost activation licenses or receive an activation license for devices that 

do not have Internet access. 

You can use the built-in trial activation token to activate a limited duration (10 days 

from activation) trial of the application. During the trial period, the application is fully 

functional without any restrictions. 

To activate a limited-duration trial: 

 

Activation with the Trial Token 

1. Select Trial Token. 

 

2. Enter Registered To, Company, Name and E-Mail  as desired. The details you 

enter here will be used to recover the trial activation license if lost or misplaced, 

so record them and keep them safe. 

For example: 
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3. Select to attempt activation. The application will attempt activation (over the 

Internet) with the Total Recall VR licensing server. If you receive the following 

error message, a trial of the application was previously activated on the device. 

 

As a result, the Trial Token cannot be used to activate the application (again). 

Please contact us if you wish to extend the application trial on a given device (we 

reserve the right to refuse trial extension requests). 

4. In most cases, the activation will be successful. For example: 

 

 

If you received an activation token from us, you can activate the application with the 

token. In most cases, the token will activate the application on a perpetual basis; 

however, in some rare cases, it may activate a limited-duration trial. 
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The following is an example of an activation token (note, this is an example of a token, 

and as such, it is invalid and cannot be used to activate the application on any device): 

ZU2QL- DSFGK- GHAHA- 3NW9B- 24RAH 

To activate the application with the token: 

 

Activation with an Activation Token 

1. Select Activation Token and manually enter the token you received from us. 

Alternatively, select  to load the token from a file you received from us.  

For example: 

 

2. Enter Registered To, Company, Name and E-Mail  as desired. The details you 

enter here will be used to recover the activation license if it is lost or misplaced, 

so record them and keep them safe. 

For example: 
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3. Select to attempt activation. The application will attempt activation (over the 

Internet) with the Total Recall VR licensing server. If you receive the following 

error message, the token is no longer valid or was previously used to activate the 

application on the same device. 

 

4. In most cases, the activation will be successful. For example: 

 

 

We may send you the license text of an activation license if you cannot activate the 

application over the Internet or if you have activated the application before and 

misplaced your activation license for a particular device. 

The following is an example license text (most lines were removed to save space): 

 

# Total Recall VR Cockpit Node  License (id: 1511837763868)  

6729c0c1fc5b9b29b19c4336e2068b75b231474c87cbce079ff39ea741b0  

 :  

5cde6395e2493adb54960307e8083ae8  
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Note:  

a. The application's device does not need Internet access to (re)activate the 

application with license text. 

b. When activating for the first time, the license text we will send you is for a new 

license, which activates the application on a particular device with the same 

hardware as the hardware when you generated the activation request file for the 

device. 

c. When reactivating after a lost license, the license text we will send you is for an 

existing license, which activates the application on a particular device with the 

same hardware as the hardware when the application was activated for the first 

time. 

d. If the activation license is lost due to a damaged hard disk or motherboard, and 

you replace the faulty hardware, then the license text of the existing license 

(which we will send you) will no longer be valid as the device's hardware 

changes. You must purchase a new activation license for the modified hardware 

in such cases. 

 

To activate the application with the license text: 

 

(Re)Activation with License Text 

1. Select License Text. 

 

2. Select  to load the license text from the file you received from us. 

For example: 
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3. Select to attempt activation. If you receive the following error message, the 

activation license is no longer valid or is for a different application or device 

with different hardware. 

 

4. In most cases, the activation will be successful. For example: 

 

 

 

Finally, we may ask you to generate an activation request file for the application when 

you decide to purchase an activation license (after a trial, for example) or if you need to 

activate the application for the first time on a device that does not have Internet access. 

To generate an activation request file: 
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Generate an activation request file 

1. Select Activation Token and enter Registered To, Company, Name and E-Mail  

as desired. The details you enter here will be used to create the activation license. 

For example: 

 

2. Select  to display the File Selector dialog, where you can choose a location and 

name for the activation request file. 

3. Select Open in the File Selector dialog to create the activation request file, 

which you can then send to us along with your purchase order. 

 

3.9. Default User 

Total Recall VR Cockpit comes pre-configured with a single user with administrative 

privileges (full access to all aspects of the application). Use this user to sign in with the 

application for the first time. 

 

 

 

The sign-in credentials for the default user are: 

¶ Username: admin 

¶ Password: changeme  

 

 

We recommend changing the default user's password immediately after you sign in for 

the first time. 
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However, note that it is only possible to recover the default user's 

password if misplaced if you create another user with privileges to 

manage user accounts, and you can sign in as that user to set a new 

password for the default user. 

 

 

 

3.10. Application Preferences 

 

 

 

Total Recall VR Cockpit is pre-configured to work in the 

workstation mode out of the box, see section 3.3.1 Workstation 

Mode. 

 

 

Suppose you intend to use Total Recall VR Cockpit in the workstation mode, see section 

3.3.1 Workstation Mode. In most cases, you do not need to change the application 

preferences. You can start using it as soon as you activate it. 

To access the application preferences, you must sign in with a user with the 

óPreferencesô permission set in the óCockpit Configurationô domain. The default user, 

see section 3.9 Default User, has this permission by default, so when you sign in with 

the application for the first time, you can access and modify the application preferences. 

To display the Preferences form, select  to display the application menu and then 

select Preferences from the menu.  
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Figure 5: Preferences Form 

 

As with all application forms, do not forget to select to apply the changes that you 

make to the application preferences. 

The application preferences are organised into multiple categories. The following 

sections explain the preferences in each category. 

 

3.10.1. Locale 

The locale category contains preferences for the display language and time zone, 

including: 

 

Parameter Default Value Comment 

Language English - Australia  

Time Zone Australia ï Sydney  

 

The application will show all information in the selected language and all times (for 

example, recording start time) in the selected time zone. 

 

3.10.2. Database 

The database category contains preferences for the application configuration 

database, including: 
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Parameter Default Value Comment 

Database URL jdbc:derby:CockpitDB The application uses this 

configuration database. 

User Name trvr_cockpit If set, the application uses this 

user to access the configuration 

database. 

Password **********  

(withheld) 

If set, the application uses this 

password to access the 

configuration database. 

 

If you intend to use the application in the workstation mode, see section 3.3.1 

Workstation Mode, then leave the values of all database preferences set to their 

default values. 

Suppose you intend to use the application in the workgroup mode, see section 3.3.2 

Workgroup Mode. In that case, you can use different types of database servers, see 

section 3.6 Application Configuration Database, to house the shared application 

configuration database. In this case, set Database URL to a value compatible with the 

database server you are using. For example: 

 

Database Server Database URL (example) 

Derby 
 

jdbc:derby ://192.168.120.210: 1527 /CockpitDB  

where: 

¶ The server is providing service on IP address 

192.168.120.210 and TCP port 1527. 

¶ The name of the database is ñCockpitDBò. 

H2 
 

jdbc:h2:tcp://192.168.120.210:9092/CockpitDB  

where: 

¶ The server is providing service on IP address 

192.168.120.210 and TCP port 9092. 

¶ The name of the database is ñCockpitDBò. 

PostgreSQL 
 

jdbc:postgresql://192.168.120.200:5432/CockpitDB   

where: 

¶ The server is providing service on IP address 

192.168.120.200 and TCP port 5432. 
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¶ The name of the database is ñCockpitDBò. 

MariaDB 
 

jdbc: mariadb://192.168.120.200:3306 /CockpitDB   

where: 

¶ The server is providing service on IP address 

192.168.120.200 and TCP port 3306. 

The name of the database is ñCockpitDBò. 

MySQL 
 

jdbc: mysql://192.168.120.200:3306 /CockpitDB   

where: 

¶ The server is providing service on IP address 

192.168.120.200 and TCP port 3306. 

The name of the database is ñCockpitDBò. 

SQL Server 
 

jdbc:sqlserver://192.168.120.22 0:1433;DatabaseName

=CockpitDB  

where: 

¶ The server is providing service on IP address 

192.168.120.220 and TCP port 1433. 

¶ The name of the database is ñCockpitDBò. 

 

In addition, set User Name and Password to the access credentials of the database 

user that can access the database. 

 

3.10.3. Audit Log 

The audit log category contains preferences for the audit event log, including: 

 

Parameter Default Value Comment 

Audit log 

Private Ticked If ticked, the application uses a 

private audit repository (log). 

Database URL jdbc:derby:CockpitAuditDB The application uses this 

database as an event log. 

User Name trvr_audit If set, the application uses this 

user to access the database. 
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Password **********  

(withheld) 

If set, the application uses this 

password to access the 

database. 

Occupancy Limit 

Occupancy Limit 10,000 events The maximum number of 

audit events in the private 

audit log. 

The application automatically 

deletes audit events, the oldest 

first, when it detects this limit 

to make space for new events. 

Set the limit to 0 events for 

unlimited capacity (use with 

caution, not recommended). 

It must be between 0 events 

and 10,000 events. 

 

The application uses the event log to log all user and application activity, for 

example, deletion of recordings, changes of recorder configuration, etc. 

If you intend to use the application in the workstation mode, see section 3.3.1 

Workstation Mode, then leave the values of all audit log preferences set to their 

default values. In this mode, the application uses its private audit log. You can access 

the private audit log from the application. 

Suppose you intend to use the application in the workgroup mode, see section 3.3.2 

Workgroup Mode. In that case, it is best to change the audit log preferences so that 

the application will forward all of its audit events to a central audit log, for example, 

the audit log on one of your appliance recorders. For example (adjust as necessary): 

 

Parameter Default Value Comment 

Audit log 

Private Not ticked. The audit log is not private. 

Base URL http://192.168.1.100:4040/

audit 

The base URL of the ñAudit 

Event REST Serviceò on a 

recorder or archive appliance 

which acts as a central audit 

log. 

 

If you do this, you can access all audit events from all application instances with this 

configuration from one central audit log. 
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3.10.4. E-Mail Server 

The e-mail server category contains preferences for the e-mail server, including: 

 

Parameter Default Value Comment 

Host  If set, the application uses this 

SMTP server to send e-mail 

messages. 

It must be a valid IP address or 

hostname. 

User Name  If set, the application uses this 

user to authenticate with the 

SMTP server. 

Password  If set, the application uses this 

password to authenticate with 

the SMTP server. 

 

The application will use the e-mail server, if set, to send e-mail messages on user 

requests from the application. For example, a user can send copies of recordings via 

e-mail directly from the application. 

 

3.10.5. Playlist 

The playlist category contains preferences for the private playlist, including: 

 

Parameter Default Value Comment 

Directory C:\Program Files\Common 

Files\TRVR 

Cockpit\playlist 

The application uses this 

directory to store the content of 

its private playlist. 

 

The application uses a private playlist during incident reconstruction and replay. The 

preferences in the playlist category specify the location of the playlist. The location is 

usually a directory on the local disk. 

In most cases, there is no need to change the playlist preferences. However, you may 

wish to change the location of the playlist to a faster disk, for example, an NVMe 

disk, for a better experience with the application. 

 

3.10.6. Cache 

The cache category contains preferences for the private cache, including: 
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Parameter Default Value Comment 

Directories C:\Program Files\Common 

Files\TRVR Cockpit\cache 

The application uses this 

directory directory to store the 

content of its private cache. 

You can specify multiple 

directories to configure the 

application to use the set of 

directories in a ñload-

balancingò fashion. 

Occupancy Limit 

High Watermark 1,000 files The maximum number of 

recording files in the cache. 

The application automatically 

deletes recording files, the 

oldest first, when it detects this 

limit. 

It must be between 100 files 

and 10,000 files. 

Low Watermark 800 files The minimum number of 

recording files to leave in the 

cache when deleting files after 

reaching the high watermark. 

It must be between 100 files 

and 10,000 files. 

 

The application uses a private cache to temporarily store recordings that reside on 

recorders and archives with network access when users access them. For example, 

suppose a user attempts to listen to a recording located on a recorder. In that case, the 

application will fetch a copy of the recording first and store the copy in the cache 

before playing it. Then, when the user attempts to play it again (a typical scenario), 

the application will play the recording from its cache. 

The cache location is usually a single directory on the local disk. However, if 

required, the cache can use multiple directories, each located on a different disk. 

Further, the occupancy limits control the size of the cache. The cache will contain at 

most High Watermark recordings (files). The cache will automatically remove files 

when its occupancy reaches the high watermark and bring the occupancy down to or 

below the Low Watermark. 

In most cases, there is no need to change the cache preferences. However, you may 

wish to change the location of the cache to a faster disk, for example, an NVMe disk, 

for a better experience with the application. 
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3.10.7. Digital Certificates 

The digital certificates category contains preferences for the keystore and truststore of 

digital certificates, including: 

 

Parameter Default Value Comment 

Keystore ./trvr.cockpit.p12 If set, the application uses the 

certificates in this file to 

encrypt the communication 

with servers (HTTPS instead of 

HTTP), sign reports, etc. 

Keystore 

Password 

**********  

(withheld) 

If set, the application uses this 

password to access the 

information in the keystore file.  

Keystore Key 

Password 

**********  

(withheld) 

If set, the application uses this 

password to access the keys in 

the keystore file.  

Truststore ./trvr.cockpit.p12 If set, the application uses the 

certificates in this file to 

authenticate with servers. 

Truststore 

Password 

**********  

(withheld) 

If set, the application uses this 

password to access the 

information in the truststore 

file. 

 

The application uses several digital certificates for various purposes, including 

encryption of communication with recorders, signing reports, etc. 

Leave the values of all digital certificate preferences set to their default values. 

 

3.11. Application Upgrade ï Windows Device 

To upgrade the Total Recall VR Cockpit on your Windows device: 

¶ If you wish to keep the application's previous configuration and activation 

license, simply follow the installation procedure. Do not uninstall the previous 

version of the application. 

¶ If you wish to have a clean application installation with a new configuration, 

uninstall the previous version and then install the latest version. Please make a 

copy of your activation license file and the support token file before uninstalling 

the old version of the application. You will need the activation license for the 

new version of the application. The default activation license file is ñC:\Program 

Files\Common Files\TRVR Cockpit\etc\activation.licò. In addition, you will need 

the support token to receive support for the new version of the application. The 
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default support token file is: ñC:\Program Files\Common Files\TRVR 

Cockpit\etc\support.licò. 

 

3.12. Application Upgrade ï Appliance Recorder 

Please follow the appliance recorder upgrade procedure to upgrade the Total Recall VR 

Cockpit on your appliance recorder, see section 11.9 System Tools ï Upgrade. 

 

3.13. Application Support 

If after using this manual you still have questions about Total Recall VR Cockpit, or you 

are experiencing problems with Total Recall VR Cockpit, then:  

1. Please visit the Total Recall VR online forums, 

http://www.totalrecallvr.com/forum, to find answers to common problems you 

may experience when installing and using Total Recall VR products. 

2. Please browse the Total Recall VR online articles and tutorials, 

http://www.totalrecallvr.com/articles-and-tutorials, where you may find 

information on how to use Total Recall VR products combined with products 

from other manufacturers. 

 

 

 

If you continue to experience problems, then in all cases, you should 

seek support from the point of purchase first. 

 

 

If you need to contact us directly and require remote support, please write to 

itsupport@prolancer.com.au to book a remote support session. 

 

 

 

You need to provide a valid and active support token or purchase 

one to receive support for a Total Recall VR Cockpit instance. 

 

 

Please note the following regarding the support token:- 

a. You do not need to purchase support tokens for any of your Total Recall VR 

products if you do not wish to receive support directly from us. Please discuss 

your support options with a representative from the point of purchase. They may 

and should offer support options that are likely to be tailored to your case 

compared to the remote support we provide as the manufacturer of the products. 

http://www.totalrecallvr.com/forum
http://www.totalrecallvr.com/articles-and-tutorials
mailto:itsupport@prolancer.com.au
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b. Support tokens are valid for one (1) year starting from the date that is exactly one 

(1) month after the date when the product that it relates to was shipped from our 

factory. Support for the first month after the shipment date is free and does not 

require a valid support token. So, during the first year, if you purchase a support 

token for a product at the same time when you purchase the product, then you 

will receive thirteen (13) months of support from the shipment date of the related 

product. You will receive twelve (12) months each subsequent year if you renew 

the support token. 

c. Each token relates to one instance of a Total Recall VR product and cannot be 

transferred to another instance of the same Total Recall VR product or used to 

get support for an instance of another Total Recall VR product. 

d. On expiry, support tokens can be renewed on a back-charging basis. You must 

pay for years missed and the current year when you renew an expired token. For 

example:  

Suppose you purchased a support token when purchasing an instance of the Total 

Recall VR Cockpit. Further, letôs take the fact that you did not renew the token 

or buy a new one after it expired at the end of the first year. If you request 

support in year 3 of ownership, you must pay for two years of support (to cover 

support for years 2 and 3) to renew your existing token or purchase a new one. 

The purchase will give you a token expiring at the end of year 3. 

e. You can purchase a support token anytime on a back-charging basis for any 

Total Recall VR product instance. For example:  

Letôs assume you did NOT purchase a support token when you purchased an 

instance of Total Recall VR Cockpit. If you request support in year 3 of 

ownership, you must pay for three years of support (to cover support for years 1, 

2 and 3) to purchase a new support token. The purchase will give you a token 

expiring at the end of year 3. 

 

 

 

In summary, if you wish to receive support directly from us for an 

instance of a Total Recall VR product, then you need a valid and 

active support token for the instance of the Total Recall VR product. 

However, you do not need to purchase support from us. Instead, 

please discuss your support options with a representative from the 

point of purchase. They may and should offer support options that 

will likely be tailored to your case compared to the remote support 

we provide as the manufacturer of Total Recall VR products. 

 

 

You can apply a support token to an instance of Total Recall VR Cockpit as shown in 

the following screen capture: 
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Figure 6: Support Form 

 

If you do so, then the token and its status are always handy when and if you need them. 

To apply a token to an instance of Total Recall VR Cockpit: 

 

Apply a Support Token 

1. Select  to load the token from the support token file you received from us. 

For example: 

 

2. Select to attempt to apply the token. If you receive the following error 

message, the support token is no longer valid, or it is for a different product or 

application or a device with different hardware. 

 

3. In most cases, it will be successful. For example: 
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If the Total Recall VR Cockpit is part of a Total Recall VR 

appliance, then the support token for the appliance applies to the 

Total Recall VR Cockpit instance. In such cases, you do not need to 

purchase a separate support token for the Total Recall VR Cockpit 

instance. 

For instructions on how to apply a support token to a Total Recall 

VR appliance, see section 11.5 System Configuration ï Support. 
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4. User Interface 

This section contains general information about the Total Recall VR Cockpit user interface 

that will help you get the best possible experience with the application. 

 

 

 

We recommend that you at least skim over the information in this 

section, even if you are an experienced touch application user. 

 

 

All aspects of Total Recall VR Cockpit are touch-enabled, which makes it suitable to use 

with traditional (keyboard/mouse), modern (touch only) and transitional (keyboard/mouse 

and touch) devices. 

Total Recall VR Cockpit is based on the ñone interface, infinite possibilitiesò principle. As 

a result, it can be used as a stand-alone application on your Windows and Linux device 

(PC, tablet, etc.), as well as an embedded application on Total Recall VR appliance and 

custom recorders with a built-in screen (touch or traditional). 

The information in this section applies to all devices. 

 

4.1. Application Views 

The user interface comprises multiple views. The views are: 

 

View Description 

 

Sentinel 

Application activation, user access and user management 

tools. 

 

Explorer 

Recording browsing and tools for recording management, 

export, integrity verification and replay. 

Event (incident) reconstruction and event (incident) replay. 

 

Monitor 

Recording and event (incident) real-time monitoring. 

Manager

Appliance and custom recorder services configuration, 

control and status monitoring.  

Appliance recorder system configuration, control and 

maintenance tools. 

 

Auditor 

Audit event browsing and tools for audit event management, 

export and reporting. 
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In general, you will interact with the application through one view at a time; however, 

activities that you start on a view will continue while interacting with the application 

through another view. For example, you can start replaying a recording or an incident, 

and while it is replaying, you can switch to a different view and perform actions on that 

view (for example, search the audit log). 

Use the application menu to switch between views. 

 

 

 

You can access views only if you have permission to do so. 

 

 

 

4.2. Application Menu 

Total Recall VR Cockpit has a simple application menu that you can access anytime.  

 

 

Figure 7: Application Menu 

 

Select  (located in the left-hand corner of the application menu bar) to display the 

application menu. Once you choose, the menu will disappear (slide up) from the screen. 

 

4.3. Application Menu Bar 

Total Recall VR uses a dynamic menu bar with permanent and view-specific content. 

 

 

 

 

 

 

Figure 8: Application Menu Bar  
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The items that appear permanently on the menu bar are: 

 

Item Description 

 Displays the application menu. 

 Displays the built-in on-screen keyboard if, and only if, the 

active object on the screen accepts keyboard input. 

 Initiates the process to detach a USB disk. This item appears 

only when the application runs in embedded mode on an 

appliance or a custom recorder. 

08 Sep 2021 

17:48:20  
The current system time. 

 

Each view may add items to the menu bar that are specific to the view. In general, each 

view adds at least a selector box that allows you to define the view's context. In addition, 

when applicable, views add a second selector box that will enable you to specify a 

display filter that controls which records or audit events are shown on the view.  

For example, when you switch to the Explorer view, the menu bar looks as shown in the 

following screen capture: 

 

 

 

In this case, the Exploring selector box sets the context of the Explorer view; it allows 

you to select the location of the recordings (recorder, archive, etc.) to explore. The 

Display Filter selector box allows you to select a filter that will define which recordings 

are shown in the Explorer view as you are exploring.  

The items that may appear next to a selector box are: 

 

Item Description 

 Refreshes the content of the selector box with the up-to-date 

content of the configuration database. 

For example, if another user creates a new location with 

recordings to explore, select this button to make the location 

appear in the selector box. 

 Displays a form allowing you to create new entries, modify 

existing entries and remove entries shown by the selector 

box. 

For example, select this button to add a new location for 

recordings to explore. 



  Infinity Cockpit  

Page 51 of 189 

 Clears the selected item.  

For example, select this button to deactivate the current 

display filter.  

 

4.4. Touch Gestures 

Total Recall VR Cockpit responds to the following touch gestures: 

 

Item Description 

 

Tap once with one finger ï single tap. 

 

Tap twice with one finger ï double tap. 

 
Press, hold, and while holding, slide to the right. 

 
Press, hold, and while holding, slide to the left. 

 

4.5. On Screen Keyboard 

Total Recall Cockpit has a built-in on-screen keyboard, as shown in the following screen 

capture. 

 

 

Figure 9: On-Screen Keyboard 

 

The built-in on-screen keyboard is the only one you can use when Total Recall VR 

Cockpit runs in embedded mode on an appliance or a custom recorder with a built-in 

touch screen.  

You can use the built-in on-screen keyboard in addition to your physical keyboard and 

the on-screen keyboard provided by the operating system on your device when Total 

Recall VR Cockpit is running in stand-alone mode. 
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The built-in on-screen keyboard appears on the screen only when a 

user interface object that accepts keyboard input is in focus (or 

active) on the screen. For example, a data entry filed on a form. 

 

 

To show the built-in on-screen keyboard: 

 

Display the on-screen keyboard 

1. Make a screen object that accepts keyboard input active by clicking on it 

with the mouse or a single tap with a finger. For example, the User Name 

field on the Welcome form (note the light blue glow around the edge of the 

User Name field, which indicates that it is accepting keyboard input): 

   

2. Double tap with a single finger in the area of the active object. 

 

3. Alternately, double-click in the area of the active object. 

4. Alternately, select  from the application menu. 

5. The actions in the previous three steps should show the built-in on-screen 

keyboard. For example: 
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Once the keyboard is on the screen, you can use it just like any other. In addition, the 

following buttons that appear on the keyboard have a particular purpose: 

 

Item Description 

 Hides the keyboard. 

 Press and hold, then while holding, move the mouse or 

finger in any direction to change the position of the 

keyboard on the screen. 

 

4.6. Forms 

Total Recall VR Cockpit uses forms with consistent structure to present and accept data. 

 

     

Figure 10: Example Forms 

 

The background and glow colour of the data entry fields on the forms provide additional 

information for the field. For example: 

 A white background indicates that the field displays and 

accepts data. 

 A Yellow background indicates that the field displays 

data only.  

 An empty field with a white background and no glow 

colour indicates that the data is optional. 
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An empty field, or a field with data and a blue glow, 

indicates that the field is focused and consumes all of the 

keyboard input. 

 An empty field with a red glow indicates that the data is 

mandatory. 

 A field with data and a red glow indicates that the field 

does not accept the data. 

 

In addition to the form fields, some forms contain a status and progress area at the 

bottom. It shows information on the progress of the actions that can be triggered from 

the form. For example, in the previous screen capture, the area at the bottom of the Date 

& Time form. 

Further, the following buttons may appear on a form: 

 

Item Description 

 Attempts to apply the changes entered on the form to the 

form's target. 

For example, it will attempt to set the system date and time 

on the Date & Time form. 

Creates a new record using the data from the form fields. 

For example, it will create a new repository record on the 

Web Repository form. 

Removes the record that is shown on the form. 

For example, it will remove (delete) the repository record 

shown on the Web Repository form. 

Updates an existing record using the data from the form 

fields. 

For example, it will update the repository record shown on 

the Web Repository form. 

 Clear all fields on the form. 

For example, it will clear all fields on the Web Repository 

form and allow you to create a new repository entry. 

Cancels (stops) a long-running action initiated from the form 

while the action is in progress. 

Fetches the latest data and displays it on the form. 

For example, it will get and display the current system date 

and time on the Date & Time form. 

Hides (disposes of) the form without taking any action. 
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Finally, you can increase and decrease the width of the form. This is handy if you cannot 

see all the data in the form fields. 

To change the width of a form: 

 

Change the width of a form 

1. Click and hold, or touch with a single finger and hold, at any point in the 

title area of the form. For example, on the word ñWelcomeò in the title area 

of the Welcome form:  

 

2. Move the mouse or finger to the right to increase the form's width while 

holding. For example: 

 

3. Alternatively, move the mouse or finger to the left while holding to reduce 

the form's width. For example: 
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5. User Configuration 

Total Recall VR Cockpit uses its authentication and authorisation database to control 

access to the application, features, and recordings. 

 

5.1. Authentication 

Total Recall VR Cockpit uses a standard username and password strategy for user 

authentication. 

 

 

Figure 11: Welcome Form ï Sign In 

 

Both the username and password are mandatory. In addition, the password must comply 

with the following rules: 

¶ Minimum 8 and maximum 16 characters. 

¶ Contains at least one alpha and one numeric character. 

¶ Does not contain the same character (alpha or numeric) more than three times. 

¶ Cannot have two or more characters at the same position as the current 

password, if any. 

 

5.2. Authorisation ï Application 

Total Recall VR Cockpit uses a set of permissions to control access to various 

application features. 

Unlike other applications, there are no predefined roles (permission sets), so you can set 

different permissions for each user. This has the effect of defining a custom role for each 

user while, at the same time, all users with the same set of permissions belong to the 

same custom role. 

Generally, there is permission for every action a user can initiate via the user interface. 

 

5.3. Authorisation ï Recordings 

Total Recall VR Cockpit uses an optional access filter to control access to recordings for 

each user. 
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If set, the access filter is automatically added to the display filters for recordings on the 

recording Explorer and Monitor views. As a result, the access filter is automatically 

applied to both views, and the user cannot disable this action. 

See section 6.3 Advanced Filter Builder - Recordings for information on creating and 

modifying access filters for recordings you can assign to users. 

Note that there are no rules on structuring a filter; you can choose to use an exclusion, 

an inclusion or a combined filter. For example, the following is an exclusion filter that 

will exclude (filter out) all recordings that involve extension 2000 (as a result, the user 

will not be able to access any recordings that involve extension 2000): 

 

 

 

The following is an example of an inclusive filter that will include (match) only 

recordings that involve extension 2003 (as a result, the user will only be able to access 

recordings that involve extension 2003): 
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Finally, the following is an example of a combined filter that includes recordings that 

involve extension 2003 but only recordings made after the 10th of September 2021 (as a 

result, the user will be able to access only recordings that involve extension 2003 that 

were made on or after the 10th of September 2021): 

 

 

 

The possibilities are endless. As you may have noticed from the last screen capture, 

filtering on any recording attribute is possible. 

 



  Infinity Cockpit  

Page 59 of 189 

5.4. User Management 

Users with user management permission (the User permission in the Cockpit 

Configuration domain) can manage (create, update and remove) users via the Welcome 

form. 

 

 

 

Users with user management permission can also manage their user 

records. As a result, such users can change their recording access 

filter and application permissions. In addition, such users can 

remove other users with administrative (full) permissions. 

 

 

 

 

Figure 12: Welcome Form ï User Management 

 

All of the fields are self-explanatory on the Welcome form. However: 

¶ When setting the password for a new user or modifying it for an existing user, 

the password must meet the password rules listed in section 5.1 Authentication. 

¶ Set Session Timeout to 00:00:00 to prevent automatic timeout of the userôs 

sessions due to inactivity. 

 

Unlike users with user management permissions, users without such can change their 

password and e-mail address only via the Welcome form. 
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Figure 13: Welcome Form ï Self Service 

 

In such cases, and if the user attempts to change their password, the password must meet 

the rules listed in section 5.1 Authentication. 
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6. Filtering and Searching 

Total Recall VR Cockpit has an integrated natural language filter processor for recordings 

and audit events. 

In general, there are two types of filters: 

¶ Instant filters. The lifetime of an instant filter is the same as the lifetime of the user 

session with the application. That is, if an application user creates an instant filter 

during a session with the application, the user can use the filter until they sign out. 

Further, application users cannot share instant filters. 

¶ Persistent filters. As the name suggests, the lifetime of a persistent filter is as long 

as the filter exists in the applicationôs configuration database. As a result, persistent 

filters can be used during multiple sessions with the application. Further, 

application users can share persistent filters or make such filters private. 

Total Recall VR Cockpit has several filter builders that facilitate the creation of filters with 

different levels of complexity. The following sections explain how to use the different filter 

builders to create display and access filters for recordings and display filters for audit 

events. 

 

6.1. Anatomy of a Filter 

Filters are a single criterion or a collection of criteria that may be organised into groups. 

If the filter comprises criteria, groups of criteria, or both, the criteria and groups must be 

combined with the logical óANDô or óORô operators. 

The main building blocks of each filter are criteria. For example: 

¶ Session Start At is at, or after 10 Sep 2021 10:00:00. 

¶ Participant Name is 2006 

¶ Category is Error 

Each criterion specifies a recording or audit event attribute (Session Start At, 

Participant Name and Category in the previous examples) to filter on, a value (10 Sept 

10:00:00, 2006 and Error in the previous examples) for the attribute to filter on, and a 

filter comparator to apply (ñis at, or afterò and ñisò in the previous examples). 

The filter processor is capable of processing the following comparators (most are self-

explanatory): 

 

Comparator Description 

is Match the specified value. 

is not Match values that are NOT the specified value. 

is less than Match values that are less than the specified value. 

is, or less than Match the specified values and values that are less than it. 
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is more than Match values that are more than the specified value. 

is, or more than Match the specified values and values that are more than it. 

is at Match the specified time. 

is not at Match times that are NOT the specified time. 

is before Match times that are before the specified time. 

is at, or before Match times that are exactly the specified time or before it. 

is after Match times that are after the specified time. 

is at, or after Match times that are exactly the specified time or after it. 

matches Match values that satisfy the specified pattern. 

The pattern comprises of alphanumeric characters and the 

following wildcard characters: 

*  - (star) - matches zero or more alphanumeric 

characters.  

For example: 10* matches any sequence of 

characters that start with 10. 

To match the actual * character use ó\*ô. 

%  - (percent) - same meaning as *. 

_ - (underscore) - matches exactly one character. 

For example: 10_ matches any sequence of 3 

characters that start with 10. 

To match the actual _ character use ó\_ô. 

 

Criteria can be combined with the logical óANDô or óORô operators to create 

conjunctions and disjunctions. For example: 

¶ Session Start At is at, or after 10 Sep 2021 10:00:00 AND Participant Name is 

2006 

¶ Category is Error OR Category is Warning 

Finally, criteria can be organised into groups combined with the logical óANDô or óORô 

operators to create complex filters. For example: 

¶ Session Start At is at, or after 10 Sep 2021 10:00:00 AND (Participant Name is 

2006 OR Participant Name matches 2006*) 

¶ (Session Start At is at, or after 10 Sep 2021 10:00:00 AND Session Start At is 

at, or before 10 Sep 2021 14:00:00) AND (Participant Name is 2006 OR 

Participant Name is 2010) 

Filters do not limit  the number of criteria and groups of criteria. However, different filter 

builders may do this. 
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6.2. Instant Filter Builders - Recordings 

There are three filter builders for instant filters for recordings, all of which are accessible 

from the Instant Filter Builder area of the application view, where you may need to use a 

filterðfor example, the Explorer and Monitor views. 

 

 

 

The instant filter builders for recordings work the same way, 

irrespective of the application view they appear on. 

 

 

The three different builders for instant filters for recordings are named: 

1. Basic; 

2. Comprehensive; and 

3. Advanced. 

As the names suggest, the complexity of using an instant filter builder increases with 

each builder; however, at the same time, the filters that you can create become more 

advanced and comprehensive with each builder. 

The Basic filter builder can create simple filters you will likely  use most of the time, as 

shown in the following screen capture. 

 

 

 

For example, to find all recordings that involve extension 2006 between 10am and 2pm 

on the 10th of September 2021: 

 

Create a Basic instant filter 

1. Set Period from to 10 Sept 2021 10:00:00.  

2. Set Period to to 10 Sept 2021 14:00:00. 
























































































































































































































































