AN AN
TotalRecallVR

.. www.totalrecallvr.com >

Total Recall VR Monitor
User Guide

May, 2022
Guide Issuel9.0
Total Recall VR Monitor Releasel9.0.0

Copyright ©2022Prolancer Pty LtdSydney, Australia.

The text of and illustrations in this document are licensed by Prol@tgétd under a
Creative Commons Attributirhare Alike 3.0 Unported license ("€&Y-SA"). An
explanation of CEBY-SA is available alttp://creativecommons.org/licenses&n/3.0/ In
accordance with CBY-SA, if you distribute this document or an adaptation of it, you mus
provide the URL for the original version. Prolancer, as the licensor of this documaéres
the right to enforce, and agrees not to assert, Section 4d-BfYCEA to the fullest extent
permitted by applicable law.

Total Recall VR is a trade mark of Prolancer Pty Ltd. in Australia and other countries. Al
other trademarks are the property of their respective owners.

The information in this publication mubject to change without notiderolancer Bt Ltd
assumes no responsibilfiyr any errors that may appear in this publication.

Prolancer


http://www.prolancer.com.au/
http://creativecommons.org/licenses/by-sa/3.0/

Total Recall VR Monitor

Related Documents:

[1] Prolancer Pty Ltd, Total Recall VR web site. Available from:
http://www.totalrecallvr.com/

[2] Prolancer Pty Ltd, Prolancer web site. Aahike from:
http://www.prolancer.com.au/

[3] Prolancer Pty Ltd, Total Recall VR Overview User Guizie0, May 2022

[4] Prolancer Pty Ltd, Total Recall VR Deployment User Gu$eQ, May 2022
[5] Prolancer Pty Ltd, Tad Recall VR Embedded GUI User Gui@8.0, May 2022
[6] Prolancer Pty Ltd, Total Recall VR Manager User Gul@), March 2022

Page2 of 130


http://www.totalrecallvr.com/
http://www.prolancer.com.au/

Total Recall VR Monitor

Table of Contents

O = €< = Vo] <Y 6
Nt O 0 V7= 1 To] 1= 6
0 O O (0] =Y AV = U g 1T o USSR 6
1.1.2.  TypographiC CONVENLIONS..........cceiiiiiiieieees e et e e e s eeeessnnreesresereseeeeeeeeeseenssssneesd 6
O TR = o Yoo [ TR 4
1.2, WE NEEA FEEADACK ... ..o iieei ettt e e et e e st e e e s et b s ereee s s eeabaeesseaaaaaaees 7
2 01 Yo [T o 1R 8
2 O Y o [0 10 | A I o [ F3 1T [T 8.
2.2, WhatisS TOtal RECAII VR......coeniieie et et e e et s e e e mr e e e et e e eaaass 8
2.3.  What is Total RECAIl VIR MONIIOL.. ...ttt ceeet ettt e e et e e e e e et e e et s e e s e s eemmeas 10
2.4, TOtal RECAII VR ATCNIVES.....cceuiiieeiee et e et e s e e e e et e et s aeemeta s eeaanseees 12
R TR r= 1 A (= 14
3.1, SYSIEM REQUINEIMENLS. ... itiiiiiie ettt ettt e e e st eeee e e e e s sbb b et e e e s s abb e e eaete e e e e s annnnneeee s 14
G J7 N @] 11 0= U1 o] 1 2 PP 14
3.3, Application WOrking MOGE...........oooviiiiiiii i eeee e e e e e annes e e e e aeees 15
3.31. VAV S = (L0 TN 1Y, Lo Lo L= 15
3.3.2. WOTKQroUP MOGE.......ouuuiiiiei e eeee e et e e e e e e e e e e e e e ettt mnneeeaeseennnn s 16
I o (= [ 153 7= | F= Lo o 16
3.4.1. JavaSE RUNME ENVIFONMENL........couuiiii i ieemi et ee e e e et e ee s s e e e e eaa e e esaneeees 17
I N = 1 B 12 B ) O G B I\ V=T ¢ 17
3.4.3.  Visual C++ 2015 RediStriDULADIE. ........oiieieee et e e e e e 18
I S (N1 =S O 1< o | TR 19
I ST o VA DT =1 o T 1= T 20
I S T = {=Y 0 010 (=N [ 01 (=T 4 = (o= TR 22
3.5, Application INStAllatioN..........coouuiiiiiie e e e e e arae e e e e e aaaeaaana 24
TS AN o] o] [ o= U1 o] o T8 o | = Vo L= O 24
G TR 1 £ A U 25
O U LYY g [ 01 (= = [t = 35
R I =] 4 (0] o 35
S Y/ = 11 T 1Y/ =T a1 S T 36
S I = 1 T 1Y/ =Y o 1 TR 36
42,20 HEID IMEBNU....iiieiiiie ettt et e e ettt e e et e e e e e e s nneeee e 36
G TR U 1Y g Y T o 1 37
T Y o o] [Tot= i o] o SO PRPTPUPPPPRPR 38
N B 1= To [=Ta Lo l B o] « SO PP PRPPPPPPPIRY” | O
T V7o I= g o | = P PP PURP 41
5. RESOUICE MANAGEN..... .t ittt ettt eeeeea e s e e e e e e e eeeeeesbebnnssmmrrnnnnneeeeeeeeeneeenesens DO
LTt S U 17T N 44
LT 0 I Vot o1 <Y Of (=T (=] a1 (£ 44
LT O 11 (=Y R 45
LT G R =T 1 00111 0] 1 46
LT Yol o Yo [T =YY 49

Page3 of 130



Total Recall VR Monitor

5.3, NEtWOIK ArCRIVES......oiiiiiii et erme e n e 52
5.4, PUBICFOIAEIS. ...ttt ettt 53
5.4.1.  Workstation PUDIIC FOIAEIS. ........coeviiiiiiiiieeeee e 53
5.4.2.  WOorkgroup PUDIC FOIJEIS.......cccoiiiiiiiiii ettt eee e 55

55, MG AICRIVES. ... .ttt et ean 57
T O 11 0= g T= W =101 (o = PSPPSR PPRPPPPRRR 60
6.1.  ANAtOMY OFf QUEKIES. ...ttt ettt ettt ereer e e e e e st e e e e e s s bbb e enens e e e e e e s anbrreeeeesand 61
6.2, CriterioN COMPAIATOIS. . .coiuetteieee ettt ettt eeat e e e ettt e e e abe ettt eeat e e e s aabbb et e e e s aanbe e e e seamee e e s annnneeeas 61
6.3, Creating QUETIES. ... ..eiiii ettt e eceee sttt e ettt e e s rmme e s sk et e e e s e bbb e et e e s ammee s anbb e et e e e s annnnneeeas 62
B.4.  FAST QUEBIIES . ittt i ettt ettt et e e e e e e e et et ee st eaeeeeeee s ee b st et e eeeeesaaaatesaeeaeesessrsrsrrrsannsnnnred 68
(SR TS - V7 o B 11 1T [N 70
Lo T = =V 1 o T LU= 4 = 71
A 2 Y=Telo T o (=T 1Y o Ty 11 (o] PP PPPRRPP P 73
7.1, USEIINEEITACE. .. .cii ittt et et e e e e e e s e e e e e e e an e e e e e e nnreas 73
7.1.1. Display Filter Ar€a..........uuuuuuiiiiiii e e iceeeie et stans s s e s e e e s e eeeesssssnnneesessssssnnnnn A
7.1.2.  AUtO-MONItOr CrItErIa AIBa......cei i e ittt ees e ettt eeeeesaasssseenbeeseeeeeeeeeeeeeeanensee 74
7.1.3. ReCOrdings TabIe.... ..ot 75
7.1.4.  ACHON BUON BA......oiiiiiiiiieeei e eeeee et eee s nnnneseeeenee L O
7.1.5.  Waveform DiSplay Ar€a..........ccoiiuiiiiiiiiiee it rmee e e s snneeeesssmmeeeeened T

7.2. Display ReCOrdings iN PrOQIESS.......ccuiiiiiuiiiiiieiitee ittt ettt e rmnee s e e e e sibbr e e e e s smnne s 77
7.3, LIStEN TO RECOIAINGS. ... itteeiiiei ittt ettt e sttt e e s ebb e e ener e e e e s enneneeeee s 78
A S i - To o [ To TN =T ot o] o 11T =3 80
AR ST A\ g Vg Te) r= a1 g To T =T ot 0T o 1] o 81
7.6.  Waveform Display CONLIOL..........coiiiiiiiiii e eree et e e e e anaer e s e e eaaes 82
T N U T [[o T oY= P 84
S 70 I o = 1Y/ o = B =T oo o 11 T 85
8.2. Saving a Recording AS (EXPOITING).......cuuuriiieiiiiiieeeit ettt e e e 20
8.3.  E-Mailing & RECOIIING AS.....iiiiiiiiiiiiie ettt e ettt e e e e e s ebbeeeabbeeeeee e 92
8.4. Checking the Integrity of @ RECOIAING.........uuviiiiiiiiiiiieeiiiee et 94

LS TR V=T g o )T PRSP PPPRTIPPPN 96
9.1, Creating @n BIENL.......uueiiii et e e s e e e 96
9.2, PlAYiNg @GN EVENL.......oiiiiiiiiiiiiiie ettt ettt e e e e rnne bbb e as 99
9.3.  Savingan EVent AS (EXPOIING) ......oeiieeiiiiitieeeieaeaaeeibesbbeeeeeeee e e e e aeabesbesaeeeeeeeeaeeaaeeeeesaanees 103
9.4, E-MailiNg @n EVENT AS.....ooiiiiiiiiiieieee et 104
9.5. Checking the Integrity of Event SEgMENLS..........oooiiiiiiiiieee e 106
O B L= Too] (o 1 [0l (o] (0] (=T €] F OO TTPPIOE 109
10.1. USEI INTEITACE. ....eeeiieeie ettt e e e bbb ee e ee e 109
10.1.1.  Search CrEEria AlB@.......cooii it eee ettt e e e bbb e et bt eee e e e e aeabsebeeeeeees 110
10.12. ReCOrdINGS TaDIB.....eiiiiiiiiiiiiie ettt e e s re e e eee e e n 110
0 TR Vo 1 o T = 111 T = - SR 112
10.1.4. Auto-update BUttON Bal........ccccoeeiiiiiiiiiccccceee e eees e s eeen e 114
10.2. SAVING RECOIINGS AS.. ittt eeeeerr et e e er e et eeseeeereteeeeerrteataeaaaeeesesimmmreeaaaeaeees 114

Page4 of 130



Total Recall VR Monitor

10.3. SV = T T To [ = =ToT o] (o [T To F3 AN 117
10.4. [ F= Vo To T aTo = =ToTo] (o |1 T -SSR 119
(O RS TRV 1 o) r= 4 To T 2 =Yoo |13 L= 121
10.6 Deleting RECOIIINGS. ... .uuetiieiiiiiiie ettt rmmee et e e e s et e e s smmee s enbeneeeens 122
10.7. Exporting Recording Metadata..............coeeiiiiiiiieeiiieeceeiee et 124
11, SOMWAIE LICEINSE. .. ueiiiiiiiiteie ettt ettt ettt e e e et e e ettt e e e e skt e e e e e e s st e e esb b e e e e e e s anbbeeeeeeaaae 127

Page5 of 130



Total Recall VR Monitor

1. Preface

1.1. Conventions

Our guides use several conventions to highlight certain words and phrases and draw
attention to specific pieces of information.
1.1.1. Notes & Warnings

We use the followingisual styles to draw attention to information that might
otherwise be overlooked:

Ignoring a note should have no negative consequences, but you

Notes are tips, shortcuts or alternative approaches to the task at

miss out on a trick thahakes your life easier.

Important boxes detail things that are easily missed: configuratio

restarting before an update will apply. Ignoring the information wi

changes that only apply to the current session, or services that n

not cause dati@ss, but may cause irritation and frustration.

Warnings should not be ignored. Ignoring warnings will most like
cause data loss.

1.1.2. Typographic Conventions

We use typographic conventions to call attention to specific words and phrases.
Theseconventions, and the circumstances they apply to, are as follows.

Example Meaning
SelectGuideto Locate the link named "Guide" on the screen, position th
display ... cursor over the link and then depress the appropriate mc

button to follow the link.

SelectAdd to create
anew ...

Locate the button or menu item named "Add" on the scre
position the cursor over the button or menu item and the
depress the appropriate mouse button to initiate an actio
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EnterCommission...

Locate the field nametCommission” on the screen,
position the cursor over the field and then depress the
appropriate mouse button to select the field. Once the cu
appears in the field, enter a value.

ChooseCountry ...

Locate the field named "Country" on the screen, psthe
cursor over the field and then depress the appropriate m
button to display the available options. Then position the
cursor over the desired option and depress the approprie
mouse button to select it.

Tick Active User...

Locate the check baxamed "Active User" on the screen,
position the cursor over the check box and depress the
appropriate mouse button to place a visual tick in the bo

Un-tick Active User

Locate the check box named "Active User" on the screer
position the cursor oveéhe check box and depress the

appropriate mouse button to remove the visual tick in the
box.

Enter$30.95...

Enter "$30.95" using the keys on your keyboard.

1.1.3. Procedures

We use numbered sequence of steps to define procedures for performing certain

tasks. For example:

Procedure Title

1. This is the first step of the procedure.

2. This is the second step of the procedure.

a. This is the first sutstep of step 2.

b. This is the second stdiep of step 2.

3. This is step three.

1.2. We Need Feedback

If you find a typograhical error in this guide, or if you have thought of a way to make
this guide better, we would love to hear from you.

Please submit your feedback using the feedback form on our web site:
http:/www.prolancer.com.au/contact/feedback

If you have a suggestion for improving theide thentry to be as specifias possible
when describing your suggestigddtherwise, fiyou have found an error, please include
the section number and some of the sumdbng text so we can find it easily.
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2. Introduction
2.1. About This Guide
This guide describes thietal Recall VR Monitoapplication.

The guide is intended for Total Recall VR end users. It describes how tleeuBetal
Recall VRMonitor application. Please keep a copy of this guide handy for quick
reference.

2.2. What is Total Recall VR

Audio Logging
and
Call Recording
Systems

Total Recall VR is a professional audio logging and call recording system which is self
contained, fully featured and cesffective. Enterprises argbvernments worldwide use

it to create electronic records of many forms of audio communication including
telephone, 2vay radio, broadcast radio, public address, intercoms, room microphones
and much more.

Total Recall VR is the ideal solution for:

1 Recordig business telephone conversations;
Recording agent calls in contact centres;
Logging emergency response communication;
Logging business operations communication;
Logging radio broadcasts;

Logging public announcements;

Logging Air Traffic Control communid&on;

= 4 -4 -4 -—a A -

Creating audio records of meetings, legal proceedings, public enquiries and
similar events; and

1 Creating compliance records to meet duty of care and legal requirements.

Total Recall VR captures all audio in digital format and stores it in a pragrisecure

and tamper proof file format in its dyoard hard drive storage. The file format preserves
the originality of the audio that it stores and has a number ofibuilechanisms that

aid quick and reliable detection of tampering. However, for ebaecess, Total Recall
VR client applications can generate copies of recordings in a number of popular and
everyday formats such as Mic8¢0npB8)ftods Wave (.
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Storing audio by itself does not help when looking for one recordingtiore that can

hold hundreds of thousands of recordings. That is why, in addition to audio, Total Recall
VR captures and then stores information related to each recording and audio source in
its database such as start time, end time and duration of reggirdalling and called
numbers on telephone calls, DTMF digits during calls, radio IDs, user configurable
notes and much more. This information is the backbone of a powerful search capability
which can pin point a single recording in a set of hundretisoofsands of recordings

which reside either on a Total Recall VR recorder or in one of many typessyfstéim
archives of recordings.

In addition to the audio recorder and thebward storage, each Total Recall VR system
comes with a builin media plagr with comprehensive player controls (start, stop; fast
forward, rewind é). The player can pl ay
stream audio to a remote client application which then outputs the sound to the PC
speakers of the PC that itrrs on.

While audio recording, storage andplay are the main functions of Total Recall VR,
every Total Recall VR offers many more advanced, professgradee features. For
example:

1 Ability to capture audio from different types of audio sources (analogalP,
RolP, AolP and ISDN), at the same tiinaybrid recording.

1 Live and reatime monitoring (listening) of recordings in progress on the system
itself or on a remote PC with the aid of a PC client application.

1 Featurerich archiver which can createarchable archives of recordings on CD,
DVD or BD discs, USB keys or drives and network drives, either automatically
or ondemand.

1 Automated seltleaning mechanism that removes obsolete recordings
automatically and on regular intervals to keep the sysignating endlessly.

1 SNMP agent capable of generating SNMP alarms (traps).
1 SMDR integration for a number of popular PBXes.

=a

Fully internationalised user interface; all menus and software available in
multiple languages.

Role based access control.
On-board LCD display and control keypad on selected models.

A range of PC client applications with value adding functionality.

= =2 =2 =

APIs and PC applications for integration with other business systems and
solutions.

When audio records are critical to your operationsallRecall VR delivers. It is
professional, reliable and fully sedbntained solution for audio logging and call
recording that comes at an affordable price.
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E The Total Recall VR OvervieyB] guide contains a comprehensive
description and overview of Total Recall VR.

2.3. What is Total Recall VR Monitor

Total Recall VR Monitoiis a powerfukeakttime recording monitoeandbrowser
application that provides fonulti-channel monitoring of recordings in progress and
instant recall antrowsing of recordingthat are stored in different types of Total
Recall VR archives andn Total Recall VR systemét hasa powerfulmonitoring,

instant recall searchand exporting functionas we well as an integrated version of the
Audio Playerand theEvent Playeapplicatiors.
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Figure 1: Total Recall VRMonitor Screen Shot

Total Recall VRMonitor offers:

1 User configurable and flexible role based access cdoirall application
features and recordings.

1 Two working modes: workstation (for use ayingle omultiple users on a
single PC) and workgroup (for use by multiple users on multiple PCs).

1 Multi-channel real time monitoring of recordings in progress on multiple Total
Recall VR systems simultaneously.

1 Realtime metadata and waveform display of recordings in progress and
recordings being monitored.
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1 Auto-monitoring criteria to automatically initiate mitoring of recordings that
match the criteria.

1 Waveform lingering with visual indication of audio on multiple channels.

1 Browsing of recordings in Total Recall VR archivbat arestored on discs,
USB devices and network drives.

1 Browsing of recordings thatre stored in Total Recall VR mega archives.

1 Browsing of recordingthat are storedn Total Recall VR systems with
automatic fetching of latest recordings.

1 Creation and management of Public Folder archives with unlimited number of
records andole base Isaredaccess from multiple PGs/ multiple users

1 Automatic detection (plug anulay) of archives on discklSB devicesand
network drives

1 Recording managemerdelete, annotate, tag, lock, etc.
T Ability to 6l ockd recordings to preve:

1 Advanced atural languagsearch query builder thptovides forsaving of
gueries tdiles, recall of queries frorfiles and sharingf queries via anail.

1 Flexible(selected, found, all, etdoptch eport of recording metadata td&S
format for use in reportingbols.

1 Flexible(selected, found, all, etdoatch export of recordings to standard audio
file formats (wav, mp3, aifc, au and spx) that are compatible with popular audio
player applications such as Windows Media Player.

1 Integrated amail client for fast sharing of recordings in asypported file and
audio format and search queries.

1 Integrated audio player with buit visual waveform and integrity check for
recordingghat are storedh the TRCfile format.

1 Integrated eent creator and player with buitt visual waveform.

Total Recall VR Monitois aJava/Windows based applicatidasigned to run on a PC
with Windows 7,8 or 10

m Total Recall VR Monitoiis a licensed application. You must
purchase an Activatiobicensein order to use the application.
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Total Recall VR Monitorequires an AMBE decoder license to pla
recordingghat are stored in theMBE audio format.

You can purchase a USB based AMBE decoder from us, order c
TRVR-AMBE and TRVRAMBE-3.

NOTE: Multiple AMBE decoder licenses are needed to monitor
multiple recordings that use the AMBE audio format and are in
progress at the same.

2.4. Total Recall VR Archives

Total Recall VRMonitor allows you to access recordings stored in different types o
Total Recall VR archives:

9 Disc archives.

Disc archives areollection of recordings and a database of metadata on the
recordings that are stored on a CD, DVD or BluRay disc. Total Recall VR
systems create disc archives when you archive recordings onl&&o&dl VR
system.

There are two types of disc archives:

0 Legacy disc archives that wereeated by old generation Total Recall VR
systems which run the Total Recall VR apation release 4.60 or
earlier; and

0 Latest generation disc archives thateeated by the new generation
Total Recall VR systems that run the Total Recall VR application release
5.x.y orlater.

Total Recall VR Monitosupportsoth types of disc archives.
1 USB archives.

USB archives areollection of recordings and a database efadata on the
recordings that are stored on a USB device. Total Recall VR systems create USB
archives when you archive recordings on a Total Recall VR system.

As USB devices usually contain files from many sourdesal Recall VR
systems use a folderlcd e r-a réd hrivuw e 6 osmas alosaBRechleVRI c e
archive. It simply ignores all other files and folders on USB devices.

1 Network drive archives.

Network drive archives are collections of Total Recall VR archives which are
stored on a disk drive that is accessiler a network. Each stdychive, in the
collection of archivescontainsa collectionof recordingsand a database of
metadata on theecordings.
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Total Recall VR systemsreatenetwork drive archives when you archive
recordings on a Total Recall VR system.

Total Recall VR Monitoo hi des6 the fact that netwo
collection of archives and allows you to treat each catleas a single archive
when searching and managing recordings in it.

Public Folder archives.

Public Folders are adoc archives that users can create while usotgl Recall
VR Monitor.

Public Folder archivesdve no restrictions on numberrettordings however,

the intended use of this type of archives is to cre@alcollections of

recordings from various sources in order to share recordings with multiple users
of Total Recall VR MonitorThis is similar to public folderthat you may create

in other applications to shagocuments or-enail message®r example

Mega archives.

Mega archives are a new type of archives which unlike all other types of
archivesare designed to store unlimitadmber of recordings. Of course, disk
space limits apply.

In addition, unlike all other types of archives, Total Recall VR Archiver creates
this type of archive. Total Recall VR systems cannot create this type of archive.

Local Folder archives.

Local Folder archives are specific to the now obsolete Total RecaRarfote
Manager application. Other applications, including Total Recall VR Monitor, do
not support this type of archives
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3.

Start Here

3.1. System Requirements

Total Recall VRMonitor is a Java based application designeditoan a PC with
Windows 7, 8 or 10

The application is compatible with Windows XP and Vista, however it has not been
tested for correct operation on Windows XP and Vista.

For best experience wiffotal Recall VR Monitoinstall it on a PC with the following
specification:

1 40Mbfree hard disk space.
1 8Gb memory (RAM).

1 Inteli7 CPU is strongly recommended due to the real time audio processing
needs of the applications, in particular when monitoring more than one channel
at a time.

Display hardware that supports the HD resoluti®20x1080).

Sound system with buiih or external speakers or headphones.

100Mbps Ethernet network interface (NIC) hardware.

Drive capable of reading CR, CD-RW, DVD+RW, BD-R and BDRE discs.

= =2 =/ =4 =

At least one USB 2.0 port.

The PC must have a working netwacknnectiorand access to anMail server in
order to send-enail from Total Recall VR Monitor

Total Recall VRMonitor requires an AMBE decoder license to pla
recordings that are stored in the AMBE audio format.

You can purchase a USB based AMBEatr from us, order code
TRVR-AMBE and TRVRAMBE-3.

NOTE: Multiple AMBE decoder licenses are needed to monitor
multiple recordings that use the AMBE audio format and are in
progress at the same.

3.2. Compatibility

Total Recall VRMonitor uses cutting edge technology to connect to Total Recall VR
systems that run different releases of the Total Recall VR application.

As a result, it is possible to conndaital Recall VR Monitoto Total Recall VR
systems that rua 9.x.y,10.x.yor 11.x.yversion of the application at the same time.
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However, the minimum releases of the Total Recall VR applicatiorm#vaisupport for
applications like Total Recall VRIonitor are 9.18.0 and 1Q®so you will have to
upgrade your Total Recall VR/'stems to atdast 9.18.0 or 10.9, if possibleto do sQin
order to use Total Recall VRonitor with your systems

It is not possible to connect Total Recall WRnitor to Total Recall
VR systems that run application versi®mi.y or earlier.

3.3. Application Working Mode

You can use Total Recall VRonitor in one of two working modes: workstation or
workgroup.

3.3.1. Workstation Mode

This mode is best when a single or multipgerswill useTotal Recall VR Monitor
on a single PC.

In this modethe Total Recall VR Monitorconfiguration (users, archives, Total Recall

VR systems ¢€) thasruns theapglicattoss atrebuéTotRl Recall
VR Monitor can be usetly a single user, onultiple userson the same PC.

The following diagram illustrats workstation mode. In summangtal Recall VR

Monitor is installed on a single P@ uses the configuration database (H2 database)

on the same PC. Multiple useesch with their own application accoucan use the
Total Recall VR Monitoon the same PC.

Figure 2: Total Recall VR Monitorin Workstation Mode
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Of course, you can installotal Recall VR Monitoon multiple PCs and use it in
workstation mode on each PC. However, each instance issindept from albther
instances anthustbe configured independently of all other instances.

3.3.2. Workgroup Mode

This mode is best when multiple usenti useTotal Recall VR Monitofrom
different PCs.

In this mode alllotal Recall VR Monitoinstances use the same confagion (users,
archives, Tot al Re c a |, TotalR&all3/R Bldniomas beé ) .  As
usedby multiple userseach with their own application account,maltiple PCs.

You can manage theotal Recall VR Monitoconfiguration from any PC that has

instance off otal Recall VR Monitoiand the changes will apply to all instances of

Total Recall VR Monitoon all PCs.

The following diagram illustratesorkgroupmode.ln summary,Total Recall VR
Monitor is installed on multiple PCs. Each instancesube central configuration
database (H2 database) which is installed on a separate server. Multipleaders
with their own application accourdan uselotal Recall VR Monitofrom different
PCs.

4.

Figure 3: Total Recall VRMonitor in Workgroup Mode

3.4. Pre-Installation

Total Recall VR Monitorequires 3 party software and drivers which yaay need to
install before installing otal Recall VR Monitor
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3.4.1. Java SE Runtime Environment

m This 39 party software is mandatory. The application will not run :
all without it.

Total Recall VR Monitofis a Java application and as such it requires a Java SE
runtime environment to run.

You must install a 32bit, version 8 (tested and recommendady SE
Runtime Environment on your PC to uBetal Recall VR Monitor

You can download a Java SE Runtime Environment installer from
http://www.oracle.com/technetwork/jayaase/downloads/index.htir

You may already have a Java SE runtime environment on your PC. Ask your friendly
technical staff to help you determine this if you are not sure how to check.

If your PC is running a 64bit version of Windows, then you megady have a 64bit

Java SE runtime environment on your PC. If this is the case you must install the 32bit
Java SE runtime environment on your PC as well in order tdats¢ Recall VR

Monitor. Ask your friendly technical staff to help you if you are sote what to do.

3.4.2. FTDI 2DXX Drivers

E This 39 party software is optional. It is required to decode recordi
that use the AMBE audio encoding.

Total Recall VR Monitouses a USB based AMBE decoder when playing AMBE
encoded audio.

You canpurchase th&SB based AMBE decoder from usrder
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code TRVRAMBE and TRVRAMBE-3.
The USB device requires FTDI D2XX drivers to work.

Youmusti nst al | FTDI 6s Do2béetrerWHOL s i
certified drivers on your PC to enafdletal RecalVR Monitor to

play recordings in the AMBE format.

You can download an installer for the drivers from
http://www.ftdichip.com/Drivers/D2XX.htm

3.4.3. Visual C++ 2015 Redistributable

m This 39 party software is mandatory. The application will not run
correctly without it.

Total Recall VR Monitor uses native Windows libraries and as such it requires the
Visual C++ 2015 redistributable to run.

You must install the 32bit Visual C++ 20té&distributable on your
PC to use Total Recall VR Monitor.

You can download an installer for the 32bit Visual C++ 2015
redistributable fronittps://www.microsoft.com/en
au/downbad/details.aspx?id=48145

You may already have a Visual C++ 2015 redistributable on your PC or server. Ask
your friendly technical staff to help you determine this if you are not sure how to
check.

If your PC or server is running a 64bit version offdbws, then you may already
have a 64bit Visual C++ 2015 redistributable on your PC or server. If this is the case
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you must install the 32bit Visual C++ 2015 redistributable on your PC or server as
well in order to use Total Recall VR Monitor. Ask youefrdly technical staff to
help you if you are not sure what to do.

3.4.4. NFS Client

This 39 party software is optional. It is required to access recordit
that are stored in Total Recall VR Network Archives on NFS drive

Total Recall VR Monitorequires an NFS client in order to access network archives
on Linux/Unix network drives.

An NFS client is included with Windows 7 and 8, however it is not installed by
default. You can install it througBontrol Paneli Programsi Programs &
Featuresi Turn Windows features on and off

[o4 Windows Features ‘ = | O |-
Turn Windows features on or off o

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

I---Wﬁiﬂﬂfﬂﬁ’-------l i
=l Services for NFS
¥| | Administrative Tools 1
v Client for NFS 1
T T T SN TR S e P Shocol (SNMP)
Simple TCPIP services (i.e. echo, daytime etc)
Subsystem for UNIX-based Applications
v Tablet PC Components
Telnet Client
Telnet Server
TFTP Client
v Windows Gadget Platform
+ Windows Process Activation Service

Once installed, you may have to set the group ID (GID) and user ID (UID) for the
anonymous user which the client uses to access NFS network drives by adding an
AnonymousUidndAnonymousGidonfiguration parameters toahiNFS client
configuration in the registry.

Registry changes can render your PC unusable. Ask your friendl
technical staff to help you if you are not sure what to do.
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—— [
Eile Edit View Favorites Help
ADs - || Name Type Data
Advanced INF Setup r ] ek i e s G S s e e e /G i i e
ALG §| WanonymoLsGid  REG DWORD ox00000176 (502) |
ASF'NET 1 W8 AnonymousUid REG_DWORD 0x000003e8 (1000)
Assistance L ot e e e — o _l
AudioCompressionMani ) N
BidInterface Wo|DeleteSymLinks ~ REG_DWORD 0x00000001 (1)
2 0L ClientForNFS T FirstContact REG_DWORD 0x00000003 (3)
4-). CurrentVersion Te|MaxNfsUser REG_DWORD 0x00000020 (32)
Default W MountType REG_DWORD 0x00000001 (1)
Users 8| Protacols REG_DWORD 0x00cffcff (13630719)
Code Store Database We|Retransmissions  REG_DWORD 0x00000001 (1)
COM3 Wo| Timeout REG_DWORD 0x00000008 (8)
Command Processor 4] UseReservedPorts REG_DWORD 0x00000001 (1)
Connect to a Network P
> Crvptoaraphy =
4 I 3 4 I 3
Compute\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default

Reboot the machine after making the changes. Now you should be able to map NFS
drives as local drives on your PC.

3.4.5. H2 Database

in the workgroup mode. It is not needed to use the application in

@ This 39 party software is optional. It is required to use the applica
workstation mode.

Total Recall VR Monitouses an H2 database to store its configuration and operating
parameters. If you intend to u$etal Recall VR Monitoin workgroup mode (see
section3.3.2Workgroup Modg, then you must install a central H2 database which
will be shared by all instances ®btal Recall VR Monitor

You can download a Windows installation page for an H2

database server from

@ http://www.h2database.com/html/download.htivle have tested the
application with version 1.200and we recommend that you use tf
version.

Once youhaveinstalledanH2 database on a server, configure the H2 database
service (using the wrapper.conf file in the services directory) and make sure that the
H2 database service is running.
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This document uses an H2 database server which runs on a ma
with IP address 192.168.120.200 amdvides service ofiCP port
=] 9092in examplesThe same server provides a management servi
on TCPport 8082.

The H2 database installation instructions are not as clear as they should be when it
comes to explainingow to get an H2 database server going. The following is a
summary of the steps and can be used as a guide eftiey sip an H2 database
server;however it does not aim to replace the iofél H2 database documentation.

Install an H2 database server

1. Download the latest stable Windows installer from
http://www.h2database.com/html/download.htkive downloaded a file
namedh2-setup201910-14.exéfor this example.

2. Run the installer file whichyodefault will install the software in
A dProgram FilegH2 0 olmi & S8 Y s\Pregram Biles (X8&1:2 0 o n
a 64it system.

3. Step 2 does not install the H2 database service automatically. You must
manually install ifafter configuring ifas follows.

The service ensures that the H2 databases sthetn the machine restarts.

4. The service condfPrograar ati on i s in the
FilesH2\servickwr apper . conf o fil e. We modi fi
service to our environment:

1. # Application parameters. Add parameters as needed starting from 1
2. ## -- Make sure to allow tcpPort on the firewall - H##
3. wrapper.app.parameter.1=org.h2.tools.Server

4. wrapper.app.parameter.2= - tcp

5. wrapp er.app.parameter.3= - tcpPort 9092

6. wrapper.app.parameter.4= - tcpAllowOthers

7. wrapper.app.parameter.5= - web

8. wrapper.app.parameter.6= - webPort 8082

9. wrapper.app.parameter.7= - webAllowOthers

10. wrapper.app.parameter.8= - ifNotEXxists

11. wrapper.app.parameter.9= - baseDir "c:/worktemp/db"

In summary, we want the service to store database filegin th

A dworktempd b 0 d i on theldcal machinand run on TCP port
9092 Also, we want the service to us€P port 8082 for web
management.

5. With the above changes in place, open a terminal window and change to the
i dProgram Filegd2\s e r vdirectery Then:

a. Runthel _install_service.bagcript to install the service on the
machi ne. This adds the AH2 Databas
services on the machine.
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b. Run the2_start_service.bagcript to start the service.

c. To make sure that thers&e is running, start a browser using the
3_start_browser.bascript on the same machine. This should show the
login page for the database server management console.

6. Edit the firewall configuration for theachineand make sure that TCP
ports M92and 8@2 (f you areusing our configurabn from step 4) are not
blocked.

How you complete this step depends on the fireslllicationthat you are
using. Please consult the documentation for your firewall application.

7. Once the firewall is allowing communi@a to TCP ports 9092and 8082
open a bowser on a different machine aatlempt to access the H2 server
web management console ushitp://192.168.120.200:808# you are
using our configuration from step #) make sure that remote access to the
server is possible.

Note that you do not need to create database users and a ditabatad Recall VR
Monitor once the server is running. The first instanc&ahl Recall VR Monitor
that will attempt to use theerver will create useandadatabase which you must
then use for all other instancesTaital Recall VR Monitor

3.4.6. Remote Interface

E This recorder configuration is mandatory. The application will not
able to connect to recorders without it.

In most case$otal Recall VR Monitowill connect to one or more Total Recall VR
systems.

Total Recall VR Monitouses the Remote Interface provided by Total Recall VR
systems to connect and interact with Total Recall VR systems. As a result, you must
configure the Remote Interface on each Total Recall VR system that you wish to
access fronTotal Recall VR Monitor

See section 6.5 in the Total Recall VR Embedded GUI User Ghjder details on
how to configure the Remote Interface on systems with-lvuditreen.

For exampé:
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E Total Recall VR “F B
18 Sep 2012 QOPTIONS MENU = 16:53:53

[£4) cenerat settinas | <% liense settinas <) arciive settings

Remote Manager Settings

Calsettin|  [|Use Dial-up nance
IP Address 192.168.3.100
Base Port 10010

I Network S e Manager
Hest Name

£
E]i Extension§ Maximum Sessions 05 Shutdown
Session Duration 2 hours

OK Cancel

Set Remote Manager Settings

Figure 4: Remote Interface Configuration

Thevalue of theMaximum Sessionparameter is important when monitoring
multiple recordings with Total Recall VR Monitor. Its value defines the maximum
number of recordings that cae monitored by all instances of Total Recall VR
Monitor.

For example, iMaximum Sessionss set to 5, as shown the previous screen capture,
then the maximum number of monitoring sessions across all running instances of
Total Recall VR Monitor is 5. As @esult, if a single instance of Total Recall VR
Monitor is monitoring 5 recordings in progress, then all other instances will not be
able to monitor any recordings in progress until the instance that is monitoring 5
recordings stops monitoring at leastrinwore recordings.

If your Total Recall VR system does not have a BHuikcreen, then use the Total

Recall VR Manager application to configure the Remote Interface. See section 8.2.5
in the Total Recall VR Manager User Guié¢ for details on how to configure the
Remote Interface on systems without a bimilscreen.

For example:
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£ Remote Interface Settin as

@ IP Address: | 192.168.130.202 v

Host Name:  trr-202 tsn.prolancer.com.au

Base Port: 10010

!

S5H Interface

Media Streams

Progress:
g Applying settings to TRVR Sydney. ..

Daone.
Fetching settings from TRVR Sydney. ..
Daone.

[ Fetch ] { Apply J l Cancel J

Figure 5. Remotelnterface Configuration

3.5. Application Installation

A Total Recall VR Monitoinstaller is available for download from our web site. We do
not ship installation media fdrotal Recall VR Monitor

@ Pleasevisit http://www.totalrecallvr.com/applications/totetcallvr-
monitorto download the installer farotal Recall VR Monitor

The installer is a wizard based installation program which will guide you through the
installation steps. To installotal Recall VRMonitor on your PC:

Install Total Recall VR Monitor

1. Extract the TRVRMonitoiSetupx.y.z.yyyymndd.exe file from the
TRVRMonitor-Setupx.y.z.yyyymmdd.zip file that you downloaded from our
website

2. Doubleclick on theTRVRMonitor -Setupx.y.z.yyyymmdd.exdile to launch the
installer.

3. Follow the prompts to complete the installation.

3.6. Application Upgrade
To upgradeTotal Recall VR Monitor
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1 If you wish to keep the previous configuration and activatwensefor the
application, then simply follow the installation procedure. Do not uninstall the
previous version of the application.

1 If you wish to have a clean installation of the application, with new
configuration, then first uninstall the previous version ofapplication and then
install the new version. Please make a record of your activMatensebefore
you uninstall the old version of the application. You will need the activation
licensefor the new version of the application.

3.7. First Run

Total Recall VRMonitor requires an activation license key to run. As a result, when you
run Total Recall VR Monitoffor the first timejt will prompt you to enter an activation
token or license as shown on the following screen capture.

Trial Token: (&)

p Activation Token: (_)

License Text ()

Registered To:
Company:
Name:
E-Mail:
Status: | Invalid
Sessions: 0

Expiry:

Activate | Cancel .

Figure 6: Activation Dialog

You can activate thapplication in one of the following ways:

1. Activate a 10 day trial of the application by choosingThal Token option.
This mode of activation requires Internet access.

Note that you will be able to activab@e, and only one, trial of the application
on a given PC. Once the 10 day trial is complete, it will not be possible to
activate another trial for the application on the same PC.

2. Activate the application for either a limited time or perpetually by ergexn
Activation Token that we send you when you purchase a license for the
application. This mode of activation requires Internet access.

Based on the number of licenses that you purchase, and the type of token that we
send you, you may be able to actevttie application with the token on a single
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PC or multiple PCs. Please consult the instructions that come with the token for
more details.

3. Activate the application for a limited time or perpetually by enteribgg@nse
Text. This mode of activation do@®t requires Internet access.

This mode of activation, in general, will be used only for existing licenses
(activated previously) when lost or misplaced. Please contact us for instructions
on how to proceed to recover lost activation licenses. Hoween ibe used to
activate the application on PCs that do not have Internet access.

Instructions for each method of activation follows.

Activation with the Trial Token

1. To activate a 10 day trial of the application selatal Token.

A Activation

Trial Token: (=)

p Activation Token: (_J

License Text: ()

Registered To:

Company:

MName:

E-Mail:

Status: |Invalid

Sessions: 0

Expiry:

Activate Cancel
_ctvate | [ cancel |

2. EnterRegistered TpCompany NameandE-Mail as desired. Note that the
details that you enter here will be needed to recover the trial activation license in
the event that it is lost or misplaced so make a record of them and keep them in a
safe place.

For example:
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A Activation
Trial Token
Activation Token
License Text

Registered To
Company.
Name

E-Mail

Status
Sessions

Expiry.

Sales Department

Enterprise Inc

John Sales

john@enterprise.com

Invalid

0

Activate Ok Cancel

SelectActivate to attempt activation. The application will attempt activation

(over the Internet) with the Total Recall VR licensing server. If you receive the
following error message, then a trial of the application was previously activated

on the PC.

The license could not be activated.
Please try alternative activation methods, or contact support

As a result, the Trial Token cannot be used to activate the application (again).

In most cases the activation will be successful. For example:

A Activation
Trial Token
p Activation Token
License Text

Registered To

Company,

Name

E-Mail

Status

Sessions

Expiry

®

Sales Department

Enterprise Inc

John Sales

john@enterprise.com

4

12 Dec 2017 13:16:00

Activate Ok Cancel |

SelectOk to start the trial of the application. You will not be asked to activate
the application agaiduring the tial.
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Activation with an Activation Token

1. If you have received an activation token from us, then you can activate the
application with the token. This is an example of an activation token that you
will receive:

ZU2QL- DSFGK GHAHA3NWIB 24RAH LJQ9A- ASLEH GTHRH5- 3G6L4-
XJIPTX- HSSEA

2. To activate the application with an activation token séletivation Token.

A Activation

Trial Token: ()

p Activation Token: (&)

License Text: ()

Registered To:

Company:

MName:

E-Mail:

Status: |Invalid

Sessions: 0

Expiry:

Activate C Cancel
_ctvate | [ cancel |

3. Enter the token as you received it from us. For example:

A Activation

Trial Token: (_)

p Activation Token: (=)

1Z-DRGWS-GKF G4-PLIDX-U4GAZ-F2QYA-ASIEY-YUSIN-35MBY-7WHP A-MVIMPY

License Text: ()

Registered To:

Company:

Mame:

E-Mail:

Status: | Invalid

Sessions: |0

Expiry:

Activate 0 Cancel

4. EnterRegistered TpCompany NameandE-Mail as desired. Note that the
details that you enterelne will be needed to recover the activation license in the
event that it is lost or misplaced so make a record of them and keep them in a
safe place.

For example:
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A Activation

Trial Token: ()

Activation Token: (@)

1Z-DRGWSE-GKFG4-PLIDH-U4GAZ-F2QYA-AQIEY-YUSIN-35MEY-TWHPA-MVMPY

License Text ()

Registered To: Sales Department

Company: Enterprise Inc

Mame: John Sales

E-Mail: john@enterprise.com

Status:  Invalid

Sessions: 0

Expiry.

5. SelectActivate to attempt activation. The application will attempt activation
(over the hternet) with the Total Recall VR licensing server. If you receive the
following error message, then the Activation Token is no longer valid, or it was
previously used to activate the application.

The license could not be activated.
Please try alternative activation methods, or contact support

Lok

6. In most cases the activation will be successful. For pl&am

A Activation

Trial Token O

p Activation Token: (®)

1Z-DRGWS-GKFG4-PLIDX-U4GAZ-F2QYA-AQIEY-YUSIN-35MEY-7WHPA-MVMPY

License Text ()

Registered To: Sales Department

Company. Enterprise Inc

Mame: John Sales

E-Mail: john@enterprise.com

Status

Sessions: 1

Expiry. Does not expire

Activate Ok Cancel

7. SelectOk to start using the application.
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(Re)Activation with License Text

1. We may send you the license text of an activation license if you cannot activate
the application over the Internet, or if you have activated the application before
andmisplaced your activation license for the application on a particular PC. This
is an example of license text that you will receive (some lines were removed to
save space):

# Example Application License (id: 1511837763868)
6729c0c1fc5b9b29b19c4336e€2068b75b231474c87chce079ff39ea741b0
04ec3480fda88ffed82f6dee402293e82elecel184925ed3510c2189¢2b18
4c819332337373235h9e7b8210da6286c2f502de30a0a4140e3a5ddc1102

4ab05a5éfd5f380804a4ee8b45e92495aa0362e67cf5c9721a4840009ee3
8b699a 6d3fc266e0d8efabcede2d58427ac92f510576c4250af30d5ad7a2
5cde6395e2493adb54960307e8083ae8

Note:

a. The PC does not need Internet access to (re)activate the application with
license text.

b. The license text that we will send you is for an existing license which
activates the application on the same PC (without hardware
modifications) as it was when activated for the first time.

c. If the activation license is lost due to damaged hard disk, or motherboard
and you replace the faulty hardware, then the license téte afriginal
activation license (which we will send you) will no longer be valid as the
hardware of the PC changed and you will have to purchase a new license.

2. To activate the application with a license text sdlémnse Text

Trial Token: ()
L)
p Activation Token: (_J
License Text: ()
Registered To:
Company:
Name:
E-Mail:
Status: |Invalid
Sessions: 0
Expiry:
Activate | | Cancel

3. Enter the license text gsu received it from us. For example:
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A Activation

Trial Token: ()
Activation Token: (_)

License Text (®)

8c65618e73501fed0ccOcc0dbi331e2e5d6784bcb22107374300702084583 | i
9d30663chf3b0fEccddee 3ffoe2d0cddSb20973d6097e31e6d0B8a096534 5

2afd664778c0cfcdb27 edbdd18b6a40810098943df9580d24c868=615d1f
5216418842c558b0c8560201743cc77adi1c6f5d36e8f67ac0335f516ab5

iE!EEDEeranQaéi?nan‘lacaE?‘IaQEaacEfﬂDl JV
PLS TV
Registered To
Company.
Name
E-Mail

Status:  Invalid

Sessions: 0

Expiry.

Activate Ok Cancel
— _cancel |

4. SelectActivate to attempt activation. If you receive the following error message,
then the activation license is no longer valid, or it is for a different application, or
it is for a PC with different hardware.

The license could not be activated.
Please try alternative activation methods, or contact support.

5. In most cases the activation will be successful. For example:

A Activation

Trial Token: ()
Activation Token: (_)

License Text (®)

8c65618e73501fed0ccOcc0dE6331e2e5d6784bc5220737430070208483 | i
9d30663chf3b0fEccddee 3ffoe2d0cddSb20973d6097e31e6d0B8a096534 5

2af466477800cfcdb27 edbdd18b6a408 1000894349580 424-8682615d1
5216418842c55800c8560201743cc77ad6 1c6/5d368Bf673c0335/516ab5
| 5eBeb3efdbdddas2bablacas71agBaacefdd |

< AL

Registered To: Sales Department
Company: Enterprise Inc

Mame

E-Mail: john@enterprise.com

Status

-

Sessions

Expiry: Does not expire

Activate Ok Cancel

6. SelectOk to start using the application.

Once you activate the application (for the first time), it will display the Preference dialog
which allows you to configure the application.
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Application Configuration

1. The Preferences dialog allows you to configure the application.

&3 Preferences X

J [#) Database [ 5 E-Mail { & Streaming \

Mode: | Workstation q

Database

Mame:

User Mame:

Password:

Host

Port:

Save || Cancel |

2. On theDatabasetab, ®lectMode This is the working mode that the application
will use. Select one of the following:

a.

b.

Workstationf you wish to allow multiple users tcsa the application but
on a single PC see sectioB.3.1WorkstationMode for more details.

Workgroupif you wish to allow multiple users to use the applicatio
from multiple PC9 see sectio.3.2Workgroup Moddor more details.

3. If you selectWorkgroupmode, then enter the details of the central H2 database
which contains the configuration for the application:

a.

EnterName This is the name of the H2 database. All application
instances that share the same H2 database must use éheasamfor the
database.

EnterUser Name This is the user name that the application will use
when connecting to the database. All application instances that share the
same H2 database must use the same user name.

EnterPassword This is the password thiite application will use when
connection to the database. All application instances that share the same
H2 database must use the same password.

. EnterHost This is the IP address, or the host name, of the server which

runs the H2 database server.

EnterPort. This is the TCP port that is used by the H2 database server to
provide database services.

For example:
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¥ Preferences

J :Database [ (5 E-Mail [ 886 Streaming

- Mode: | Workgroup TJ
.i Database

Name: DesktopDB

User Name: trr

Password: **3*

Host 192168120200

Port: 9092

Save Cancel

. Optionally, and if you wish to enable sending ehail from the application,
switch to theE-Mail tab:

ﬁ HEEE =

: Database @ E-Mail [ 890 Streaming

SMTP Host  mail. mydomain.com
@ Credentials

User Mame: mailman

Password: =t

Save Cancel

. To enable sending ofmail from theapplication:

a. EnterSMTP Host This is the IP address, or the host name, of an SMTP
e-mail server on your network that the application can use to seraile

b. Optionally, and if your SMTP server requires authentication to send e
mail, entetUser NameandPassword

. Optionally, and if you wish to change the default streaming configuration for the
application, switch to th8treamingtab:

¥ Preferences

:Database [ (5 E-Mail [ Baﬁ Streaming

Q Local Port: | 10002
8 Firewall

Firewall in Use: |_|

Firewall IP:

Firewall Port:

Save Cancel

By default, the application will use UDP port 10002 on the local PC to receive
audio streams from Total Recall VR systeifig change to a different port:
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a. EnterLocal Port This is a UDP port on the local PC that the application
will use to receive audio streams from Total Recall VR systems.

b. Optionally, and if you are running the application on a PC that is behind a

firewall, tick Use Firewalt

€% Preferences x
[ B Database X 5 E-Mail [ o streaming
e Local Port | 10002
e
8 Firewall

Firewall in Use: ]
Firewall IP:  10.0.0.1

Firewall Port: 10002

Save Cancel |

c. EnterFirewall IP. This istheexternal (or public) IP address that is
assigned to the firewall.

d. EnterFirewall Port. This is a UDP port on the firewall that will be used
to receive audio streams from Total Recall VR systems.

e. Make sure to forwar&irewall Port to Local Porton the firewall.
Otherwise, the application will not receive the audio from the Total
Recall VR systems.

8. SelectSaveto save the application configuration.

9. The application may take a moment to initialise.aNldone, it will display the
Login dialog:

User Name:

Password:

Login Cancel |

10.1f you are using the application in workstation mode, then use theopfeyured
user with application administration rights to log in:

a. User Nameadmin
b. Passwordchangeme

11.1f you are using the application workgroup mode, then you can use any user

that exists in the central H2 database. However, if this is the first instance of the

application, then use the pcenfigured user with application administration
rights to log in (see the previous step for loggtails).

Once you login for the first time you should proceed immediately to the Resource

Manager where you need to create at least one user (see Users tab) and one recorder

connection (see Recorders tab).
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4. User Interface

Total Recall VR Monitois colledion of applications that work together in a desktop like
environmenivhich provides theuntime environmerifor the applications.

4.1. Desktop

The following screen capture shows the desktop as it appears when all applications are
minimised. The applicatioreppear as icons at the bottechgeof the desktop.

Figure 7: Total Recall VR MonitorDesktop

Note that not all icons that you see on the previous screen capture may appear on your
instance of the desktop. Sectidd Plug and Plagxplains whyThe following screen
capture shows a number of applications in use within the desktop.

R Moo IV 1320200

| [ssoces m) | B s || s | [ L it

Figure 8: Total Recall VR MonitorDesktop with Applicationsn Use
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4.2. Main Menu Bar
TheTotal Recall VR Monitomain menu bar comprises of 3 menus:

42.1. File Menu

"% Total Recall VR Monitor

The File menu includes the following options:
1. Exit

It terminateghe application

4.2.2. Help Menu

“% Total Recall VR Monitor

License

Web Site
Forum

About

The Help menu includes the following options:
1. License

It displays the Activation Status dialog which shows information on the
activation license:

A Activation Status

Status: | valid
, Sessions: 1

Expiry: Does not expire

Reugistered To: | Sales Department

Company. Enterprise Inc

Mame: John Sales

E-Mail: john@enterprise.com

2. Web Site

It starts the default system web browser and loads the front page of the Total
Recall VR web site.
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3. Forum

It starts the default system web browser and loads the Forums page of the
Total Recall VR web site.

4. About

't di spl ay 0 ab o wetagplicationfinoludimepthe ivession a b o u t
number of the application.

4.2.3. User Menu

ﬂ admin

Log Out

My Password

Preferences

Found in the top right corner of the desktop, and only when a user is logged in, the
user menu includes the following options:

1. Log Out

It logs out the current user from tbesktop This will close all applications
and show the log in dialog so another user can log in and proceed to use the
application.

2. My Password

Displays the My Password dialog which allows the current user to change
his/her own password:

Y& New Password

Password:
% Password (again):

[ ok || canca |

3. Preferences

This item @pears on the menu only is the current user has application
administration rights.

It displays the Preferences dialog which allows you to configure the
application.
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4.3.

J ::Database X 5 E-Mail [ 090 Streaming l

¥ Preferences x

- Mode: | Workstation q
. Database

MName:
User Name:
Password:
Host:

Port:

Save || Cancel |

Applications

Total Recall VR Monitoicomprises of the following applications:

Resource Manager

Resource Mnager is an application that prowsder configuration of
application resources such as users, Total Recall VR systems, locatiol
network drives which contain TotRlecall VR network archives, Public
Folder archives and Megachives

This application appears on the desktop aifilgnd only if, the current use
has administrative privilegder the application

Criteria Builder

Criteria Builder is an application that provides for the creation, editing
sharing ofcomprehensive natural language search queries.

The queries that are created by this application can be shared by mult
recordingexplorerapplications and the event player and monitor
applications In addtion, the queries can be used as recording fitethe
usersa profile

This application is always present on the desktop.
Audio Player

Audio Player is a powerful audio player application that provides for pl
of, and conversion between, all Total Recall VR audio file and encodin
formats.

In addiion to playing and media conversion, this application provides f
sharing of recordings viamail and integrity check of cerdings that are
stored in thelRCfile format.

This application appears on the desktop only if the current user has
authorityto play (listen to) recordings.
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KD

Event Player

Event Player is a powerful audio player application designed to play th
mix of the audio from multiple recordings ordered in time. This enable
users to recreate events that comprise of one or more recoaduhdjsten
to the audio of the events as it happened in time.

In addition to playing, this application provides for exporting events to
popular audio file formats, sharing of events viaail and integrity check
of eventsegments

Disc Archive Explorer

Disc Archive Explorers a recording explorer thatovides for viewing,
searching, exporting and managing of recordings that are stored in To
Recall VR disc archives.

This application appears on the desktop only if the current user has
authorityto search Total Recall VR archives and only when the applicai
detects a disc with a Total Recall VR archive in one of the disc drives
are attached to the machine that runs the application.

USB Archive Explorer

USB Archive Explorers a recording expker thatprovides for viewing,
searching, exporting and managing of recordings that are stored in To
Recall VR USB archives.

This application appears on the desktop only if the current user has
authorityto search Total Recall VR archives and only wtienapplication
detects a USB device with a Total Recall VR archive on one of the US
ports of the machine that runs the application.

Public Folder Explorer

Public Folder Exploreis a recording explorer thatovides for viewing,
searching, exportingnd managing of recordings that are stored in Publ
Folders.

This application appears on the desktop only if the current user has
authorityto search Public Folders and only when the application has a
to Public Folders.

Network Archive Explorer

Network Archive Exploreiis a recording explorer thptovides for
viewing, searching, exporting and managing of recordings that are sto
Total Recall VR network archives.

This application appears on the desktop only if the current user has
authorityto search Total Recall VR archives and only whwnapplication
has access toetwork drives that contains one or more Total Recall VR
network archives.

Mega Archive Explorer

Mega Archive Explorer is a recording explorer that provides for viewin
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searching, exporting and managing of recordings that are stored in To
Recall VR mega archives.

This application appears on the desktop only if the current user has
authority to search Total Recall VR archives and only when the applici
has access tihve database and disk space used by the mega archive.

! Recorder Explorer

~ Recorder Exploreis a recording explorer thatovides for viewing,
searching, exporting and managingedordings that are stored ®ntal
Recall VR systes

This application apgars on the desktop only if the current user has
authorityto search Total Recall VR systems and only when the applica
can access Total Recall VR systems over the network.

(‘g‘, Recorder Monitor

— Recorder Monitor is a powerful application designed for-tieaéd
monitoring (listening) and observing of recordings in progress on multi
Total Recall VR systems simultaneoustyprovides for real time display
of recording meta data and waveforasswell adistening to multiple
recordings in progress.

This application appears on the desktop only if the current user has
authority to monitor recording in progress on Total Recall VR systems
only when the application can access Total Recall VR systems over th
network.

4.4. Drag and Drop

Drag and drop isuser interfacgesture in which you select an object on the screen
with a pointing devicerfiousefor example)yand then drop ibn top of another object on
the sceen to invoke a desired actionidtused extensively biotal Recall VR Monitor

Applications share data (recordings, search queries etc.) via drag and drop. So it is
important to familiarise yourself with drag and drop (or DnD as it is othekmicen)
in GUI environments if you are not already familiar with it.

For exampe, to load a recordinfyjom a recordingexplorerapplication into Audio
Player you simple select the recording lve explorer with your mousdrag itto the
area ofAudio Hayer and drop it there.
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Figure 9: Using DnD to LoadRecordings into Audio Player

Another example is the transfer of a search query from Query Builder to a recording
explorer Simply select the root nedf the query in Criteria Builder and drag it to the
area ofan explorer windowvhere you simply drop it to initiate a search based on the
query

Figure 10: Using DnD to Tranger Search Queries

4.5. Plug and Play
Plug and play is another important featurd ofal Recall VR Monitor

Plug and play isitechnology that enabl&otal Recall VR Monitoto automatically

detect discs, USB drives and network connections to network drives and Total Recall
VR systems and automatically load and show applicabartbe desktopThe same
technology enableBotal Recall VR Monitorto hide and unload applications when you
remove a USB dewe or a network connection bredks example.
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This technology makes the content of the desktop dynamic. Applications appaad on
disappear fronthe desktop as events happen.

For example, here is the content of the desktop when there is a disc with a Total Recall
VR archive in one of the disc drives and a USB device aithtal Recall VR archive is
attached to one of the USB ports:

. 0 9 9
—h— —h— —h—

rer  Recorder Explorer  Archive Explorer  Archive Explarer  Archive Explorer
Resource Wanager Audio Player Criteria Builder I il 4 E cordings Y TRVR Perth CA-26 (1-good)  CA-26(112) CA-26 (1)

Figure 11: Desktop Icons with Disc and USB Archives Present

If you remove the disc with a Total Recall VR archive and the USB device with a Total
Recall VR archive, the desktop will change to the following:

& & ¢ ¢ ¢

=

Resource Manager Audio Player Criteria Builder Share: cordings TRVR Sydney TRVR Perth CA-26 (1-good) CA-26 (112) CA-26 (1)

Recorder Explorer Recorder Explorer  Archive Explorer  Archive Explorer  Archive Explorer

Figure 12: Desktop Icons Whemo Disc and USB Archives are Present

Note how the Disc Archive Explorer and the USB Archive Explorer disappmarthe
desktop when you eject the disc and detach the USB device.

This behaviour is consistent with the behaviour of the Windows desktopther
popular desktops.df exampléNindowsautomatically creates and removes drives for
discs and USB devices when attached and detached.
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5. Resource Manager

Resource Manager is an application that provides for configuration of application

resources

@ Resource Manager a
‘ ') Network Archives [ {@¥ Public Folders [ | Mega Archives
"o il
) Users fe-. Recorders
User Mame Credentials
admin User Name:
emil
igor E-Mail:
tanya
Password:
Passwaord (again):
Filter
Recording: | v citeria:
(=)
Permissions
Recorder  Archive  Folder  Application
Manage L L
Search L J L
Play U U U
Monitor L
Update O O O
Delete [ U o
Export L L L
Archive L
Record L
Refresh Create Clear

Figure 13 Resource Manager Application

You must use Resource Manager to configure:

1 Users- application users including authentication credentials (username and
password), permissions and a recording filter.

1 Recorders connections tthe Remote Manager Interface providedTloyal Recall
VR systems to allow application users to access recordings on the systems.

I Network Archived location and access credentials for network drives which
contain Total Recall VRetwork archives.

i Public Foldei folders on the local machiner network driveswhich users an use

as Public Folders.

1 Mega Archived location and access credentials for Total Recall VR mega

archives.
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Total Recall VR Monitostores all resources indatabase. The location of the database
depends on the application working mode (see se8t®Application Workng Modefor

more details).

5.1. Users

Total Recall VR Monitoses its own database of users to control access to the
application ando features of the applications.

Use theUserstab to createypdateand remove applation users.

Refresh

Pas

@ Resource Manager a
‘ [} Network Archives {@¥ Public Folders [ | Mega Archives
J ‘-U Users t’: Recorders
User Name | || Credentials
admin User Mame: | tanya
emil
igar E-ai: [

sword:

Password (again):

Filter

Recording: | v Criteria;

Permission

Manage
Search
Play
Monitor
Update
Delete
Export
Archive
Record

v()

From Extension matches 10%
AND To Extension is not 2000

=3

Recorder  Archive  Folder

DN OREDC
oo 0Od
NEE EE

[ Update J [ Remove J [ Clear J

Application

U

Figure 14: Resource Manager Users Tab

Y ou must define the followinfpr each useraccess credentials, filters and permissions.

5.1.1. Access Credentials

Access credentials comprise of the standard usernanpaasdord and an optional

e-mail address.

The username and password allow access to the application. Both are mandatory and

the password must comply with the following rules:
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T Minimum 8 and maximum 16 characters.

1 Contains at least one alpha and one numéacacter.

1 Does not contain the same character (alpha or numeric) more than 3 times.

The email address is optional and if present allows the user to sevail enessages

from the application. If you wish to disallowneail sending for the user simply leave

E-Mail blank.

5.1.2. Filters

At this stage there is only one filter that you can specify for a user, a recording filter.

The application usehe recording filteto filter recordings when the user runs
standard search queriasd when monitoringThe filter citeria are automatically
addedo each search query that the user amgto recordings in progresss a
result, the filter is automatically applied to all searcired while monitoring

afilter is ready to assign to a user record simply drag and drop th

@ Use the Criteria Builder application to create recording filters. WF
filter from the Criteria Builder windovo the Recordingarea.

There are no rules on how to structarfdter and you can choose to use exclusion,
inclusionor a combined filter. The following is an example of an exclusion filter
which will remove all recordings with To Number and From Number set to 2000
from all search resul@nd while monitoring

Filter

Recording: | v itgria:

L vo)
From Mumber is not 2000
AND To Number is not 2000

The following is an example of a combined filter which will keep recordwitjs
From Extensi on t hatandadatthersanse timeirambve allh e
recordings with To ktension set to 2000 from all search resaitd while
monitoring

Filter
Recording: | v citgria;
Lo 7
From Extension matches 10%
AMND To Extension is not 2000
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The pasibilities are endless and the filters are not limited to the numbers fields. For
example you can create a filter that excludes all recordings that were recorded before
12" of May 2014 from all search results as follows:

Filter
Recording: | v criterja:

v{)
Start At is after 12 May 2014 00:00:00

5.1.3. Permissions
The application uses a set of permissions to control access to various features of the
applications.

Unlike other applications, there are no predefined roles (permission sets) and you are
free to set a different set of permissions for each user. Thtténasfect of defining

a role for each usavhile at the same time users with the same set of permissions
belong to the same role.

Permissions have two components:
1. Resourcé recorder, archive, folder and application; and
2. Operationi manage, searchl|gy etc.

So, to define a permission for a user, simply tick the check bosgitkat the cross
of a resource and an operation. For example, theafmipshows how to give a user
permission to search archives:

Permissions

Recorder  Archive  Folder  Application

Manage L - L
Search 0 |_E]' O
Play J = U
Maonitor L
Update J J U
Delete L U L
Expart L L uJ
Archive L
Record L

Thefollowing table shows thpermissionghat are used bYotal Recall VR Monitor
If a permission does not appear in the table, then it is not useot&lyRecall VR
Monitor and if it is set for a user it will have no impact on the @isetperience with
the application.
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Resource

Operation

Explanation

Recorder

Search

Allows usersgto browse recordings that reside on
Total Recall VR systems.

Users must have this permission in order to acces
the Recorder Explorer application.

Play

Allows usesto play (listen to) recordings that resid
on Total Recall VR systems.

Monitor

Allows the user to monitor (listen to) recordings in
progress on Total Recall VR systems.

Update

Allows users to change some of the metadata for
recordings that reside on Total Recall VR systems

In particular, users can add/change notes and chg
flags (tagged, archive

Delete

Allows users to (permanently) delete recordings tk
resde on Total Recall VR systems.

Do not give this permission to users unless you ar
absolutely sure that you wish atlow themto
permanently delete recordings.

Export

Allows users to export metadata to CSV format fo
recordings that reside on Total RB&R systems.

In addition, it allows users to create local copies o
and email recordings that reside on Total Recall V
systems.

Archive

Search

Allows users to browse recordings that desin
Total Recall VR disc, USByetworkand mega
archives.

Users must have this permission in order to acces
the Disc Archive Exjorer, USB Archive Explorer
Network Archive Exploreand Mega Archive
Explorerapplications.

Play

Allows users to play (listen to) recordings that resi
in Total Recall VR disc, USByetworkand mega
archives.

Update

Allows users to change some of the metadata for
recordings that resida iTotal Recall VR disc, USB,
networkand megarchives.

In particular, users can add/change notes and che
flags(tagged, archived, | oclk

Delete

Allows users to (permanently) delete recordings tk
reside in Total Recall VR USBetworkand mega
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archives.

Do not give this permission to users unless you ar
absolutely sure that you wish atlow them to
permanently delete recordings.

Export

Allows users to export metadata to CSV format fo
recordings that resida iTotal Recall VR disc, USB,
networkand megarchives.

In addition, it allows users to create local copies o
and email recordingghat residen Total Recall VR
disc, USBnetworkand megaarchives.

Folder

Search

Allows users to browse recordings that reside in
Public Folders.

Users must have this permission in order to acces
the Public Folder Explorer application.

Play

Allows users to play (listen to) recordings that resi
in Public Folders.

Update

Allows users to change some of the metadata for
recordings that reside in Public Folders.

In particular, users can add/change notes and chg
flags (tagged, archive

Delete

Allows users to (permanently) delete recordings tf
reside in Public Folders.

Do not give this permission to users unless you ar
absolutely sure that you wish atlow them to
permanently delete recordings.

Export

Allows users to export metath to CSV format for
recordings that reside in Public Folders.

In addition, it allows users to create local copies o
and email recordings that reside in Public Folders

Application

Manage

Allows users to manage the application configurat
andresources.

In particular it allows access to the Resource
Manager application and tifapplication)
Preferences dialog.

Do not give this permission to users unless you ar
absolutely sure that they should be allowed to edit
application configuration ahresources.
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5.2. Recorders

Total Recall VR Monitouses its own database of Total Recall VR systems. Each
record defines connection details tbe RemoteManager Interface provided Qyotal
Recall VR system

If you have multiple Total Recall VR sysbs, then you must assign

different recorder ID to each system before ganconfigureTotal
Recall VR Monitorto connect to them.

See the Total Recall VR Embedded GUI User Gidend/or the

Total Recall VR Remote Manager User Gujeleon how to assign a

recorder ID to your sstems.

You must configure the Remoteavager Interface on your Total
Recall VR systems before you configdretal Recall VR Monitoto
connect to them.

See sectioB.4.6Remote Interfacér more details.

Use theRecorderstab to create, edit and remove connection details to Remote Manager
Interfaces provided by Totaldeall VR systems.
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=] Resource Manager =
_J' Network Archives [ ‘..,.b Public Folders [ _J Mega Archives ‘
D -
&) Users [ .~ Recorders L
Description | Description: | TRVR Sydney
TRVR Sydney .
TRVR Perth Recorder |D: 200

RMI Version: 10.8.5.20150525

Connection

Host | 192.168.130.200

Base Port 10010

Password: | **+*

Firewall
Firewall in Use: ||

Refresh Create [ Update J { Remaove J [ Clear J

Figure 15: Resource Manager Recorders Tab

TheHostandBase Portentries in the&Connectionsection must reflect the configuration
of the Remote Manager Interface on a Total Recalsy®emas shown on the
following screen captures:

Remote Manager Settings

[JUse Dial-up
IP Address 192,1858.53.100 —W=J_

Base Port 10010
Host Name _\

Connection
Maximum Sessions 05 Host 192.168.3.100
Session Duration 2 hours
Base Port: 10010

oK | ‘ Cancel Password: ***

Passwordnust beset tothe password assigned to the Administrator user on the Total
Recall VR system. By default thiysumgyasswor d
have changei to a differentvalue.
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Do not use the password assigned to theadministrative user on
the Total Recall VR system.

If there is a firewall between the networks that connect the PC thafotasisRecall VR
Monitor and the Total Recall VR system, thigk Firewall in Useand then change
HostandBase Portas described in the Total Recall VR Deployment G{dde

For more details on connecting to the Remote Manager Interface

Total RecallVR system on networks that udeswalls please see
section 12 Remote Manager Interface Application Dgplent in the
Total Recall VR Deployment Guidé].

The following table shows the ports tiaital Recall VR Monitouuses when interacting
with a Total Recall VR system:

Port Type Usage

10010 TCP This is the default port used by the Remote Manager Interfz
on Total Recall VR systems. However, it is user configurab
and can be set to a different value.

10011 TCP Default port + 1, so it may change if you change the default
port (10010) for the Remote Manager Interface. Used to str
audio from the recorder using the RTSP protocol.

4040 TCP Used to post audit events to the recorder using the HTTP
protocol.

22 TCP Used to execute remote commands on the Total Recall VR
system as well as transfer files from and to the Total Recall
system.

This is the same port used by the SSH and @G#cols

10012 TCP Default port + 2, so it may change if you change thauef
port (10010) for the Remote Manager Interface.

Used instead of TCP port 22 whEmewall in Useis set in the
configuration.
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5.3. Network Archives

Total Recall VR Monitoneeds connection details for network drives that are used to
store Total Recall VR network archives in order to access the archives on the drives.

Use theNetwork Archives tab to create, edit and remove connection details for network
drives that house TakRecall VR network archives.

@ Resource Manager E
‘ &) Users [ ,;; Recorders
Q Network Archives ‘ l@¥ PublicFolders | Mega Archives
Description | Description: CA—25|
Path
Type: | Windows v

Path: |W192.165.120 200\TRVRNetworkFolder

Connect Options:

User Name:  ca-26lemil

Password; =

Refresh Create [ Update J [ Remove j [ Clear J

Figure 16: Resource Manager Network Archives Tab

Total Recall VR Monitoisupports two types of ngork drives: Windowsand
Unix/Linux (via NFS).

The following are example configuratidor a Windows anc Unix/Linux network
drive:

Path Path -
Type: | Windows TJ Type: | UnixiLinux v
Path: | 1192, 168,120 200\TRVRNetworkF older Path: | 192.168.20.58/nrarchive

Connect Options Connect Options: -0 retry=3 fileaccess=777

User Mame:  ca-26\emil User Name: | emi|

ggggggg
Password: Password:
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Connect Optionsare not applicable when connecting to Windows network drives.
However,Total Recall VR Monitopasses the connection options directly to the NFS
client when connectonto Linux network drive

E Seehttp://technet.microsoft.com/ars/library/cc754350.asdor
details on connection options used by the Windows NFS client.

5.4. Public Folders

Total Recall VR Monitocan create, access and manage recordings in Public Folder
archives.

Public Folders are aldoc archives that users can create while usir
Total Recall VR Monitor

Public Folder archives have no restrictions on number of recordir

however, the interetl use of this type of archives is to create sma
collections of recordings from various sources in order to share
recordings with multiple users @btal Recall VR Monitor This is
similar to public folders that you may create in other applications
share documents ormail messages for example.

The type of public folder that you can create depends ohdta Recall VR Monitor
working modé see sectio.3 Application Workng Mode

5.4.1. Workstation Public Folders

If you are usinglotal Recall VR Monitoin workstation mode (se.3.1
WorkstationMode) then the Public Folders that yoan create canse disk spact®r

its database and recording fil@s one of the local disks that are attached to the PC
that runsTotal Recall VR Monitor This can be an internal disk or an extedisk
(USB, eSATA etc).

If a Public Folder is using adal diskor directory then itcannot be accessed by
instance of Total Recall VR Monitothat run ordifferent PG. If you wish to allow
access to a Public Folders from different PCs, then you must use disk space on a
network accessible drive.
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In both cases, the Public Folder will store its database and recording files in the same
location.

Use thePublic Folderstab to create, edit and remove Public Folders.

@ Resource Manager E
&) Users [ .5.‘: Recorders
[} Network Archives ‘ |g ¥ Public Folders | Mega Archives
Description | Description: Shared Recordings
Shared Recordings
Path
Type: | Local Folder T]
Path: C:worktemp\TRVRPublicFolder E}
Connect Options:
User Mame:
Password:
Refresh Create [ Update J [ Remove J [ Clear J

Figure 17: Resource Manager WorkstationPublic Folders

The following is an example configuration of a Public Folder that is using disk space
on a local drive:

Path

Type: | Local Folder q

Path: | C:worktemp\TRVRPUblicFalder @
Connect Options:
User Name:
Password:

The following are example configuration for Public Folders that use disk space on a
network drive:
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Path Path

Type: | Windows 'J Type: | UniwLinux vJ

Path: | W192.168.120. 2000 TRVRPublicFolder == Path:  192.168.20.36/public &=
Connect Options: Connect Options: -0 retry=3 fileaccess=777
User Mame: | ca-26lemil User Name: root

Password: | **es Password: | e

The Connect Optionsare not applicable when using Windows network drives.
However,Total Recall VR Monitopasses the connection options directly to the NFS
client when connecting to Linux network drives using NFS.

Seehttp://technet.microsoft.com/ams/library/cc754350.asdor
details on connection options used by the Windows NFS client.

If you decide to remove a Public Folder, then note thatdhé&ent of the archives
remains on disk when you remove the Public Folder record in Resource Manager.
You must manually delete the content on disk if you wish to completely delete
(destroy) the Public Folder archive.

5.4.2. Workgroup Public Folders

If you are sing Total Recall VR Monitoin workgroupmode (se&.3.2Workgroup
Mode) thenyou must specify disk space for recording files on a network drive and a
database for recording metadata on a working H2 database server.

Multiple instances of otal Recall VR Monitothat run on multiple PCs can access
workgroup Public Folders.

Use thePublic Folderstab to create, edit and remove Public Folders.
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@ Resource Manager E
- e
(> Users X ._,?i Recorders
[} Network Archives ‘ | Public Folders "] Mega Archives
Description | Description:  Workgroup Public Folder
‘Workgroup Public Folder
Path
Type: | Windows ']

Path: WWous-wst-001\TRVRWorkgroupPublicFol =

Connect Options:

User Name: | bus-wst-001\emil

Password;

Database

Name: WpfDB

User Name: trr

Password; =

Host 127.001

Port: | 9090

Refresh Create l Update J l Remove J l Clear J

Figure 18 Resource Manager Workgroup Public Folders

The following are example configuration for Public Folders that use disk space on a
Windows and Linux networ#rive:

Path Path
Type: | Windows TJ Type: | Unix/Linux TJ
Path: 1192.168.120.2000TRVRPublicFolder == Path: 192168 20.36/public (==}
Connect Options Connect Options: -o retry=3 fileaccess=777
User Name:  ca-26\emil User Mame: root
Password: = Password: *****

The Connect Optionsare not applicable when using Windows network drives.
However,Total Recall VR Monitopasses the connection options directly to the NFS
client when connecting to Linux network drives using NFS.
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m Seehttp://technet.microsoft.com/ars/library/cc754350.asdor
details on connection options used by the Windows NFS client.

If you decide to remove a Public Folder, then note thatdh&ent of the archives

remains on disk and database when you remove the Public Folder record in Resource
Manager. You must manually delete the content on disk and the database file if you
wish to completely delete (destroy) the Public Folder archive.

5.5. Mega Archives

Total Recall VRMonitor can access and manage recordings that are stored in Total
Recall VR mega archives.

Mega archives are a new type of archives which unlike all other t

of archivesare designed to store unlimitadmber of recordings. Of
course, disk space limits apply.

In addition, unlike all other types of archives, Total Recall VR

Archiver creates this type of archive. Total Recall VR systems ca

create this type of archive.

Mega archives comprise of atdbase and disk storage for audio files. To configure a
mega archive, you must specify connection details and credentials to a database and the
associated disk storage. The disk storage can be available as a local drive on the
machine where you are runnimgtal Recall VR Monitoror a network drive.

Use theMega Archivestab to create, edit and remove mega archives.

Page57 of 130


http://technet.microsoft.com/en-us/library/cc754350.aspx

Total Recall VR Monitor

5] Resource Manager E
-~ .
G Users [ ."é Recorders ‘
Q Network Archives \@¥ Public Folders ‘ l'_"j Mega Archives L
Drescription Description: | Prolancer Recording Archive| |

Prolancer Recording Archive

Path

Type: | Local Folder =

Fath: M\

G

Connect Options:
User Mame:

Password:

Database

Mame: | ArchiverDB

User Mame: trr

Password: | Frreessrames

Host: 127.0.0.1

Port: | 9090

Refresh Create l Update Jl Remove H Clear J

Figure 19: Resource Manager Mega Archive

The following is an example configuration of a Mega Archive that is using disk space on
alocally mappedlrive:

Path
Type: [Local Folder ,v]
Path:  M:\ [EJ
Connect Options:
User Name:
Password:

The following are example configuration for Mega Archives that use disk space on a
network drive:

Path Path
Type: | Windows = Type: | UnixLinux =
Path: W192.1658.120.2007TRVRMegaArchive ] Path: | 192.168.20.36/mega &t
Connect Options: Connect Oplions:  -o retry=3 fileaccess=777
User Mame: ca-26\emil User Name: root
Password: | ** Fassword: **
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The Connect Optionsare not appliable when using Windows network drives.
However,Total Recall VR Monitopasses the connection options directly to the NFS
client when connecting to Linux network drives using NFS.

Seehttp://technet.microsoft.com/ams/library/cc754350.asdor
details on connection options used by the Windows NFS client.
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6. Criteria Builder

Criteria Builder is an application that provides for the creation, editing and sharing of
comprehensiveatural language search queries.

58 Criteria Builder =
A save o E-Mail E
Criterion: [AND |'J

| To Number

[is

2006

Group: lOR

Create Update Remove
| "]
Create Update Remove

¥ Criteria:

Start Atis 12 Jun 2014 10:00:00
AMD To Mumber is 2006
YOR(.)
Start At is after 13 Jun 2014 10:00:00
AND Start At is before 13 Jun 2014 17:00:00
AND To Mumber is 2008

Fast Create Clear

Figure 20: Criteria Builder Application

Use Criteria Builder to create natural language search queries and then simply drag and
drop queries to an explorer window to initiate a sehaged on the query

You canalso do the reversehat is drag a query from an explorer window and drop it on
Criteria Builder if you wish to change the query.

Criteria Builder also allows you to save queries to files as well as send queeasailao
other users directly from the application.
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Not sure how to create a query? Or struggling to get the right que

E-mail us the details of the query that you wish to create and we
e-mail you a query file which you can load ir@oiteriaBuilder and
then use it in the application.

This is a free service.

6.1. Anatomy of Queries

Criteria Builder creates queries which compriseragriathat may be organisedtn
groups Criteriaand groupsnay be joinedvi t h | odjé cand 6@tmrfodn oper
complexqueries

Themainbuilding blacks of each query are criterfgor example:
7 Start At is after 12 Jun 2014 10:00:00
1 To Number is 2006
1 From Extension matches 10%

Youcanjoinc i t eri a t oget hwcreateorjunctiosamdd 6 and 6o
disjunctiors. For example:

9 Duration is more than 00:01:00 AND To Number is 2006
1 To Number iSLOOOOR To Extension matches 10%

Criteria Builder does not impose a limit on the number of criteria that are joined with
6andd and O6o0r 0.

You can organise criteriant o groups and then join whol
create complex conjunctions and disjunctions. For example:

9 Duration is more than 00:01:00 AND (To Number is 1000 OR To Extension
matches 10%)

1 (Start Atis after 12 Jun 2014 10:00:00 AND Duratis more than 00:01:00)
AND (To Number is 1000 OR To Extension matches 10%)

Criteria Builder does not impose a limit on the number of groups and the level of nesting
of groups.

6.2. Criterion Comparators

An integral part of each criterion iscamparator Criteria Builder supports the
following comparato(most are selexplanatory):
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Operator Description
is Matches values that are same as the one specified.
is not Matches values that are NOT the same as the one spec

is less than | Matches values thaire less than the one specified.

is more than | Matches values that are more than the one specified.

is before Matches values that are before the one specified.
is after Matches values that are after the one specified.
matches Matches values that matdiet specified pattern.

The pattern comprises of alphanumeric characters and
following wildcard characters:

% - matcheszero or moralphanumeric characters

For example: 10% matchasy sequence of
characters that start with 10.

To match the actual® h ar acW®eér us e
__ - matches exactly one character.

For example: 10 matches any sequence of 3
characters that start with 10.

To match the ac\toal

6.3. Creating Queries

The flexibility of Criteria Builder enables creation of complexeges. Also, queries that

result in the same search outcome may take different forms and shapes. Consequently, it
is impossible to explain here how yoancreate every possibly query. Instead we

explain how you can create the following example query:

ToNumber is 2006 AND (
(Start At is after 12 Jun 2014 10:00:00 AND
Start At isbeforel2 Jun 2014 17:00:00)
OR
(Start At is after 13 Jun 2014 10:00:00 AND
Start At isbeforel3 Jun 2014 17:00:00)
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The query basically identifies all recordings whieve To Number set to 2006 and
started between the hours of 10am and 5pm on thard® 13 of June 2014.

The following screen capture shows the query in Criteria Builder:

@ Criteria Builder =
[A save 5 E-Mail =
Criterion: | AND x| |7 ciiteria:
Start At M e
= | To Number is 2006
| is before ‘VJ ¥ AND ()
v
13 Jun 2014 | Start Atis after 12 Jun 2014 10:00:00
AMD Start Atis before 12 Jun 2014 17:00:00
17 lﬂ . oo lﬂ S 00 [ Y OR(.)
Start Atis after 13 Jun 2014 10°:00:00
update. | | Remove AND Start Atis before 13 Jun 2014 17:00:00
Group: | OR "]

| create || upaate || Remove |

Fast Create Clear

The example query comprises of 5 criteria and 3 groups one of which is ygedo

two groups.

Example query creation

1. New queries start with an empty Criteria tree:

58 Criteria Builder (=]
|4 save 5 E-Mail &
Criterion:  AND ¥ Criteria:
| start At =)
s -
13 Jun 2014 =
0o E : 00 E 00 E
Create Update Remove
Group: [OR .'J
Create Update Remaove
Fast Create Clear

2. To create the first criteriom0 Number is 2006first setCriterion as shown on
the following screen capture:
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58 Criteria Builder =]
[ save 5 E-Mail (]
Criterion:  ANC ¥ Criteria:
[TU Number .']
lis |'}
2008
Create Update Remaove
Group: | OR |'}
Create Update Remaove
Fast Create Clear

3. Now selectCreatein theCriterion area to add #hcriterion to the Criteria tree:

58 Criteria Builder 2]
[ Save sy E-Mail (5]
Criterion: | AND 7| |7 criteria:
licmhe I To Number is 2006
|is \']
2006
Create Update Remaove
Group: [OR \V}
Create Update Remove
Fast Create Clear

4. Now we need to create the group that will hold the two groups with the Start At
criteria. Choose AND foGroup and then selec@reate in the Group area to
add the group to the Criteria tree:

G} Critaria Builder

a8
[A save o E-Mail E

Criterion: {AND .'J ¥ Criteria:
| To Number =

To Number is 2006
lis .'J AND ()

2006

Create Update Remove

Group: | AND .'J

Update Remove

Fast Create Clear

5. The new group comprises of two groups whi
example query. So we will create the two groups first. To do so, selepine
node that we just created on the Criteria tree:
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@ Criteria Builder =]
[A Save 5 E-Mail &
Criterion:  ~MD ¥ Criteria
lTu Number \V] T
To Number is 2006
|is D) AND (...)
2006
Create Update Remove
Group: lAND \V]
l Create J { Update J { Remaove J
Fast Create Clear

6. Choose AND foiGroup and then selec@reate in theGroup area to add the
first group to the Criteria tree:

[ Create “ Update J { Remove J

53 Criteria Builder =]
[ save 5 E-Mail &
Criterion:  A1D ¥ Criteria:
{Tu Number V] T
! To Number is 2006
lis = ¥ AND ()
o8]
2006
Create Update Remove

Group: {AND \"]

Fast Create Clear

7. Choose OR foGroup and then selec@reatein theGroup area to add the
second group to the Criteria tree:

@, Criteria Builder =
[l Save 5 E-Mail &%}
Criterion: AN ¥ Criteria:
LTn Number '] T
! To Mumber is 2006
lis 7 ¥ AND ()
()
2006 OR(..)
Create Update Remove

Group: [DR \"]

{ Create Jl Update Jl Remove J

Fast Create Clear

8. Now we will add the criteria for 12of JuneTo do so, select the first sigsoup

in the Criteria tree:
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Q Criteria Builder =
[ Save = E-Mail &
Criterion:  A1D ¥ Criteria:
| To Number | T
- To Number is 2006
lis v v AND ()
2006 ORI(.)

Create Update Remove

Group: [ OR "J

l Create J Update l Remove J

Fast Create Clear

9. To create the first criterion for £f June Start At is after 12 Jun 2014
10:00:00, first setCriterion as shown on the following screen capture, and the
selectCreatein theCriterion area:

@, Criteria Builder =]
[ save 5 E-Mail &
Criterion; [AND "} ¥ Criteria:
| start at v T
- Ta Number is 2006
| is after = ¥ AND (..}
Y{)
12 Jun 2014 = Start Atis after 12 Jun 2014 10.00:00
OR(.)
10 E 0o B : 00 E

Update Remove

Group: | OR ‘vJ

l Create J Update { Remove J

Fast Create Clear

10.To create the second criterion for"@& June Start At is before 12 Jun 2014
17:00:00, first setCriterion as shown on the following screen capture, and the
selectCreatein the Criterion area:

@ Criteria Builder =
[ save s E-Mail &
Criterion; [AND ‘V] ¥ Criteria:
Start At v T
= ! To Number is 2006
| is after ‘v} ¥ AND ()
— _ =),
12 Jun 2014 = Start Atis after 12 Jun 2014 10:00:00
OR(.)
10 E 0o E 0o E

Update Remove

Group: | OR ‘VJ

l Create J Update L Remaove J

Fast Create Clear

11.Finally we will add the criteria for #3of June. To do so, select the second sub
group in he Criteria tree first:
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58 Criteria Builder

|4 Save 5 E-Mail

8
&)

Criterion:  A1ND
| start At v
| is before v
12 Jun 2014 =

17 B : 0o E : oo E
Create

Update Remove

Group: [OR .'J

l Create J l Update J { Remaove J

¥ Criteria:

(D
To Number is 2006
Y AND(.)
Y
Start Atis after 12 Jun 2014 10:00:00
AND Start At is before 12 Jun 2014 17:00:00
OR (.}

Fast Create Clear

12.To create the first criterion for £3f June Start At is after 13 Jun 2014
10:00:00, first setCriterion as shown on the following screen capture, and the

selectCreatein theCriterion area:

@, Criteria Builder

|4 save 5 E-Mail

8
=

10 B o000 @ oo E

Group: [OR .'J

Remove

l Create J l Update J { Remove J

Criterion’ | AND |®| | ¥ criteria:
AESS
i I To Number is 2005
|is after = ¥ AND(..)
v
13 Jun 2014 a3 Start Atis after 12 Jun 2014 10:00:00

AND Start At is before 12 .Jun 2014 17:00:00
YOR(.)
Start Atis after 13 Jun 2014 10:00:00

Fast Create Clear

13.To create the second criteritor 13" of June Start At is before 13 Jun 2014
17:00:00, first setCriterion as shown on the following screen capture, and the
selectCreatein the Criterion area:

17 E : 00 @ : 0o E
Update Remove

Graup: | OR ‘V}

{ Create J L Update J { Remove J

2 Criteria Builder =
[ Save 5 E-Mail [
Criterion: LAND ‘V} ¥ Criteria
y A\
| startAt v &)
! Ta Mumber is 2006
|is before = ¥ AND (.}
()
13 Jun 2014 (i | Start Alis after 12 Jun 2014 10:00:00

AND Start Atis before 12 Jun 2014 17:00:00
YOR(.)

Start Alis after 13 Jun 2014 10:00:00

AND Start Atis before 13 Jun 2014 17:00:00

Fast Create Clear

14.The query is now complete agdu can simply dragp an explorer windovand

then dropt to initiate a search based on the query.
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6.4. Fast Queries

The previous sections explains the flexibility of Criteria Builder, however if you find the
flexibility a bit overwhelming then it is possible to create simple, but very useful queries
using the Quik Query builder.

You need specify only values for various search parameters and the Quick Query builder
will create a query for you. You can use the query as is or modify it in the Criteria
Builder.

Fast query creation

1. Start with an empty Criteria tree (sel€lear if the Criteria is not empty as
shown on the following screen capture):

58 Criteria Builder a
|4 save s E-Mail &

Criterion.  AMD ¥ Criteria:

| Start At B

lis :J

13 Jun 2014

(L
ol » o

Group: | OR TJ
Create Update Remove

Fast Create Clear

2. SelectFast Createto display the Quick Criteria dialog:

@, Quick Criteria

Earliest Statt At | 4 1.0 1970 =
Q 1wl ol o

Latest Start At 01 Jan 1970 =

1w o o5

From Number:

To Number:

From Extension:

To Extension:

Duration: 00 Iﬂ : oo Iﬂ : 0o Iﬂ

Direction: | "]

Motes:

Channel:

Flags: 0O+ Oe Os Oe 0L

Ja Ux e

Digits:

Agent

| Clear | @ | cancel |

Page68 of 130



Total Recall VR Monitor

Enter values for the parameters that you wish to use in the query. Pasaimatte
do not have a value will be ignored.

For example | etdés assume we wisH to
of June 2014. If so, set values as shown on the following screen capture:

®, Quick Criteria

Earliest Start At 45 |\ og14 e
Q oo [of: oo &) oo f%

Latest Start At 42 Jun 2014 =

RIS R

From Mumber.

To Mumber. 2008

From Extension

To Extension

Duration: 00 |5 00 |5+ 00 [5]

Direction [Incoming v]

Notes

Channel

Flags

OO0
- #*
o0
= om
OO0
O m
O
(%]
O

Digits

Agent

| Clear | @ | cancel |

That is, set:
1 Earliest Start Atto 12 Jun 2014, 00:0000
1 Latest Start Ato 12 Jun 2014, 23:59:59
1 To Numberto 2006
1 Direction to Incoming

SelectOk to load the query into the Criteria Builder:

@ Criteria Builder =
A save s E-Mail &=
Criterion: [AND 'J ¥ Criteria.
Start At v
l J _ -
|is before v Start Atis 12 Jun 2014 00:00:00
OR Start Atis 12 Jun 2014 23:50:50
13.Jun 2014 = YOR(.)
Start Atis after 12 Jun 2014 00:00:00
1 E 0o E 0o E AND Start Atis before 12 Jun 2014 23:59.59
AND To Number matches 2006
Create Update Remove AND Direction is Incoming
Group: [ OR 'J
Create Update Remove
Fast Create Clear

Now you can use the query as is or modify it as desired before using it.
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Of course, not all queries can be creatét this method. For complex queries please
use the Criteria Builder directly as explained in the previous section.

6.5. Saving Queries

As you create queries you may find that you use some queries often. To save time re
creating the same queries, simply sawanfavourite queries to files. Themhen you
need them, you can simply load thénom the filein Criteria Builder.

Saving a query
1. First create a query. Then to save the query:

2. SelecﬁﬁSavetodisplay the Save As €é dialog:

[A4 Save As ... E
@ File Name: | a
Progress:

Save Cancel |

3. EnterFile Name

@ File Name: C:Wsersiemil\Documents\FaveriteQuery.xml E;l

Progress I

Save Cancel

Alternatively you can select a file name by first seleo@ﬂgo display a File
Chooser dialog.

4. SelectSaveto save the query:

L&)

@ File Name: ' C:\Users\emil\Documents\FavoriteQuery.xml|
Progress:

Exporting criteria to XML format I
Saving C\Users\emil\Documents\FavoriteQuery xml
Dane.

Save Cancel

5. Optionally, repeat steps 3 and 4 to save the query to another file. Finally select
Cancelt o cl ose the Save As ¢é dialog.
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You can quickly recall queries from files with Criteria Builder. Selitto display a
File Chooser dialog where you can sekequery file and load it into Criteria Builder:

\;i Criteria Builder E
[A save 5 E-Mail C:\UsersiemilDocuments\FavoriteQuery xml &
Criterion: \AND TJ ¥ Criteria
(o Number =
To Number is 2006
[is v ¥ AND ()
M
2006 Start Atis after 12 Jun 2014 10:00:00
AND Start At is before 12 Jun 2014 17:00:00
m— R YOR(.)
fmcrins et Start Atis after 13 Jun 2014 10:00:00
AND Start Atis before 13 Jun 2014 17:00:00
Group: | OR TJ
Create Update Remave
Clear

6.6. E-Mailing Queries

Criteria Builder allows you to-enail queries directly from thapplication. Of course,
you can save queries to files and then use your favounitgileclient to email them,
however sometime it may be quicker to jushail queries directly from Criteria
Builder.

E-Mailing a query

1. First create a query, or loadefrom a file. Then te-mail the query:

2. Select E-Mail todisplaythe EMai | As ¢é di al og:
[ E-Mail As —
Subje:t;
W Cancel

3. Fill in the message detalils:
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G E-Mail As ...

To: |
5 . .
2 Subject: Query for recordings on 12th and 13th of June

Message: HiEmil,
this is the query for the recordings on the 12th and 13th
of June that we discussed over the phone.

Regards

Progress

E-Mail Cancel
r— — )

4. EnterTo. This is the anail address of the recipient. You can enter multiple e
mail addresses, however you must separate them with semicolon (;).

EnterSubject This is a free text field.
EnterMessageThis is a free text field.

SelectE-Mall to send the nesa@.

© N o 0

Criteria Builderwill attempt to send the-mail and display progress in the
Progressarea:

G Ml
7o

@ Subject Query for recordings on 12th and 13th of June

Message: HiEmil,
this is the query for the recordings on the 12th and 13th
of June that we discussed over the phone

Regards

Py
LT Exporting criteria to XML format 5

Saving C:\Users\emil\AppDatalLocal\Tempicrtg849402689
Sending C:WsersiemilAppData\Local\Temp\crtd 84940268
L Done.

]

A ) >
E-Mail Cancel
F—— == A

9. Optionally, repeat steps 3 anddBsend the query to others. Finally seléancel
toclosetheMai | As é di al og.

At the other end, recipients will receia query file which they can then load into
Criteria Builder.
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7. Recorder Monitor

RecordemMonitor is a powerful application designed for rFaate monitoring (listening)
and observing of recordings in progress on multiple Total Recall VR systems
simultaneously.

(‘:E Recorder Monitor TRVR Syuney E
Display Filter — -
| |selectea v | LFag || Tanmnotate || & ListenTo | | |
¥ Criteria N B—
L) Start At Duration From Number To Number From Extension To Extension Direction Flags
24 Jun 2015 20:46:20 00:00:01 Drill/Blast sip:senvice@192.16 Unknown i
24 Jun 2015 20:48:16 00:00:05 Drill/Blast sip:senvice@192. 16 Unknown
24 Jun 2015 20:48:12 00:00:09 Drill/Blast sip:senvice@192.16 Unknown
24 Jun 2015 20:46:08 00:00:12 Drill/Blast sip:service@192.16... Unknown
24 Jun 2015 20:46:04 00:00:17 DrillBlast sipsenvice@19246.. [ [ [unknown | |

-«

| Clear |
Monitor Criteria

¥ Criteria:
()

From:DrilliBlast

| Clear | Linger Waveform (] Waveform Display Time 60 Ej seconds

Figure 21: RecorderMonitor Application

UseRecordemMonitor to:
1 View the metdata of recordings in progress in real time (as they happen).

1 Listen to multiple recordings in progresmsiltaneously and in redéilme onad-hoc
basis.

1 Listen to multiple recordings that match a user defined criteria in progress
simultaneously and in resiime automatically.

1 Use the waveform lingering feature to visually observe who is talking when in a
pre-defined timewindow (for exampleluring thelast 2 minutes).

1 Add notes to recordings in progress.

1 Tag and lock (to prevent deletion) recordings in progress.

The Recording Monitor in combination with the awfodate feature of the Recorder
Explorergive you instant access to recordingpiogress and recently completed
recordings.

7.1. User Interface
The user interface of the Recorder Monitor application comprises of:
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1 A display filter criteriaareathat shows the criteria that applies to the recordings
shown in the recordings table.

1 A recordings table which shows metadata of recordings in progress in tabular
format.

1 A button bar which contains buttons that initiate various operations on
recordings in progress and their metadata.

1 A monitoring criterisareawhich shows the criteria that matchresordingshat
will be monitoredautomatically if they start.

1 A waveform display area which shows the waveform of the recordings being
monitored.

The following screen capture identifies the different components:

Action button

= e bar =)
Display Filter — -
- (| |Selected 'J | <L Fag || " annotate | | & ListenTo | | |
¥ Criteria I —
L) Start At Duration From Number To Number From Extension To Extension Direction Flags
24 Jun 2015 21:04:42 00:00:01 sip:sipp@192 1681 sip:service@192. 16 Unknown &
24 Jun 2015 21:.04:38 00:00:05 sip:sipp@192 1681 sip:service@192 16 Unknown
24 Jun 20, sipp@192.168.1... sip:service@192.16.. ‘
 24_rP20) . . Sipp,1921€\81 . | sipsenice@92.16.. | " | H [ ]
24 Jun 20 DISp|ay filter |[Sipatoziser.  sisenice@ion io. ReCOI’dII’lgS
area table

-

|_Ctear | Auto-monitor
criteria area

Monitor Criteria
0:01:45
¥ Criteria

E Waveform
display area

| Clear | Linger Waveform [f] Waveform Display Time 120 Ej seconds

7.1.1. Display Filter Area
The display filter area displays the criteria that apply to the recordings that are shown
in the recordings table.

You cannot edit the criteria in the display filter area. Instead, use the Criteria Builder
application as explained in secti6éiCriteria Builder

7.1.2. Auto-monitor Criteria Area
The autemonitor criteria area displays the criteria that apply to the recordings that
will be automatically monitored if they start.

You cannot edit theriteria in the autemonitor criteria area. Instead, use the Criteria
Builder application as explained in sect®gCriteria Builder
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7.1.3. Recordings Table

The recordings table displays the metadata of the recordings that are in progress. The
table can show the following columns:

T

Start At
Shows the date and time when recording started.

The date and time is the local date and time equivalent of the actual recording
start date and time based on the time zone used by the PC that runs Total Recall
VR Monitor.

This fact is important when viemg recordings that started in another time zone.
For example, a recording that starmua Total Recall VR system that is located

in Perth Australia at 6am on a given date will show start date and time of 9am on
the same date if Total Recall MRonitor is running on a PC that is using the
Sydney Australia time zone (as you may know, there is a 3 hour difference
between the time zones used by Sydney and Perth, Australia).

Duration

Shows theecordedduration of recording rounded to the nearest second.

From Number

Shows the o60fromé number as coll ected
signalling messages while recording or applied by Total Recall VR to the

recording as instructed by its configuration.

To Number

Shows the 06t o6 numbeRecalbVRsysteniflomct ed by
signalling messages while recording or applied by Total Recall VR to the

recording as instructed by its configuration.

From Extension

Shows the O6fromd extension as deter mi
applying mappingrulestohe 6fr omdé number that it ¢
messages while recording or to the o6f
as instructed by its configuration.

To Extension

Shows the O60tod extension as deter mine
applying mapping rules to the 6tod nu
messages while recording or the 6tobd
instructed by its configuration.

Direction

Shows the direction (i ncngasidetegminecbhyt goi

the Total Recall VR system during recording.
Flags

Shows the current set of flags and tags that are attached to the recording.
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The following characters can appear in this column for each of the recordings:
*: indicates that the recordins tagged.

T: indicates that the recording was roHeder to another one when its
duration reached the maximum duration specified in the recorder
configuration.

C: indicates that this recording is a segment of a long conversation that is
captured in muiple recordings.

L: indicates that the recording i

E: indicates that the recording is a recording of an emergency call or
communication.

B: indicates that the recording is a recording of a broadcast call or
communicatio.

G: indicates that the recording is a recording of a group call or
communication.

1 Agent

Shows the name of the agent, if any, teaivolved in the conversation that is
being recorded

1 Channel

Shows the number of the recording channel that the Total Recall VR sgstem
usingto create the recording.

1 DTMF Digits

Shows the sequence of DTMF digits, if any, that the Total Recall VR system
detectswhile recording.

1 Notes

Shows the current notes thaé attached to the recording.

7.1.4. Action Button Bar
The action button bar comprises of two sections.

The following screen capture shows the first section which contains buttons which
initiate actions that affect recordings and recording metadata.

| Selected _VJ i .:!.Flag J | ) Annotate I _@ ListenTo |

Use thedropdown box on the far left hand side to set the context of the actions
initiated by the remaining buttons. Select:
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1 Selected if you wish the actions to apply to the records that are selected in the
recordings table.

91 All'T if you wish actions to apply tall recordshatappear in the recordings
table.

We explain the role of each of the action buttons in a subsequent section of this
document.

The second section of the button bur contains the table column configuration button.
Use thdL] button to displayhe Columns dialog where you can choose the columns
that appear in the recordings table:

Columns -

I. Start At

Duration

Visible

From Number
To Number
From Extension
To Extension
Direction
Agent

Channel

DTMF Digits
Mote

Flags
I [ ok || cance |[

7.1.5. Waveform Display Area

The waveform display area shows the waveform of recordings being monitored for a
user defined time period (by default the last 120 seconds).

HOOUOUNENEREER

By default, the waveforms of recordings that have ended lingers, i.e. remains on the
screerfor the whole duration of the waveform display time. This is a powerful
feature as it enables visual monitoring of conversations on multiple recording
channels.

7.2. Display Recordings in Progress

The metdata of recordings in progress on a given Total Recall VR system automatically
appearsn therecordinggable at the top part of the Recorder Monitor whesazordings
start and disappear from the table whetordingsend.
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(‘:B Recorder Monitor TRVR Perth a
Display Filter — =
<
v Citena | | selected VJ t <1 Flag J t 7 ) Annotate J l & Listen To J )
e ——
L) | Start At | Duration | From Mumber | To Number | From Extension | To Extension | Direction | Flags | I

I 24 Jun 2015 20:54:29 00:00:01 sip:sipp@192.168.1 sip:senice@192.16 Unknown AI
24 Jun 2015 20:54:25 00:00:06 sip:sipp@192.168.1 sip:senice@192.16 Unknown I

I 24 Jun 2015 20:54:21 00:00:10 sip:sipp@192.168.1 sip:senice@192.16 Unknown

I 24 Jun 2015 20:54.17 00:00:13 sip:sipp@192.168.1 sip:senice@192.16 Unknown I

I 24 Jun 2015 20:54.13 00:00:17 sip:sipp@192.168.1... sip:senice@192.16... Unknown I

R N N NN N NS NS SN RN NN SN NN SN SN NN NN NN NN NN NN NN SN NN NN NN NN NN SN RN RN RS R R C ]

Mnnitar Mritnrin

You can access recordings that have completed with the Recorder Explorer apglication
see sectioi0 Recordingexplorer(s)

By default, Recorder Monitohsws the met@ata of all recordings in progress.
However, you can define a display filter with the Criteria Builder (see setiteria
Builder) to display only recordings of interest. For example:

fost Recorder Monitor TRVR Sytney =

o e o ———— -

| Selected 2 <L Flag ) Annotate &) Listen To
¥ Criteria :: J l J t J l J
A
I Start At | Duration | From Number | To Number | From Extension | To Extension | Direction | Flags |
rom Rumber matches D 24 Jun 2015 21:1422  00:00:02 DrilliBlast sip:senvice@192 Unknown &
P ———— _I 24 Jun 2015 2112 0:00:01 DrilliBlast sip:senvice@192 Unknown
24 Jun 2015 21:12:14 O A DrilliBlast sip:isenvice@192.... Unknown
24 Jun 2015 21:12:10  00:00:14 DrilliBlast sip:isenvice@192.... Unknown
24 Jun 2015 21:12:06  00:00:18 DrilliBlast sip:isenvice@192.... Unknown

Clear

7.3. Listen To Recordings

There arégwo ways that you can use to initiate monitoring of recordings in progress: ad
hoc and automatically.

To listen to recordings in progress ontaat bass simply select the recordings in the
recordings table and then seléitisten To.

The Recorder Monitowill start streaming audio from the recorder and play it through
the audio system of the PC.

Alternatively, and in combination with @tbc monitoring, you can define a criteria that
matches recordings that you wish to monitor automatically when they start. Use the
Criteria Builder application as explained in sectfo@riteria Builderto define and apply
the autemonitoring criteria to Rearder Monitor.

The Number of recordings that you can monitor at the same time
limited by configuration on the Total Recall VR system. Total Rec
VR Monitor does not limit the number of recordings that can be
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monitored at the same time.

The Remte Manager Settings configuration on Total Recall VR systems limit the
number of recordings that can be monitored at the same time across all Total Recall VR
client applications. ThealueMaximum Sessionparameter, which is shown on the
following screercapture specifies the limit.

[ Total Recall VR
18 Sep 2012

(5] Generar sepinas <3 vicense setunas ) avchiye sectinas

Remote Manager Settings

CallSewtin| [0 Use Dial-up nance
IP Address 192.168.3.100
Base Port 10010

I Network § e Manager

Host Name

= ——— ——————— -
g Bxtension  Maximum Sessions 05 1 Shutdown

Lecrsizn mumemsi == J

OK Cancel

Set Remote Manager Settings

For example, iMaxim Sessiongs set to 5, as shown the previous screen capture,
then the maximum number of monitoring sessions across all running instances of
Total Recall VR Monitor is 5. As a result, if a single instance of Total Recall VR
Monitor is monitoring 5 recordings in pragss, then all other instances will not be
able to monitor any recordings in progress until the instance that is monitoring 5
recordings stops monitoring at leasetording

Recorder Monitor shows a warning message when it cannot start monitoring

recordngs due to limits imposed by Total Recall VR system configuration. For
example:
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Clear |

Monitor Criteria

«

¥ Criteria: I 1
()
From:DrilliBlast  Toosi 4061 Channel:24
v
L L L L L L L L L L L T L
Clear | Linger Waveform [¥]  Waveform Display Time 60 Ej secondi Too many active audio streams to recorder TRVR Sydney.Try again |ater. :

(‘:B Recorder Monitor TRVYR Sydney a
Display Filter —
| Selected v } Flag '_j Annotate ﬁ Listen To
¥ Criteria: : b J L A I ) l
L) Start At Duration | From Number | To Number From Extension | Te Extension | Direction Channel | Flags
24 Jun 2015 21:59:48 00:00:02 Drill/Blast sip:senvice@192.1.. Unknown 27 A
24 Jun 2015 21:59:44 | 00:00:06 Drill/Blast sipsenvice@924.. | [ funknown 26 [ |
24 Jun 2015 21:59:40 00:00:10 Crill/Blast sip:senvice@192.1 Unknown 25
24 Jun 2015 21:59:36 00:00:14 Crill/Blast sip:senvice@192.1 Unknown 24
24 Jun 2015 21:59:32 00:00:18 Drill/Blast sip:senvice@192.1 Unknown 23

7.4. Flagging Recordings

Recorder Monitoallows you to change the flags and tags of recordings. In particular

you can set or reset the following flags and tags:
*: indicatesthat the recording is tagged.

L : indi cates that the recordi

ng

To flag recordings first identify the recordings that you wish to flag:

S

ol

1 You may have to createdisplay filterthat matches the recordings that you wish

to flag with Criteria Builder.

1 Select records in the recordings table.
Once you have identifieand selectethe recordings that you wish to flag:

Flag a batch of recordings

1. Select® Flag to display the Flag dialog.

Flag
Ei

Flags: [(J* (JL

Progress:

|| Flag Cancel |
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2. Tick or untick Flags based on whéer you wish to set or clear flags and tags:

a. Tick * if you wish to tag recordings.

b. Ti

c k

L

f

you

Wi

s h

7.5.

being deleted.

Flags: ] * VL

3

Progress:

l Flag Cancel

display progress iRrogress

[ fiag

3

=N
Flags: (] * L A

Progress:
< Flagging 4 records ...

Done.

Flag ] Cancel

SelectCancelwhen done to close the Flag dialog.

Annotating Recordings

t

0]

ol

ockéo

SelectFlag to apply the new set of flags and tags to the recordings.

Recorder Monitor allows you to change the notes for recordings.

To annaate recordings first identify the recordings that you wish to annotate:

recor |

Recorder Monitowill attempt to apply the flags and tags to the recordings and

1 You may have to create a display filter that matches the recordings that you wish

to annotate with Criteria Builder.

1 Select records in the recordings table.

Annotate a batch of recordings

1. Select"J Annotate to display the Annotate dialog.

Once you have identifteand selected the recordings that you wish to annotate:
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" J Annotate ﬁ
Mote:
' —

255 remaining from 255

Progress:

I ( Annotate Cancel I

2. EnterNote(up to 255 characters):
" J Annotate ﬁﬂ

Mote:

1stline of important note.
2nd line ..
et

[J

212 remaining from 255

Progress:

Annotate Cancel

3. SelectAnnotate to apply the note to the recordings.

4. Recording Explorer will attempt to apply the note to the recordings and display
progress irProgress

" ) Annotate ﬁ

Mote:

‘1stline ofimportant note.
2nd line ..
etc.|

LJ

212 remaining from 255

Progress:
g Annotating 3 records ...

Done

Annotate Cancel

5. SelectCancelwhen done to close the Annotate dialog.

7.6. Waveform Display Control

Recorder Monitor displays the waveform of the auafirecordings beingonitored in
the waveform display areas.

You can control the behaviour of the waveform display window as follows:

1 Tick Linger Waveformif you wish to continue observing waveforms for the
duration of the waveform window even when recordings end. Otherwise, and if
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you wish waveforms to disappear when recordings end, untiger
Waveform

1 Set thewaveform Display Timeo define the duradn of the waveform window.

If you enable waveform lingering, then you will be able to visually see audio activity on
various recording channels. This allows you to visually and audibly observe
conversations between multiple parties, for example duringcatent, for a predefined

time period.
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8. Audio Player

Audio Player is a powerful audio player application that provides for play of, and
conversion between, all Total Recall VR audio file and encoding formats.

2] Total Recall VR Aud (o= o |
File Help
{ [A save As J l 5 E-Mail As J l w7 Check J Cworktempitestdatalpema.tre &%) |
‘ Start At | Duration | From Number | To Number | From Extension | To Extension | Direction | Flags ‘
‘ 24 Oct 2011 14:50:32 00:00:09 122 122 122 122 Internal ‘ |

| Start At | End At | Duration . .
> Q
Recording 24 Oct2011 14:50:32505 24 Oct 2011 14.50:41.945  00:00:00.440 00'0004019
Selection 24 0ct2011 14:50:35630 24 Oct 2011 1450:37.475  00:00:01.845 n- ra
11 u 24 Oct 2011 14:50:36 524 HH

File Size: 88.2KB File Format: Total Recall VR (irc) Media Format: A-Law, 8000Hz, 64Kbps, mono Duration: 00:00:09.440

Figure 22 Audio Player Application

Use Audio Player to listen to recordings.

In addition, you can use Audio Player to export individual recordimgtandard audio file
formats (wav, mp3, aifc, au and spx) that are compatible with popular audio player
applications suchs Windows Media Player. You can save exported recordings to a file or
send them via-enail to other members of your team.

Finally, you can use Audio Player to check the integrity of recordings storedlatebe
generationTRC file format.

The simplestvay to use Audio Player is 8imply select a recording in a recording
explorer window, drag it to Audio Player and simply drop it.
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Once Audio Player loads the file and displays the waveform, you can use it to listen to the
audio and export it in a mber of different formats.

8.1. Playing a Recording
The main purpose of Audio Player is to play recordings.

@ Audio Player can play one recording at a time.

Audio Player supports the file and audio formats shown in the subsequent table:

Arc | .alaw | .ulaw = .wav .mp3 | .afic  .au @ .spx | .skyrec

HQVQ, 8000Hz, 7.9Kbps, mono
G.711 Alaw, 8000Hz, 64Kbps, mono
G.711 Alaw, 8000Hz, 128Kbps, stere:
G. 7 Hlaw, 8000Hz, 64Kbps, mono

< < < < <
<

< < < <

< < < <

G. 7 Haw, 8000Hz, 128Kbpsstereo

MPEG Audio Layet3, 8000Hz, v
24Kbps, mono

MPEG Audio Layet3, 8000Hz,
48Kbps, stereo

Speex Q8, 8000Hz, 15Kbps, mono \% \%
Speex Q8, 8000Hz, 30Kbps, stereo \Y
AMBE, 8000Hz, 2450bps, mono
AMBE, 8000Hz, 4900bps, stereo

PCM, 8000Hz, 128Kbps, mono

< < < <

PCM, 8000Hz, 256Kbps, stereo

Audio Player will not play files that are in format that is not listed

the previous table. For example, if you attempilty an mp3 file

which uses rate other than 24Kbps, then Audio Player will not ple
the file.
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To play a recording you must load its file in Audio Player. There are different ways to
do this.

The simplest way it select a recording file in a recordiegplorer window, drag it to
the Audio Player window, and then drop it as shown on the subsequent screen capture.

You can do the same with audio files that you are viewingfirelows File Explorer
window as shown on the following screen capture:

Alternatively, to load a recording file:

Load a recording file

1. SelectiHd to display the Audio File selection dialog:
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<) Audio File =5

LookIn: | (55 testdata _VJ | @ | @ E] |

3.10.13C0-192 168.10.200C8081 WAV | 7| hgvgtrc

3 10 12C0-192 168 10 200G30B0 WAV

3.10.13C0-192.168.10.200C8081 WAV | 7| speextrc

¥ = Jw
File Mame: pcma.tre
Files of Type: |_ Supported Audio Files _'J

Select | | Cancel |

2. Navigate to the directory where the recording files reside and select the file that
you wish to load.

3. SelectSelectto load the file.
4. Audio Player will load the file and start processing it.

‘EI Total Recall VR Audio Playe

| File Help
| Fsavess || GEMailas ||| v Check |  Ciworkiempiestdatalpema tre | & | | | I
Start At Duration From Number To Number From Extension | To Extension Direction Flags
24 Oct 2011 14:50:32 00:00:08 123 122 123 122 Internal i

oo:oo:o4

Start At End At Duration

Recording 24 Oct 2011 14:50:32505 24 Oct 2011 14:50:41.945  00:00:09.440
Selection 24 Oct 2011 14:50:32505 24 Oct 2011 14:50:41.945  00:00:09.440

L» /e 00:00:00.000

n = 240ct20111450:32505 | 7 |

File Size: 88.2KB File Format: Total Recall VR (.trc) Media Format: A-Law, 8000Hz, 64Kbps, mono Duration: 00:00:09.440

5. Note that the waveform may take some time to display. In general, the longer the
recording, the longer it will take to display the waveform.

However, you can use the play controls to start liatgto the audio while
Audio Player is trying to plot the waveform.

6. If you selected &RCfile, thenAudio Playemwill display the recording metadata
asStart At, Duration é

Other audio files do not store this information so the metadata fields will be
empt.

OnceAudio Playeroads the file, simply use the player contr&:, "-*', H angll 1o
listen to the audio

If you wish to listen to only a segment of the audio, then you can select the part of the
audio that you wish to listen to.
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Create a play selection

1. To create a play selection simply click and drag the mouse pointer over the area
that you wish to listen to

—
2l Total Recall VR Audio Playe

il File Help
l [ save As | l :} E-Mail As | l 7 Check | | Cworktemptestdataipcmatre &=} | | I
Start At | Duration | From Mumber | To Mumber | From Extension | To Extension | Direction | Flags |
24 Oct 2011 14:50:32 00:00:09 123 122 123 122 Internal Ml

| Start At | End At | Duration |
> Q i P
Recording 24 Oct201114:500:32505 24 Oct 2011 14:50:41.945  00:00:09 440 l—J l—J 000003709
Selection 24 Oct 2011 14:500:36.214 24 Oct 2011 14:50:38 485 00:00:02.271 T - 24 0ct 2011 14'5036 214 :3 |

File Size: 88.2KB File Format: Total Recall VR (.rc) Media Format: A-Law, 8000Hz, 64Kbps, mono Duration: 00:00:09.440

2. Once you define the selection, you can move it. Move the mouse pointer to the
time scale area within the selection. The mouse cursor will charge Then
simply drag the selection area to the desired location.

E Recall

File Help
[ [ Save As J { 5 E-Mail As J [ w7 Check J Cworktemp\testdatalpcma.trc &= M
Start At | Duration | From Number | To Mumber | From Extension | To Extension | Direction | Flags

24 Oct 2011 14:50:32 00:00:08 123 122 123 122 Internal

| Start At | End At | Duration |
> (= i A
Recording 24 Oct 2011 14:50:32.505 24 Oct 2011 14:50:41.945  00:00:09.440 L—J LJ 0000'03709
Selection 24 Oct20111450:36.214 24 0ct2011 145038485 00:00:02.271 T = 24 02011 145035214 o

File Size: 88.2KB File Format: Total Recall VR (trc) Media Format: A-Law, 8000Hz, G4Kbps, mono Duration: 00:00:09.440

3. In addition you can adjust the start and end position of the selection area as well.
To do this simply move the mouse painter close to the start or end position line

of the play rangeThe cursor will change t87. Then simply drag the start or
end position to the new location.
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@ Recall

File Help

[ [ Save As | [ 5 E-Mail As | { W/ Check | || Ciworktempitestdatalpcma.tre & | m |
Start At | Duration | From Number | To Number | From Extension | To Extension | Direction | Flags |
24 0ct 2011 14:50:32 00:00:09 123 122 123 122 Internal

| Start At | End At | Duration |

Recording 24 Oct 2011 14:50:32.505 24 Oct 2011 14:50:41.945  00:00:09.440 l;l lil 00:0003709

Selection 24 Oct 2011 14:50:36.214 24 Oct 2011 14:50:38.485  00:00:02.271 T - 24 0ct 2011 14:50:36.214 8] |

File Size: 88.2KB File Format: Total Recall VR (.trc) Media Format: A-Law, 8000Hz, 64Kbps, mono Duration: 00:00:09.440

4. Use the player controld®” , Gl, Il 5ngMl to listen to the audio segment. You
can quickly reset the selection by selecfidg

Finally, you can start listening fromgiven time of the recording by specifying a start
play position

Define a start play position

1. To define a start play position simply click the mouse pointer over the waveform
area:

‘.hl Total Recall VR Audio Playe

Il File Help
L [ Save As | | T4 E-MailAs | | v/ Check | | Cworklempitestdataipema trc & | | I
Start At | Duration From Mumber | To Number | From Extension | To Extension | Direction | Flags
24 Oct 2011 14:50:32 00:00:09 123 122 123 122 Internal

00:00:04

| Start At End At Duration

Recording 24 Oct2011 14500132505 24 Oct 2011 14:50:41.945  00:00:09 440 lLl Lil 00:0002427

Selection 24 0Oct 2011 14500134 932 24 Oct 2011 14:50:41.945  00:00:07 013 T u 24 Oct 2011 14'50:34 932 E] |

File Size: 88.2KB File Format Total Recall VR (rc) Media Format: A-Law, 8000Hz, 64Kbps, mono Duration: 00:00:09.440

2. Use the player controld® , I.'..l, Ll 5ndl to listen to the audio from the
specified start position.
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Recordingsn the AMBE audio format takeonsiderably longer time to decode to
format suitable to play when compared to all other formats. To speed up loading and
playing of recordings in the MBE media formaAudio Playerdecodes and caches
decoded versions of recordings in the AMBE format. As a result, you will notice a
processing delay when loading a recording in the AMBE format for the first time,
however there will be no delay on every sedpsent attempt to load the same recording.

Audio Playeruses the temporary director allocated to the Windows user that runs it as
the location for the cache. The following screen capture shows the location of the cache

and the cached

e

recordings forthe Wiaws user

iemi

0.

~ [ 43 }[ Search Temp

& Downloads

= Recent Places

7l Libraries
3 Documents
J Music
[ Pictures

Subversion

EE videos

18 Computer
& o5

t"'I_i Metwork

348 items

2¥ management (\\filestore.in.prolancer

¥ filestore (\\filestore.in.prolancer.com

» Computer » OS(C:) » Users » emil » AppData » Local » Temp »
Organize = Include in library = Share with = Burn Mew folder
=
o
[ Favorites [
B Deskicp TCDBDEtmp

. TeamViewer
. WPDNSE
L | Jiul4D2N.trp
|| ~DF0AS5630DDA5CCITOR.TMP
_| ~DF5B61AGETOCLEAE4. TMP
|| ~DF36B2FES058424272. TMP
|| ~DF890C67F33188AE96. TMP
v el 5 7 SRS OR LS TP e s e s e -
..‘sm 1-32-20140727-123631-3-2-6000-2.trc 1
&m 1-35-20140726-093737-701-0-700-0.trc 1
:Sm 1-36-20140726-093739-704-0-6000-0.trc 1
) P T T A SR BT O T e Acmin 0.t
| AdobeARM.log
| awf582527583624926378 tmp
|| awf2651348779725309318 tmp

2uAS4NN1 04RATTAASTAUN tran
L] .

r=—=1

Date modified

24/07/2014 4:41 PM

AM  File folder

vl TMP File
A TMP File
Wl TRVR Player

Wi TMP File
A THAD Fil=

Type
File folder

File folder

TMP File
TMP File
TMP File
TMP File

TRVR Player
TRVR Player
ETL File

Text Document
TMP File

Figure 23: Cache Location for Recordings in the AMBE Format

To clear the cache, either delete all TiC files manually, or use the Windows disk
clearrup application and configure it to delete all temporary files.

8.2. Saving a Recording As (Exporting)

Audio Player can export recording files between all supported file and audio formats
with the exception that ¢dannot creat& RCfiles.

Audio Player carexportone recording at a time. Use ttezording
explorer applications if you wish #xporta batch of recordings at

the same time
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To export a recordingirst load it in Audio Player as explained in sect®hPlaying a
Recording

Then, toexportthe recording

Export a recording

1. Select:d Save Ast o di splay the Save As €& dial o

[ [4 Save As ... ﬁ
File Format: {Microsoﬂ Wave (wav) q
@ Media Format: \ PCHM (raw) signed 16 bit, 8000Hz, 128Kbps, mono TJ
File Name: Cworktempitestdatalpema wav @
Progress:
[ Save ] Cancel

2. SelectFile Format.
3. SelectMedia Format

Note that not all media formats can existlirfile formats. The set of media
formats that are available depends on the chBgerFormat.

4. EnterFile Name This isthelocation and name of the destination file.

Alternatively selecld to display a dialog which lets you choose a location and
enter a name for the destination file.

—a

LookIn: | (55 testdata TJ [ e & |l E] &
1min.g711a.alaw 1min.g711u.au
1min.g711a.au 1min.g711u.ulaw i

1min.g711u.wav
1min.g711u-alaw.au
1min.mpeg113.mp3

min.g711a.wav
1min.g711a-D-mp3-duplex.mp3
Imin.g711u.aifc

< e I

File Name: 141739 wav

Files of Type: | Supported Audio Files TJ

( Select | Cancel

SelectSelect o return to the Save As ¢é di al o
5. SelectSave

6. Audio Player will generate the new file as instructed and show progress in the
Progressarea.
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[4 Save As ... [—J&

File Format: [Mi:rosuﬂ Wave [wav) T]

@ Media Format: | PCM (raw) signed 16 bit, B000Hz, 128Kbps, mono TJ
File Name:  C’worktemp'testdataipecma.wav (& |

p .
s Converting C:worktempltestdatalpcmactre to Clworktempite stdataipcmaway ...
Done
save || Cancel |

7. Repeat steps 2 to 6 to save the recording to a different format.

8. SelectCancelwhen donelosethe Save As ... dialog.

You can load and listen to the files that you create with Audio Player as explained in
section8.1Playing a Recording

Alternatively, you can listen to the files that you create with Audio Playérsténdard
players like Windows Media Player.

8.3. E-Mailing a Recording As

Audio Playercan email recording files in any of the supported file and audio formats
with the exception that it cannotneail TRCfiles.

therecordingexplorer applications if you wish &xportand then €

Audio Player carexportand there-mail one recording at a time. Us
mail a batch of recordings at the same time.

Alternatively,exportrecordings iradesirable file and audio format as explained in
section8.2 Savng a RecordingAs (Exporting)and then use your favouriteneail client
to email the recordings.

To email a recording in angupportedile and audio format first, first load it in Audio
Player as explained in secti8ril Playing a Recording

Then, to email the recording:

E-mail a recording

1. Select™ Email Asto displaythe EMai | As é di al og.
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Audio Player will first warn you that it may fail tereail the recording as its file
size may exceed limits imposed by youmail server.

Confirm

@ The size of the attachment(s) to the e-mail message may exceed size limits.

Continue anyway?

(1w
SelectYesto displaythe EMai | As é di al og:
[ R E-mail as - =)

£l

File Format: | Microsoft Wave (wav)

@ Media Format: \_F'Clul (raw) signed 16 bit, 8000Hz, 128Kbps, mono

=

To: someone@somewhere.com

Subject  Recording of meeting

Message: | Hello Someone,
this is the recording of our last meeting for your reference

Bestregards
Someane Else|

Progress:

| Email || cance |
=

- —

. SelectFile Format. This is the file format that will be sent. It is best to select the
wav or mp3 format if the recipient does not hawelio Player

. SelectMedia Format This is the audio format that will be sent. It is best to
select the PCM or MP3 format if the recipieloes not havAudio Player
However, PCM results iaudio files with large size while MP3 results audio
files with small size thieis more likely to be less than tfike sizelimits imposed
by email servers.

Note that not all media formats can exisall file formats. The set of media
formats that are available depends on the chBserFormat.

EnterTo. This is the anail address of the recipient. You can enter multiple e
mail addresses, however you must separate them with semicolon (;).

EnterSubject This is a free text field.
EnterMessageThis is a free text field.

. Selecte-Mail to send the message and the recording as an attachment to the
recipient.

. Audio Player will attempt to send thengail and display progress in tReogress
area:
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3 E-Mail As ... |
-
File Format: | Microsoft Wave (wav)

@ Media Format: | PCM (raw) signed 16 bit, 8000Hz, 128Kbps, mono

To: (.

Subject  Recording of meeting

REN

L 3

Message: Hello Someone,
this is the recording of our 1ast meeting for your reference.

Bestregards
Someone Else

Py 3
PPIES= | Converting C.worklempltestdatalpcma tic to G \Users\emil\ippDatalocalTempimsg47 4402396 1327162257 way ..

Sending C:\Users\emil\dppDatallocalTempimesgd4744023961327162257 wav ...
Done.

E-Mail Cancel |

9. Repeat steps 2 to 8 tenaail the recording ta different recipient or to the same
recipient but in different file and media format.

10. SelectCancelwhen done talosethe EMail As ... dialog

Recipients can load and listen to the files that you send fiteemAudio Playerwith
their own copy ofAudio Playeras explained in sectidh1Playing a Recording

Alternatively, they can listen to the files that you send them #adtio Playerwith
standard players like Windows Media Player.

8.4. Checking the Integrity of a Recording

Total Recall VR systems store recordings in TR file format which is a proprietary,
secure and tampgroof file format. Audio Player can check the integrityf&C files
and detect tampering with the audio samples in the files.

Integrity checks are possible atest generatioMRC files only.

m Other file formatsincluding legacy generation 2 TRC filek not
support the security features of fiRC files and the integrity of the

audio stored in other file formats cannot be checked or guarantet
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Audio Player makes all atigpts possible to load and play, as muct
as possible, compromis@dRCfiles.

So loading and playing are in no way reliable methods of checkir
the integrity of the audio that is storedTiRC file. Use the procedure
described in this section to check the integrity of the audio that is
stored inTRCfiles.

To check the integrity of the audio that is stored TR file, first load it in Audio
Player as explained in secti8ril Playing a Recording

Then, to check the integrity:

Check the integty of a recording

1. Select¥” Checkto run an integrity check and display a report dialog:

7 Integrity Check Iéj

Progress

Checking C:worktemp'testdatalpcmadtre ...
Media starttime in headers ... OK.
Stream(s) header(s)... OK

Media duration in headers ... OK.

All pages with packets ... OK.

Packet starttime ... QK.

Packet sample count ... OK.

Sample checksum ... OK.

Sample count . OK

Done

Cancel

2. The previous screen capture shows a report for a file that passes the integrity

check. If Audio Player detects tampering that it will show it in the report:

7 Integrity Check &J

Progress:

Checking Cworkspaceiprolancertnricomponentsiclientites I
Media starttime in headers ... OK.

Stream(s) header(s)... OK

Media duration in headers ... OK.

Expected 70553463 but read 9053 bytes in packet

FILE CORRUPT OR COMPROMISED

P J LS I
Cancel

3. Selet Cancelto close the Integrity Check dialog.
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9. Event Player

Event Player is a powerful audio player application designed to play the mix of the audio
from multiple recordings ordered in time. This enable users to recreate events that comprise
of one omore recordings and listen to the audio of the events as it happened in time.

2]} Total Recall VR Event Playe

File Help

L [A save As | | 5 E-Mail As | | 7 Check | | | C'worktemp\TRVRExampleEvent | | @®Add || 3 Remove | m |
Start At | Duration | From Number | To Number | From Extension | To Extension | Direction | Flags |
04 Nov 2014 12:52.05 00:00:09 Unknown

04 MNov 2014 12:53:17 00:00:19 1234567890 Cutgoing

04 MNov 2014 12:53:50 00:00:07 1234567890 Cutgoing

00:00:30 00:00:36 00:00:42 00:00:42

| Start At | End At | Duration
» Q b P
Event 04 Mov 2014 12:53:05.012 04 Nov 2014 12:53.58.366 00:00:53.354 000016356
Selection 04 Nov2014 12:53:17.438 04 Nov2014 12:53:31.289  00:00:13.851 I B | 04Nov20141253:21.368 ra

Figure 24: Event Player Application

Events are time ordered collection of recordings that are related to each other in some way.
For examplerecordings related to the communication between an air traffic controller and
a pilot during landing.

The recordings that are part of an event are known as event segments (or parts).

It is possible to reconstruct an event by playing (and mixing whensegggvent
segments in time order, as they happened.

Use the Event Player to create and listen to events. In addition, you can use the Event
Player to export events to standard audio file formats (wav, mp3, aifc, au and spx) that are
compatible with popw@r audio player applications such as Windows Media Player. You

can also save events to a file or send them-meito other members of your team.

Finally, you can use Event Player to check the integrity of event segments.

9.1. Creating an Event
You must crate an event before you can play it.

Create an event

1. Start by creating an empty folder. The folder can be located on your local disk,
or a network drive. For example:
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® ‘ . ¢ Computer » O5(C) » worktemp » MyEvent ~ | 43 [l Search MyEvent L
e =
Organize v Include in library + Share with » New folder k- l@
- Name Date modified Type Size

0 Favorites
Bl Desktop
& Downloads

| Recent Places

4 Libraries
3 Documents
& Music
&= Pictures
=il Subversion

H videos

7% Computer
& os(c)

’ 0 items

m

% management (\\filestore.in.prolancer

53 filestore (\\filestore.in.prolancer.com

This folder is empty.

Note: you can skip this step and create a folder during step 2.

2. Load the empty event in Event Player. Selatto display the Event Directory
dialog and select the directory that you created in step 1:

-
;;'BI Event Directory

b - o

Look In: l[ﬁ worktemp

o (@] (@] (@] (E)(E]

&5 0Photos &5 TRVRExampleEvent
(&5 Artsys (&5 Nixon (&5 TRVRMetworkFolder
(&5 currencyFair (5 testdata [E5 TRVRPublicFolder
ﬁ Honeywell ﬁ TRVRArchiveExport ﬁ TRVRWorkgroupPublicFolder
(&5 nsurance [E5 TRVREVent
(&5 Jacques (£ TRVREventEmpty
Folder name:  ClworktempiMyEvent

Files of Type: [Diredories Only

B

Select Cancel

Note: if you did not create a folder during step 1, then you can create a new
folder at this step as well by selei & .

3. SelectSelectto load the empty event. Event Player will load the empty event and
enable thé® Add button.

12 Total Recall VR Event 7

File Help
H save As ) E-Mail As v Check ClworktempiMyEvent & Add B Remove m
Start At | Duration | From Number | To Number | From Extension | To Extension | Direction | Flags
l
| StartAt | End At | Duration e
» © | 00:00:00.000
" {3
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4. You can add segments to the event by simply dragging and dropping recordings
from Explorer applications:

> /e 00:00:48.474

& smaunaarss | O

5. Alternatively, selec® Add to open the Audio File dialog and then navigate to
the directory which contains the recordings that you wish to add to the event:

r;.'}]l Audio File - ﬁ M‘
Look In: [ Recordings |v] [ﬁj [ﬁj @@

1-1-20141104-003748-null-123451

1-4-20141104-003911-null- 12345

File Mame: rc” "1-3-20141104-0037489-nul-12345678950 trc” "1-4-20141104-003911-null-12345678950 tre”

Files of Type: | Supparted Audio Files |']

| Cancel

i

4

6. Select one or more recordings and then s@&elsctto add the recordings to the
event.Event Playewill start loading the segemts and show progress:

7. SelectOk to return toEvent Playewhich now should show the metadata and
waveform for each of the segments.
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