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1. Preface

1.1. Conventions

Our guides use several conventions to highlight certain words and phrases and draw
attention to specific pieces of information.
1.1.1. Notes & Warnings

We use the following visual styles doaw attention to information that might
otherwise be overlooked:

Ignoring a note should have no negative consequences, but you

Notes are tips, shortcuts or alternative approaches to the task at

miss out on a trick that makes your l@asier.

Important boxes detail things that are easily missed: configuratio

restarting before an update will apply. Ignoring the information wi

changes that only apply to the current session, or services that n

not cause data loss, but may cawsttion and frustration.

Warnings should not be ignored. Ignoring warnings will most like
cause data loss.

1.1.2. Typographic Conventions

We use typographic conventions to call attention to specific words and phrases.
These conventions, and thiecumstances they apply to, are as follows.

Example Meaning
SelectGuideto Locate the link named "Guide" on the screen, position th
display ... cursor over the link and then depress the appropriate mc

button to follow the link.

SelectAdd to create
anew ...

Locate the button or menu item named "Add" on the scre
position the cursor over the button or menu item and the
depress the appropriate mouse button to initiate an actio
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EnterCommission...

Locate the field named "Commissioofi the screen,
position the cursor over the field and then depress the
appropriate mouse button to select the field. Once the cu
appears in the field, enter a value.

ChooseCountry ...

Locate the field named "Country" on the screen, position
cursa over the field and then depress the appropriate m¢
button to display the available options. Then position the
cursor over the desired option and depress the approprie
mouse button to select it.

Tick Active User...

Locate the check box named "AaiWser" on the screen,
position the cursor over the check box and depress the
appropriate mouse button to place a visual tick in the bo

Un-tick Active User

Locate the check box named "Active User" on the screer
position the cursor over the checkxtend depress the
appropriate mouse button to remove the visual tick in the
box.

Enter$30.95...

Enter "$30.95" using the keys on your keyboard.

1.1.3. Procedures

We use numbered sequence of steps to define procedures for performing certain

tasks. Foexample:

Procedure Title

1. This is the first step of the procedure.

2. This is the second step of the procedure.

a. This is the first sutstep of step 2.

b. This is the second stdiep of step 2.

3. This is step three.

1.2. We Need Feedback

If you find a typographical erran this guide, or if you have thought of a way to make
this guide better, we would love to hear from you.

Please submit your feedback using the feedback form on our web site:
http://www.prolarcer.com.au/contact/feedback

If you have a suggestion for improving theide thentry to be as specifias possible
when describing your suggestigddtherwise, fiyou have found an error, please include
the section number and some of the surrounding text so we can find it easily.
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2. Introduction
2.1. About This Guide
This guide describes thietal Recall VRManagerapplication.

The guide is intended for Total RecalR\end users. It describes how to tlse Total
Recall VRManagerapplication. Please keep a copy of this guide handy for quick
reference.

2.2. What is Total Recall VR

Audio Logging
and
Call Recording
Systems

Total Recall VR is a professional audio logging and call recording system wisielf is
contained, fully featured and cesffective. Enterprises and governments worldwide use
it to create electronic records of many forms of audio communication including
telephone, 2vay radio, broadcast radio, public address, intercoms, room microphones
and much more.

Total Recall VR is the ideal solution for:

9 Recording business telephone conversations;
Recording agent calls in contact centres;
Logging emergency response communication;
Logging business operations communication;
Logging radio broadcasts;

Logging public announcements;

Logging Air Traffic Control communication;

= 4 -4 -4 -—a A -

Creating audio records of meetings, legal proceedings, public enquiries and
similar events; and

1 Creating compliance records to meet duty of care and legal requirements.

Total Recall \R captures all audio in digital format and stores it in a proprietary, secure
and tamper proof file format in its dyoard hard drive storage. The file format preserves
the originality of the audio that it stores and has a number ofibuilechanisms thia

aid quick and reliable detection of tampering. However, for ease of access, Total Recall
VR client applications can generate copies of recordings in a number of popular and
everyday formats such as Mic8¢0npB8)ftods Wave (.
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Storingaudio by itself does not help when looking for one recording in a store that can
hold hundreds of thousands of recordings. That is why, in addition to audio, Total Recall
VR captures and then stores information related to each recording and audiorsource i
its database such as start time, end time and duration of recordings, calling and called
numbers on telephone calls, DTMF digits during calls, radio IDs, user configurable
notes and much more. This information is the backbone of a powerful searchigapabil
which can pin point a single recording in a set of hundreds of thousands of recordings
which reside either on a Total Recall VR recorder or in one of many typessyfstéim
archives of recordings.

In addition to the audio recorder and thebward sbrage, each Total Recall VR system
comes with a builtn media player with comprehensive player controls (start, stop, fast
forward, rewind é). The player can pl ay
stream audio to a remote client applicatidmich then outputs the sound to the PC
speakers of the PC that it runs on.

While audio recording, storage andplay are the main functions of Total Recall VR,
every Total Recall VR offers many more advanced, professgradee features. For
example:

1 Ability to capture audio from different types of audio sources (analogue, VoIP,
RolP, AolP and ISDN), at the same tiinaybrid recording.

1 Live and reatime monitoring (listening) of recordings in progress on the system
itself or on a remote PC with the aiflaoPC client application.

1 Featurerich archiver which can create searchable archives of recordings on CD,
DVD or BD discs, USB keys or drives and network drives, either automatically
or ondemand.

1 Automated seltleaning mechanism that removes obsoletendings
automatically and on regular intervals to keep the system operating endlessly.

1 SNMP agent capable of generating SNMP alarms (traps).
1 SMDR integration for a number of popular PBXes.

=a

Fully internationalised user interface; all menus and softwaliéahbiein
multiple languages.

Role based access control.
On-board LCD display and control keypad on selected models.

A range of PC client applications with value adding functionality.

= =2 =2 =

APIs and PC applications for integration with other business systems and
solutions.

When audio records are critical to your operations, Total Recall VR delivers. It is
professional, reliable and fully sedbntained solution for audio logging and call
recording that comes at an affordable price.
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The Total Recall VR OvervieyB] guide contains a comprehensive
description and overview of Total Recall VR.

2.3. What is Total Recall VR Manager

Total Recall VR Maager is a system management application that provides for system
configuration, maintenance and status monitoring of Total Recall VR systems. In
addition it provides for configuration of Total Recall VR PC applications when the
applications are used in wa@group mode.
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Figure 1: Total Recall VRManagerScreen Shot

Total Recall VRManageroffers:

1 User configurable and flexible role based access cdoirall apdication
features

1 Two working modes: workstation (for use ayingle omultiple users on a
single PC) and workgroup (for use by multiple users on multiple PCs).

1 Configuration management of the configuration of multiple Total Recall VR
systems.

1 System and channel status monitoring of multiple Total Recall VR system

1 Comprehensive set of maintenance tools for Total Recall VR systems.
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1 Configuration management of Total Recall VR PC applications when the
applications are used in workgroup mode.

1 Advanced natural languagearch query builddor recording queries thaan be
shared by users of Total Recall VR PC applications.

Total Recall VRManageris aJava/Windows based applicatidasigned to run on a PC
with Windows 7,8 or 10

Total Recall VRManageris a licensed application. You must
purchase an Activatiobicensein order to use the application.
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3. Start Here

3.1. System Requirements

Total Recall VRManageris a Java based application designeditoan a PC with
Windows 7, 8 or 10.

The application is compatible with Windows XP and Vista, however it has not been
tested for correct operation on Windows XP and Vista.

For best experience wiffotal Recall VRManagelinstall it on a PC with the following
specification:

1 40Mbfree hard dik space.

1 8Gb memory (RAM).

1 Display hardware that supports the HD resolution (1920x1080).
1 100Mbps Ethernet network interface (NIC) hardware.

The PC must have a working network connectaoml access to anMail server in
order to send-enail from Total Recall VRManager

3.2. Compatibility

Total Recall VRManagermuses cutting edge technology to connect to Total Recall VR
systems that run different releases of the Total Recall VR application.

As a result, it is possible to conndaital Recall VRManagerto Total RecalVR
systems that run a 9.x.yQXk.yor 11.x.yversion of the application at the same time.
However, the minimum releases of the Total Recall VR applicatiomévasupport for
applications like Total Recall VRIanager are 9.15.0 and.Z®M so you will have to
upgrade your Total Recall VR systems toeast 9.15.0 or 10.7, if possibleto do sgQin
order to use Total Recall VRanagemwith your systems

It is not possible to connect Total Recall WRinagerto Total Recall
VR systems that run application versi®m.y or earlier.

3.3. Application Working Mode

You can use Total Recall VRanageiin one of two working modes: workstation or
workgroup.

3.3.1. Workstation Mode

This mode idest when a singler multipleuserswill useTotal Recall VRManager
on a single PC.
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In this modethe Total Recall VRManagerconfiguration (users, Total Recall VR
systems ¢€&) i shatfuosdche hpplicatioAs eresultiPotal Recall VR
Managercan be usebly a single uge or multiple useron the same PC.

The following diagram illustrates workstation mode. In summboyal Recall VR
Manageris installed on a single P@ uses the configuration database (H2 database)
on the same PC. Multiple useesch with their owngplication accountan use the
Total Recall VRManageron the same PC.

Figure 2: Total Recall VRManagerin Workstation Mode

Of course, you can instdllotal Recall VRManageron multiple PCs and use it in
workstation mode on each PC. However, each instance iseindept from all other
instances anchustbe configured independently of all other instances.

3.3.2. Workgroup Mode

This mode is best when multiple userii useTotal Reall VR Managerfrom
different PCs.

In this mode alllotal Recall VRManagelinstances use the same configuration
(users, Tot al Re c al |, ToMdlRecalllwWBMaeragescandg . As
usedby multiple userseach with their own application accouohmultiple PCs.

You can manage theotal Recall VRManagerconfiguration from any PC that has an
instance off otal Recall VRManagerand the changes will apply to all instances of
Total Recall VRManagermn all PCs.

The following diagram illustratesorkgroupmode.In summary;Total Recall VR
Managertis installed on multiple PCs. Each instance uses the central configuration
database (H2 database) which is installed on a separate server. Multipleasers
with their own application accourdan uselotal Recall VRManagerfrom different
PCs.
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Figure 3: Total Recall VRManagerin Workgroup Mode

3.4. Pre-Installation

Total Recall VRManagerrequires % party software and drivers which ymay need to
install before installind otal Recall VRManager

3.4.1. Java SE Runtime Environment

This 39 party software is mandatory. The application will not run ¢
all without it.

Total Recall VR Monitoiis a Java application and as such it requires a Java SE
runtime environment to run.

You must install a 32bit, version 8 (tested and recommendady SE
@ Runtime Environment on your PC to uBeatal Recall VRManager

You can download a Java SE Runtime Environment installer from
http://www.oracle.com/technetwork/java/javase/downloads/index.t
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You may already have a Java SE runtime environment on your PC. Ask your friendly
technical staff to help you determine this if you are not sure how to check.

If your PC is running a 64bit version of Windows, then you may already have a 64bit
Java SE runtime environment on your PC. If this is the case you must install the 32bit
Java SE runtime environment on your PC as well in order tdats¢ Recall VR

Manager Ask your friendly technical staff to help you if you are not sure what to do.

3.4.2. H2 Database

in the workgroup mode. It is not needed to use the application in

This 39 party software is optional. It is required to use the applica
workstation mode.

Total Recall VRManagemses an H2 database to store its configuration and
operating parameterd.ylou intend to usé&otal Recall VRManagelin workgroup
mode (see sectidh3.2Workgroup Modg, then you must install a central H2
database which will be shared by all instanceBatal Recall VRManager

You can download a Windows installation package for an H2

database server from

http://www.h2database.com/html/download.htWile have tested the
application with version 1.200and we recommend that you use tf
version.

Once youhaveinstalledanH2 database on a serveonfigure the H2 database
service (using the wrapper.conf file in the services directory) and make sure that the
H2 database service is running.

This document uses an H2 database server which runs on a mac

with IP address 192.168.120.200 amdvides service on TCP port
9092in examplesThe same server provides a management servi

on TCPport 8082.
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The H2 database installation instructions are not as clear as they should be when it
comes to explaining how to get an H2 database server gdiedollowing is a
summary of the steps and can be used as a guide eftiey sip an H2 database
server;nowever it does not aim to replace the iofél H2 database documentation.

Install an H2 database server

1. Download the latest stable Windows instaftem
http://www.h2database.com/html/download.htkvle downloaded a file
n a mésetdp201910-14.exd f or t hi s exampl e.

2. Run the installer file which by default will install the software in
i AProgram FilekH2 0 olmi & & Y s\Pregram Biles (&2 0 o n
a 64it system.

3. Step 2 does not install the H2 database service automatically. You must
manually install itafter configuring itas follows.

The service ensures that the H2 dasabstat when the machine restarts.

4. The service confhProgranr ati on is in the #fc
FilesH2\serviceawr apper . conf o fil e. We modi fi ed
service to our environment:

1. # Application parameters. Add parameters as needed starting from 1
2. ## -- Make sure to allow tcpPort on the firewall - ##
3. wrapper.app.parameter.1=org.h2.tools.Server

4. wrapper.app.parameter.2= - tcp

5. wrapp er.app.parameter.3= - tcpPort 9092

6. wrapper.app.parameter.4= - tcpAllowOthers

7. wrapper.app.parameter.5= - web

8. wrapper.app.parameter.6= - webPort 8082

9. wrapper.app.parameter.7= - webAllowOthers

10. wrapper.app.parameter.8= - ifNotExists

11. wrapper.app.parameter.9= - baseDir "c:/worktemp/db"

In summary, we want the service to store database files in the

A dworktempd b 0 d i on thelocal machinand run on TCP port
9092 Also, we want the service to u3€P port 8082 for web
management.

5. With the above changes in place, open a terminal window and change to the
A dProgram FilesH2\s er vi ce o0 directory. Then:

a. Run thel install_sevice.batscript to install the service on the
machine. This adds the AH2 Database Er
services on the machine.

b. Run the2_start_service.bagcript to start the service.

c. To make sure that the service is running, start a browsey thsen
3_start_browser.bascript on the same machine. This should show the
login page for the database server management console.

6. Edit the firewall configuration for thenachineand make sure that TCP
ports M92and 8082if you areusing our configuratn from step 4) are not
blocked.
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How you complete this step depends on the fireayglicationthat you are
using. Please consult the documentation for your firewall application.

7. Once the firewall is allowing communication T&P ports 9092and 8082
open arowser on a different machine aatlempt to access the H2 server
web management console ushittp://192.168.120.200:808# you are
using our configuration from step #) make sure that remote access to the
server is possible.

Note that you do not need to create database users and a databass Recall VR
Manageronce the server is running. The first instancéathl Recall VRManager
that will attempt to use the server will create aserda databas which you must
then use for all other instancesTaftal Recall VRManager

3.4.3. Remote Interface

m This recorder configuration is mandatory. The application will not
able to connect to recorders without it.

In most case$otal Recall VRManagemwill connect to one or more Total Recall VR
systems.

Total Recall VRManageruses the Remote Interface provided by Total Recall VR
systems to connect and interact with Total Recall VR systems. As a result, you must
configure the Remote Interface on each TB&tall VR system that you wish to

access fronTotal Recall VRManager

See section 6.5 in the Total Recall VR Embedded GUI User Ghlider details on
how to corfigure the Remote Manager Interface on systems with-ioudtreen.

For example:
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=
[F] Total Recall VR Fa H
18 Sep 2012 QOPTIONS MENU &' 16:53:53
EIQQJ General Seftinas <=3 License Setlings ;"I] Archive Settings
Remote Manager Settings
Call Settin [ Jse Dial-up nance
IP Address 192.168.3.100
£ | Network S Base Port Lo e Manager
Host Name
Eﬁ Bxension{ Maximum Sessions 05 Shutdown
Session Duration 2 hours

Set Remote Manager Settings

Figure 4. Remote Interface Configuration

If your Total Recall VR system does not have a Baikcreen, then use the Total

Recall VR Manager application to configure the Remote Interface. See section 8.2.5
in this guidefor details on how to configure the Remote Interface on systems without
a bult-in screen.

For example:

€. Remote Interface Settin gs

@ Application Interface
IP Address: | 192.168.130.202 )]

Host Mame: trr-202.tsn.prolancer.com.au

Base Port: 10010

!

55H Interface

«

Media Streams

Pi -
L Applying settings to TRVR Sydney...

Daone.
Fetching settings from TRVR Sydney. ..
Daone.

[ Fetch ] { Apply J [ Cancel J

Figure 5: Remotelnterface Configuration

3.5. Application Installation

A Total Recall VRManagelinstaller is available for download from our web site. We
do not ship installation media fdotal Recall \R Manager
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@ | Pleasevisit http://www.totalrecallvr.com/applications/totedcalktvr-
manageto download the installer fdrotal Recall VRManager

The installer is a wizard based installation program which will guide you through the
installation steps. To installotal Recall VRManageron your PC:

Install Total Recall VRManager

1. Extract the TRVRManage6Getupx.y.z.yyyymmndd.exe file from the
TRVRManager-Setupx.y.z.yyyymmadd.zip file that you downloaded from our
website

2. Doubleclick on theTRVRManagerSetupx.y.z.yyyymmdd.exe file to launch
the installer.

3. Follow the prompts to complete the installation.

3.6. Application Upgrade
To upgradeTotal Recdl VR Manager

1 If you wish to keep the previous configuration and activaiwensefor the
application, then simply follow the installation procedure. Do not uninstall the
previous version of the application.

1 If you wish to have a clean installation of the application, with new
configuration, then first uninstall the previous version of the application and then
install the new version. Please make a record of your actiMatensebefore
you uninstall the oldersion of the application. You will need the activation
licensefor the new version of the application.

3.7. First Run

Total Recall VRManagemrequires an activation license key to run. As a result, when
you runTotal Recall VRManagerfor the first time,t will prompt you to enter an
activation token or license as shown on the following screen capture.
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Trial Token: (=)

p Adtivation Token: ()

License Text: ()

Registered To
Company.
Name
E-Mail
Status:  Invalid
Sessions: 0

Expiry.

Aclivate | Cancel

Figure 6: Activation Dialog

You can activate thapplication in one of the following ways:

1. Activate a 10 day trial of the application by choosingThal Token option.

3.

This mode of activation requires Internet access.

Note that you will be able to activate one, and only one, trial of the application
on a given PC. Once the 10 day trial is pbete, it will not be possible to
activate another trial for the application on the same PC.

Activate the application for either a limited time or perpetually by entering an
Activation Token that we send you when you purchase a license for the
application.This mode of activation requires Internet access.

Based on the number of licenses that you purchase, and the type of token that we
send you, you may be able to activate the application with the token on a single
PC or multiple PCs. Please consult theringions that come with the token for

more details.

Activate the application for a limited time or perpetually by enteribganse
Text. This mode of activation does not requires Internet access.

This mode of activation, in general, will be used owlydxisting licenses

(activated previously) when lost or misplaced. Please contact us for instructions
on how to proceed to recover lost activation licenses. However, it can be used to
activate the application on PCs that do not have Internet access.

Instructions for each method of activation follows.

Activation with the Trial Token

1.

To activate a 10 day trial of the application selacal Token.
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A Activation

Trial Token: (=)
Activation Token: (_)

License Text ()

Registered To

Company.

Mame

E-Mail

Status:  Invalid

Sessions: 0

Expiry.

Activate Ok Cancel
— _cancel |

EnterRegistered ToCompany NameandE-Mail as desired. Note that the

details that you enter here will be needed to recover the trial activation license in
the event that it is lost or misplaced so make a record of them and keep them in a
safe place.

For example:

A Activation

Trial Token: (®)
Activation Token: (_)

License Text ()

Registered To: Sales Department

Company: Enterprise Inc

Mame: John Sales

E-Mail: john@enterprise.com

Status:  Invalid

Sessions: 0

Expiry.

Activate Ok Cancel

SelectActivate to attempt actividon. The application will attempt activation

(over the Internet) with the Total Recall VR licensing server. If you receive the
following error message, then a trial of the application was previously activated
on the PC.

The license could not be activated.
Please try alternative activation methods, or contact support

As a result, the Trial Token caoinbe used to activate the application (again).
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4. In most cases the activation will be successful. For example:

A Activation

Trial Token:

Activation Token: (2)

License Text: ()

Registered To: Sales Depariment

Company: Enterprize Inc

Mame: John Sales

E-Mail: jehn@enterprise.com

Status: alid

Sessions: 1

Expiry: 12 Dec 2017 13:16:00

Activate Ok Cancel

5. SelectOk to start the trial of the application. You will not be asked to activate
the application agaiduring the trial.

Activation with an Activation Token

1. If you have received an activation token from us, then you can activate the
application with the token. This is an example of an activation token that you
will receive:

ZU2QL- DSFGK GHAHA3NWIB 24RAH LJQ9A- ASLEH GTPH5 3G6L4-
XJIPTX- H5SEA

2. To adivate the application with an activation token seksdiivation Token.

A Activation

Trial Token: (_)
Activation Token: (&)

License Text: ()

Registered To:

Company:

MName:

E-Mail:

Status: | Invalid

Sessions: |0

Expiry:

Activate Ok Cancel

3. Enter the token as you received it from us. For example:
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A Activation

Trial Token: ()

Activation Token: (@)

1Z-DRGWSE-GKFG4-PLIDH-U4GAZ-F2QYA-AQIEY-YUSIN-35MEY-TWHPA-MVMPY

License Text ()

Registered To

Company.

Mame

E-Mail

Status:  Invalid

Sessions: 0

Expiry.

Activate Ok Cancel
— _cancel |

4. EnterRegistered ToCompany NameandE-Mail as desired. Note that the
details that you enter here will be needed to recover the activation license in the
event that it is lost or misplaced so make a record of them and keep them in a
safe place.

For example:

A Activation

Trial Token: ()

Activation Token: (@)

1Z-DRGWSE-GKFG4-PLIDH-U4GAZ-F2QYA-AQIEY-YUSIN-35MEY-TWHPA-MVMPY

License Text ()

Registered To: Sales Department

Company: Enterprise Inc

Mame: John Sales

E-Mail: john@enterprise.com

Status:  Invalid

Sessions: 0

Expiry.

Activate Ok Cancel

5. SelectActivate to attempt activationlhe application will attempt activation
(over the Internet) with the Total Recall VR licensing server. If you receive the
following error message, then the Activation Token is no longer valid, or it was
previously used to activate the application.

The license could not be activated.
Please try alternative activation methods, or contact support

6. In mog cases the activation will be successful. For example:
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Trial Token: (_)

p Activation Token: (&)

1Z-DRGWS-GKFG4-PLIDK-U4GAZ-F2QYA-AQJEY-YUSIN-35MEY-TWHPA-MVMPY

License Text: ()

Registered To: Sales Department
Company: Enterprise Inc
Name: John Sales

E-Mail: | jochn@enterprise.com

Status:
Sessions: 1
Expiry: Does not expire

Lok | [wcancen

7. SelectOk to start using the application.

(Re)Activation with License Text

1. We may send you the license text of an activation license if you cannot activate
the application over the Internet, oydu have activated the application before
and misplaced your activation license for the application on a particular PC. This
is an example of license text that you will receive (some lines were removed to
save space):

# Example Application License (id: 151 1837763868)
6729c0c1fc5b9b29b19¢c4336e2068b75b231474c87chbce079ff39ea741b0
04ec3480fda88ffed82f6dee402293e82elecel84925ed3510c2189¢c2b18
4¢819332337373235b9e7b8210da6286c2f502de30a0a4140e3a5ddc1102

4abc5a5éfd5f380804a4ee8b45e92495aa0362e67cf509721a48400 c9ee3
8b699a6d3fc266e0d8efabcede2d58427ac92f510576c4250af30d5ad7a2
5cde6395e2493adb54960307e8083ae8

Note:

a. The PC does not need Internet access to (re)activate the application with
license text.

b. The license text that we will send you is for an existingrise which
activates the application on the same PC (without hardware
modifications) as it was when activated for the first time.

c. If the activation license is lost due to damaged hard disk, or motherboard
and you replace the faulty hardware, then theneeext of the original
activation license (which we will send you) will no longer be valid as the
hardware of the PC changed and you will have to purchase a new license.

2. To activate the application with a license text sdlémnse Text
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A Activation

Trial Token: ()
Activation Token: (_)

License Text: @

Registered To
Company.
Name

E-Mail

Status:  Invalid

Sessions: 0

Expiry.

Activate Ok Cancel

3. Enter thdicense text as you received it from us. For example:

A Activation

Trial Token: ()
Activation Token: ()

License Text (&)

8c65618e73501fed0ccOccldbh331e2e5d67840052210737430070208483
9d30663chf3b0f8ccddee3Moe2d0c4dS20973d6097e31e6d08a006534
2af4684778c0cfc4b27 edb4d18b6a40810095943df9580d24c868e615d11 5
5216418842c55800c8560201743cc77adb 1c6f5d36e8f67ac0335/516abs

[a

_5989b3efdb9d9342bab1acaET1aQBaacede| _Iv
< T
Registered To
Company:
Name
E-Mail

Status:  Invalid

Sessions

=}

Expiry.

Activate Ok Cancel

4. SelectActivate to attempt activation. If you receive the following error message,

then the activation license is no longer valid, or it is for a different application, or
it is for a PC with differenhardware.

The license could not be activated.
Please try alternative activation methods, or contact support

Lox)

5. In most cases the activation will be successful. For example:
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A Activation

Trial Token: (_)

p Activation Token: (_J

License Text: (8)
8cA5618e735b 1fed0cc0cc0d56331e2e5d6784bc522fb737430070208483 &
9d30663cbf3b0f8ccddes 3ff5e2d0cdd5b2b973d6097e31e6d08a096534
2afdG64778c0cfcdb27edbdd18b6a40810098943df9580d24c868= 61541 5
5216418842c558b0c8560201743cc77ad61c6f5d36e8f67ac0335516ab5
5eBeb3efdb9d9a42bablacas71a96aacefd0 ¥

- AL

Registered To: ==

Company: Ent

Name: John Sales

E-Mail: john@enterprise.com

Status:

Sessions: |1

Expiry: Does not expire

Ok Cancel

6. SelectOk to start using the application.

Once you activate the application (for the first time), it will display the Preference dialog
which allows you to configure the applitcm.

Application Configuration

1. The Preferences dialog allows you to configure the application

o Preferences

J [ patavase { 3 EMail 1

: Mode: | Workstation v
.i Database

MName: DeskiopDB

User Name: i
Password:
Host: 127.0.0.1

Port: 9092

Save Cancel

2. On theDatabasetab, ®lectMode This is the working mode that the application
will use. Selecbne ofthe following:

a. Workstationif you wish to allow multiple users to use the application but
on a single PC see sectioB.3.1WorkstationModefor more details.

b. Workgroupif you wish to allow multiple users to use the application
from multiple PCq see sectio.3.2Workgroup Moddor more details.

3. If you selectWorkgroupmode, then enter the details of the central H2 database
which contains the configuration ftre applicatio:
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a. EnterName This is the name of the H2 database. All application
instances that share the same H2 database must use the same name for the
database.

b. EnterUser Name This is the user name that the application will use
when connecting to the database. a&dplication instances that share the
same H2 database must use the same user name.

c. EnterPasswordThis is the password that the application will use when
connection to the database. All application instances that share the same
H2 database must use tbeme password.

d. EnterHost This is the IP address, or the host name, of the server which
runs the H2 database server.

e. EnterPort. This is the TCP port that is used by the H2 database server to
provide database services.

For example:

ﬂ Preferences

J 3 Datavase ‘ (5 E-ai l

- Mode: [Workgroup q
.i Database

MName: DesktopDB

User MName: trr

Pascword: | Fress

Host: | 127.0.0.1

Port: | 9092

Save Cancel

. Optionally, and if you wish tenablesending of email fromthe application,
switch to theE-Mail tab:

¥ Preferences

M (o E-Mail l

SMTP Host: | mail. mydomain.com
’ Credentials

UserMame: mailman

Pascword: | #eesssesssse

Save

. To enable sending ofmail from the application:

a. EnterSMTP Host This is the IP address, or the host name, of an SMTP
e-mail server on your netwotkat the application can use to senthal.
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b. Optionally, and if your SMTP server requires authentication to send e
mail, entetUser NameandPassword

6. SelectSaveto save the application configuration.

7. The applicatiormay take a moment to initialise. Wheane, it will display the
Login dialog:

- User Mame:
v, -

Password:

. Login | [ cancel |

8. If you are usinghe applicationn workstation mode, then use the jonfigured
user with application administration rights to log in:

a. User Nameadmin
b. Passwordchangeme

9. If you are usinghe applicationn workgroup mode, then you can use any user
that exists in the central H2 databadewever, f this is the first instance dhe
application then use the preonfigured user with application administoati
rights to log in (see the previous sfeplogin detals).

Once you login for the first time you should proceed immediately to the Resource
Manager where you need to create at least one user (see Users tab) and one recorder
connection (see Recorders tab).
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4. User Interface

Total Recall VRManageris collection of applications that work together in a desktop like
environmenivhich provides theuntime environmerifor the applications.

4.1. Desktop

The following screen capture shows the desktop as it appears when all applications are
minimised. The applications appear as icons at the batigeof the desktop.

Figure 7: Total Recall VRManagerDesktop

Note that not all icons that you see on the previous screen capture may appear on your
instance of the desktop. Sectid Plug and Plagxplains whyThe following screen
capture shows a number of applications in use within the desktop.
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886008800000 8888880000
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Ve, 4%
CoCC!
7 8 1 2

v
LT TS SRS

BH00000LLE B08VEBLLEO
£y [
Chasn Statvs
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Figure 8: Total Recall VRManager Desktop with Applicationgn Use
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4.2. Main Menu Bar
TheTotal Recall VRManagemain mentbar comprises of Bienus:

42.1. File Menu

“% Total Recall VR Manager

The File menu includes the following options:
1. Exit

It terminatesTotal Recall VRManager

4.2.2. Help Menu

“% Total Recall VR Manager

License

Web Site
Forum

About

The Help menu includdabe following options:

1. License

It displays the Activation Status dialog which shows information on the
activation license:

A Activation Status

Status: alld
’) Sessions: 1

Expiry: Does not expire

Registered To: | Sales Department

Company: Enterprise Inc

Mame: John Sales

E-Mail: john@enterprise.com

2. Web Site

It starts the default system web browser and loads the front page of the Total
Recall VR web site.
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3. Forum

It starts the dault system web browser and loads the Forums page of the
Total Recall VR web site.

4. About

It di splay O6aboutd information about
number of the application.
4.2.3. User Menu

h admin

Log Out

My Password

Preferences

Found in the top right corner of the desktop, anky vhen a user is logged in, the
user menu includes the following options:

1. Log Out

It logs out the current user from tbesktop This will close all applications
and show the log in dialog so another user can log in and proceed to use the
application.

2. My Password

Displays the My Password dialog which allows the current user to change
his/her own password:

Y& New Password

Password: ||
@ Password (again):

. Ok | Cancel

3. Preferences

This item appears on the menu only is the current user has application
administration rights.

It displays the Preferences dialog whailows you to configure the
application.
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£% Preferences X

J (5 Database ‘ 5 E-Mail 1

- Mode: | Workstation M
.i Database

Mame:

User Name:
Password:
Host:

Port:

Save |

4.3. Applications
Total Recall VRManagercomprises of the following applications:

0 éé I Resource Manager

Resource Mnager is an application that prowsder configuration of
application resources such as users, TotablR VR systems, location of
network drives which contain TotRlecall VR network archives, Public
Folder archives and Mega archives

This application appears on the desktop oifilgnd only if, the current use
has administrative privilegder the applation

/;.l..z Criteria Builder

Criteria Builder is an application that provides for the creation, editing
sharing of comprehensive natural language search queries.

The queries that are created by this application can be shared by mult
recordingexplorerapplications and the event player and monitor
applications In addtion, the queries can be used as recording filter on t
usersa profile

This application is always present on the desktop.
il | Recorder Control Panel

*5} Recorder Control Panel is application that provides for remote
configuration management of the configuration of Total Recall VR
systems. In addition, the application has provisions for performing a
comprehensive set of maintenance activities on Total Recall VR syste

This applicéion appears on the desktop only if the current user has
authorityto manage recorders

|\ Recorder Status Panel

)

Recorder Status Panel is an application that shows the status of Total
VR systems as well as the status of recordingeéls on Total Bcall VR
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systensin near reatime.

This application appears on the desktop only if the current user has
authorityto manage recorders

4.4. Drag and Drop

Drag and drop is a user interface gesture in which you select an object on the screen
with a pointing device (mouse for example) and then drop it on top of another object on
the screen to invoke a desired action. It is used extensively by Total RedsllaN&yer

Applications share data (recordings, search queries etc.) via drag and drop. So it is
important to familiarise yourself with drag and drop (or DnD as it is otherwise known)
in GUI environments if you are not already familiar with it.

For exampleto load &filter criteria in the Resource Managgyu simple select the
criteriain theCriteria Builderwith your mouse, drag it to tHélter area ofResource
Managerand drop it there.

EE

®
&)
lc)]
@
@
@
®
a

EEE

Figure 9: Using DnD to LoadFilter Criteria

4.5. Plug and Play
Plug and play isnothelimportant feature of otal Recall VRManager

Plug and play istechnology that enabl@®tal Recall VRManageito automatically
detect Total Recall VR systems and automatically load and show appliaatti dims
desktop The same technology enablestal Recall VRManagetto hide and unload
applications whem network connectioto a Total Recall VR systebreaksfor
example.
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This technology makes the content of the desktop dynamic. Applications appaad on
disappear fronthe desktop as events happen.

For example, here is the content of the desktop whenitheetwork access to Total
Recall VR systems

=~

rol Panel Recorde Panel Recorder Control Panel

Resource Manager Criteria Builder ¥ v 1 TRVR Perth

Figure 10: Desktop Icons witHNetwork Access to Total Recall VRystems

If the network connection to a Total Recall VR system brethlesdesktop will change
to the following:

tus Panel Recorder Control Panel

Resource Manager  Criteria Builder TRVR Perth TRVR Perth

Figure 11: Desktop Icons witbut Network Access to Total Recall VR Systems

Note how theRecorder Status Panel aRdcorder Control Pandisappeafrom the
desktop wken the recorder is no longer accessible over the network

This behaviour is consistent with the behaviour of the Windows desktadpother
popular desktops.df exampléVindowsautomatically creates amdmoves drives for
discs and USB devices when attached and detached.
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5. Resource Manager

Resource Manager is an application that provides for configuration of application
resources

Use Resource Manager to configure applications resources for TotdlVReddanager as
well as other Total Recall VR PC applicatiomisen working in workgroup mode

=] Resource Manager E
‘ a‘ Netwark Archives X |@ Public Folders [ | Mega Archives
J () Users ‘_.?: Recorders
User Name Credentials
admin User Mame:
emil
igar E-Mail:
tanya
Fassword:
Password (again):
Filter
Recording: | v critgria;
Permissions
Recorder  Archive  Folder  Application
Manage L L
Search L J L
Play L = L
Wonitor J
Update L U L
Delete J U U
Export J U U
Archive L
Record J
Refresh | Create | Clear |

Figure 12 Resource Manager Application

You must use Resource Manager to configure:

1 Users- application users including authenticaticredentials (username and
password), permissions and a recording filter.

1 Recorders connections téthe Remote Manager Interface providedTioyal Recall
VR systems to allow application users to access recordings on the systems.

1 Network Archived locaion and access credentials for network drives which
contain Total Recall VR network archives.

9 Public Foldeii folders on the local machiner network driveswhich users an use
as Public Folders.

1 Mega Archives location and access credentials for T&atall VR mega
archives.
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Total Recall VRManagerstores all resources in a database. The location of the database
depends on the application working mode (see se8t®Application Workng Modefor

more details).

5.1. Users

Total Recall VRManagermuses its own database ofusto control access to the
application ando features of the applications.

Use theUserstab to createypdateand remove application users.

Refresh

Pas

@ Resource Manager a
‘ [} Network Archives {@¥ Public Folders [ | Mega Archives
J ‘-U Users t’: Recorders
User Name | || Credentials
admin User Mame: | tanya
emil
igar E-ai: [

sword:

Password (again):

Filter

Recording: | v Criteria;

Permission

Manage
Search
Play
Monitor
Update
Delete
Export
Archive
Record

v()

From Extension matches 10%
AND To Extension is not 2000

=3

Recorder  Archive  Folder

DN OREDC
oo 0Od
NEE EE

[ Update J [ Remove J [ Clear J

Application

U

Figure 13: Resource Manager Users Tab

Y ou must define the followinfpr each useraccess credentials, filters and permissions.

5.1.1. Access Credentials

Access credentials comprise of the standard username and password and an optional

e-mail address.

The username and password allow access to the application. Both are maantthtory
the password must comply with the following rules:
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T Minimum 8 and maximum 16 characters.

1 Contains at least one alpha and one numeric character.

1 Does not contain the same character (alpha or numeric) more than 3 times.

The email address is optional aifdoresent allows the user to sendhail messages

from the application. If you wish to disallowneail sending for the user simply leave

E-Mail blank.

5.1.2. Filters

At this stage there is only one filter that you can specify for a user, a recording filter.

The application usethe recording filteto filter recordings when the user runs
standard search queri@sd when monitoringThe filter criteria are automatically
addedo each search query that the user amgto recordings in progresss a
result, thdfilter is automatically applied to all searchaasd while monitoring

afilter is ready to assign to a user record simply drag and drop th

@ Use the Criteria Builder application to create recording filters. WF
filter from the Criteria Builder windovo the Recordingarea.

There are no rules on how to structarfdter and you can choose to use exclusion,
inclusionor a combined filter. The following is an example of an exclusion filter
which will remove all recordings with To Number and From Nundzt to 2000
from all search resul@nd while monitoring

Filter

Recording: | v itgria:

l vo) ]
From Mumber is not 2000
AND To Number is not 2000

The following is an example of a combined filter which will keep recordmtgs
From Extensi on t hatandadatthersanse timeirambve allh e
recordings with To ktensionset to 2000 from all search resuwdisd while
monitoring

Filter
Recording: | v citgria;
Lo
From Extension matches 10%
AMND To Extension is not 2000
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The possibilities are endless and the filters are not limited to the numbers fields. For
example you can create a filter that excludes all recordings that were recorded before
12" of May 2014 from all search results as follows:

Filter
Recording: | v criterja:

v{)
Start At is after 12 May 2014 00:00:00

5.1.3. Permissions

The application uses a set of permissions to control access to various features of the
applications.

Unlike other applications, there are no predefined roles (permission sets) and you are
free to set a different set of permissions for each user. This has the effect of defining
a role for each usavhile at the same time users with the same set of permissions
belong to the same role.

Permissions have two components:
1. Resourcé recorder, archig, folder and application; and
2. Operationi manage, searchlgy etc.

So, to define a permission for a user, simply tick the check bosgitkat the cross
of a resource and an operation. For example, theafmipshows how to give a user
permission toaarch archives:

Permissions

Recorder  Archive  Folder  Application
B O
uJ

J

Manage
Search
Play
Monitor
Update
Delete
Export
Archive

d0o0ogoogc
ogc
0oC

Record

Thefollowing table shows thpermissionghat are used bYotal Recall VR
Manager If a permission does not appear in the table, then it is not uskeotddy
Recall VRManagerand if it is set for a user it will have no impact oe tised s
experience with the application.
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Resource

Operation

Explanation

Recorder

Manage

Allows usersto manage the configuration of Total
Recall VR systems and perform a comprehensive
system maintenance operations on Total Recall V
systems.

Users must have this permission in order to acces
the RecordeBtatus Panel and the Recorder Contre
Panelapplication.

Do not give this permission to users unless you ar
absolutely sure that they should be allowed to edil
configuration on Total RetlaVR systems and
perform maintenance tasks on Total Recall VR
systems.

Application

Manage

Allows users to manage the application configurat
and resources.

In particular it allows access to the Resource
Manager application and the (application)
Preferences dialog.

Do not give this permission to users unless you ar
absolutely sure that they should be allowed to edil
application configuration and resources.

5.2. Recorders

Total Recall VRManageruses its own database of Total Recall VR systems. Each
record defines connection details fobe RemoteManager Interface provided Hytal
Recall VR system

If you have multiple Total Recall VR systems, then you must ass
different recorder 100 each system before yeanconfigureTotal
Recall VRManagetrto connect to them.

See the Total Recall VR Embedded GUI User Gigd®n how to
assign a recordebD to your systems.
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You must configure the Remoteavager Interface on your Total
Recall VR systems before you configdretal Recall VRManagerto
@ connect to them.

See sectioR.4.3Remote Interfacér more details.

Use theRecorderstab to create, edit and remove connectionildetia Remote Manager
Interfaces provided by Total Recall VR systems.

@ Resource Manager a
,J Network Archives [ |t Public Folders X | Mega Archives ‘
) -
&) Users [ .~ Recorders
Description | Description.  TRVR Sydney
HIERVEPdney Recorder D 200

TRVR Perth
RMI Version: 10.8.5.20150525

Connection
Host | 192.168.130.200
Base Port 10010

Feeey

Password:

Firewall
Firewall in Use: ||

Refresh | | Update || Remave || Clear |

Figure 14: Resource Manager Recorders Tab

TheHostandBase Portentries in th&Connectionsection must reflect the configuration
of the Remote Manager Interface on a Total Recalsy®emas shown on the
following screen captures:
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Remote Manager Settings

[JUse Dial-up
IP Address 192 1658.53.100 =—=

Base Port 10010
Host Name \

Connection
Maximum Sessions 05 Host  192.168.3.100
Session Duration 2 hours
Base Port 10010

OK Cancel Password: ****

Passwordnust beset tothe password assigned to the Administrator user on the Total
RecalVR system. By default this paysssmayor d i ¢
have changei to a differentvalue.

Do not use the password assigned to theadministrative user on
the Total Recall VR system.

If there is a firewall between the networks that connect the PC thafotaisRecall VR
Managerand the Total Recall VR system, thigrk Firewall in Useand then change
HostandBase Portas described in the Total Recall VR Deployment G{dde

For more details on connecting to the Remote Manager Interface

Total RecallVR system on networks that udeswalls please see
section 12 Remote Manager Interface Application Deployment in
Total Recall VR Deployment Guidé].

The following table shows the ports tfAaital Recall VRManagemuses when
interacting with a Total Recall VR system:

Port Type Usage

10010 TCP This is the default port used by the Remote Manager Interfé
on Total Recall VR systems. However, it is usenfigurable
and can be set to a different value.

4040 TCP Used to post audit events to the recorder using the HTTP
protocol.

Page41of 194



Total Recall VR Manager

22 TCP Used to execute remote commands on the Total Recall VR
system as well as transfer files from and to the Total Recall
system.

This is the same port used thye SSH andSCPprotocols

10012 TCP Default port + 2, so it may change if you change the default
port (10010) for the Remote Manager Interface.

Used instead of TCP port 22 whEmewall in Useis set in the
configuration.

5.3. Network Archives

Total Recall VRManager does not connect to network drives, however you can use
Total Recall VR Manager to configucennection details for network drives that are
used to store Total Recall VR network archives in ordetltav users of other Total
Recall VRPCapplications taccess the archives on the drives.

Use theNetwork Archives tab to create, edit and remove connection details for network
drives that house Total Recall VR network archives.

=] Resource Manager a
‘ L-\,: Users [ .;_j Recorders
[} network Archives [ |@¥ PublicFolders [ ] Mega Archives
Description | Description: CJ\—25|
Path
Type: | Windows TJ
Path: | W192.168.120 200\TRVRNetworkFolder
Connect Options:
User Name:  ca-26lemil
Password: ===
Refresh | | Update | | Remove || Clear |

Figure 15: Resource Manager Network Archives Tab
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Total Recall VRPC applications suppartvo types of netork drives: Windowsnd
Unix/Linux (via NFS).

The following are example configuratiéor a Windows ané Unix/Linux network
drive:

Path Path

Type: | Windows _vJ Type: | UnixLinux v

Path: | 1192.16%.12D.200TRVRNetworkFolder Path. | 192.188.20.58/vrarchive

Connect Options: Connect Options:  -o retry=3 fileaccess=777

User Mame: | ca-26\emil User Name: | emil

ggggggg
Password: | s Password

Connect Optionsare not applicable when connecting to Windows network drives.
However,Total Recall VRPC applications paske connection options directly to the
NFS client when connectyto Linux network drives

E Seehttp://technet.microsoft.com/ars/library/cc754350.asdor
details on connection options used by the Windows NFS client.

5.4. Public Folders

Total Recall VRManagercamotaccess anthanage recordings in Public Folder
archivesHowever, you can use Total Recall VR Manager to create Public Folders that
users of other Total Recall VR PC applications can use.

Public Folders are aldoc archives that users can create while usir
Total Recall VRPC applications

Public Folder archives have no restrictions on number of recordir
however, the intended use of this type of archives is to create sn
collections of recordings from various sources in order to share
recordings with multipleisers off otal Recall VRPC applications
This is similar to public folders that you may create in other
applications to share documents anail messages for example.

The type of public folder that you can create depends onhdta Recall VRManager
working mode see sectio3.3 Application Workng Mode
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5.4.1. Workstation Public Folders

If you are usinglotal Recall VRManageiin workstation mode (se23.1
WorkstationMode) then the Public Folders that you can createusandisk spackr

its database and recording fil@s one of the local disks that are attached to the PC
that runsTotal Recall VRManager This can be an internal disk or an extewtiak
(USB, eSATA etc).

If a Public Folder is using a local disk directory then itcannot be accessed by
instancs of Total Recall VRPC applicationshat run ordifferent PG. If you wish to
allow access to Bublic Folders from different PCs, then you must use disk space on
a network accessible drive.

In both cases, the Public Folder will store its database and recording files in the same
location.

Use thePublic Folderstab to create, edit and remove PulBlalders.

@ Resource Manager a
k«_; Users [ .:.-_-‘ Recorders
(l Network Archives ‘ '\_J Public Folders _J Mega Archives
Description Description: Shared Recordings
Shared Recordings
Path
Type: | Local Folder T]
Path: C:worktemp\TRVRPublicFolder EH |
Connect Options:
User Mame:
Password:
Refresh | [ Update |l Remove H Clear |

Figure 16. Resource Manager WorkstationPublic Folders

The following is an example configuration of a Public Folder that is using disk space
on a local drive:
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Path
Type [Lo:al Folder q

Path: Ciworktemp\TRYRPublicFolder | Eﬂ |
Connect Options
User Name

Password

The following are example configuration for Puldiglders that use disk space on a
network drive:

Path Path
Type: | Windows v Type: | UnixiLinux v

Path: | W192.168.120.2000TRVRPublicFolder | Path:  192.168.20.36/public
Connect Options: Connect Options: |-o retry=3 fileaccess=777
User Mame: | ca-26lemil User Name: | root

.......

Password; **+** Password:

The Connect Optionsare not applicable when using Windows network drives.
However,Total Recall VRPC applications paske connection options directly to the
NFS client when connecting to Linux netxk drives using NFS.

E Seehttp://technet.microsoft.com/ars/library/cc754350.asdor
details on connection options used by the Windows NFS client.

If you decide to remove Rublic Folder, then note that the content of the archives
remains on disk when you remove the Public Folder record in Resource Manager.
You must manually delete the content on disk if you wish to completely delete
(destroy) the Public Folder archive.

5.4.2. Workgroup Public Folders

If you are usingrotal Recall VRManagerin workgroupmode (se@.3.2Workgroup
Mode) thenyou must specify disk space for recording files on a network drive and a
database for recording metadata on a working H2 database server.

Multiple instances oT otal Recall VRPC applicationshat run on multiple PCs can
access workgroup Public Folders.

Use thePublic Folderstab to create, edit and remove Public Folders.
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@ Resource Manager E
- e
(> Users X ._,?i Recorders
[} Network Archives ‘ | Public Folders "] Mega Archives
Description | Description:  Workgroup Public Folder
‘Workgroup Public Folder
Path
Type: | Windows ']

Path: WWous-wst-001\TRVRWorkgroupPublicFol =

Connect Options:

User Name: | bus-wst-001\emil

Password;

Database

Name: WpfDB

User Name: trr

Password; =

Host 127.001

Port: | 9090

Refresh Create l Update J l Remove J l Clear J

Figure 17: Resource Manager Workgroup Public Folders

The following are example configuratiéor Public Folders that use disk space on a
Windows and Linux network drive:

Path Path
Type: | Windows TJ Type: | Unix/Linux TJ
Path: 1192.168.120.2000TRVRPublicFolder == Path: 192168 20.36/public (==}
Connect Options Connect Options: -o retry=3 fileaccess=777
User Name:  ca-26\emil User Mame: root
Password: = Password: *****

The Connect Optionsare not applicable when using Windows network drives.
However,Total Recall VRPC applications paske connection options directly to the
NFS client when connecting to Linux network drives using NFS.

Page46 of 194



Total Recall VR Manager

m Seehttp://technet.microsoft.com/ars/library/cc754350.asdor
details onconnection options used by the Windows NFS client.

If you decide to remove a Public Folder, then note that the content of the archives
remains on disk and database when you remove the Public Folder record in Resource
Manager. You must manually deleketcontent on disk and the database file if you

wish to completely delete (destroy) the Public Folder archive.

5.5. Mega Archives

Total Recall VRManagercamotaccess and manage recordings that are stored in Total
Recall VR mega archiveblowever, you can use Total Recall VR Manager to configure
mega archives that users of other Total Recall VR PC applications can access.

Mega archives are a new type of archives which unlike all other t

of archivesare designed to store unlimitadmber of recordings. Of
course, disk space limits apply.

In addition, unlike all other types of archives, Total Recall VR

Archiver creates this type of archive. Total Recall VR systems ca

create this type of archive.

Mega archives comprise of a database and disk storage for audio files. To configure a
mega archive, you must specify connection details and credentials to a database and the
associated disk storage. The disk storage can be available as a local drive on the
machine where you are runnimgtal Recall VRManager or a network drive.

Use theMega Archivestab to create, edit and remove mega archives.
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5] Resource Manager E
-~ .
G Users [ ."é Recorders ‘
Q Network Archives \@¥ Public Folders ‘ l'_"j Mega Archives L
Drescription Description: | Prolancer Recording Archive| |

Prolancer Recording Archive

Path

Type: | Local Folder =

Fath: M\

G

Connect Options:
User Mame:

Password:

Database

Mame: | ArchiverDB

User Mame: trr

Password: | Frreessrames

Host: 127.0.0.1

Port: | 9090

Refresh Create l Update Jl Remove H Clear J

Figure 18 Resource Manager Mega Archive

The following is an example configurati@f a Mega Archive that is using disk space on
alocally mappedlrive:

Path
Type: [Local Folder ,v]
Path:  M:\ [EJ
Connect Options:
User Name:
Password:

The following are example configuration for Mega Archives that use disk space on a
network drive:

Path Path
Type: | Windows = Type: | UnixLinux =
Path: W192.1658.120.2007TRVRMegaArchive ] Path: | 192.168.20.36/mega &t
Connect Options: Connect Oplions:  -o retry=3 fileaccess=777
User Mame: ca-26\emil User Name: root
Password: | ** Fassword: **
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The Connect Optionsare not applicable when using Windows network drives.
However,Total Recall VRPC applications pagke connection options directly to the
NFS client when connecting to Linux network drives using NFS.

Seehttp://technet.microsoft.cof@n-us/library/cc754350.asdor
details on connection options used by the Windows NFS client.
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6. Criteria Builder

Criteria Builder is an application that provides for the creation, editing and sharing of
comprehensive natural language search queries.

@ Criteria Builder =
[A Save || 3 E-Mail | Q= |
Criterion: | AND

=

¥ Criteria:
Start Atis 12 Jun 2014 10:00:00
AMD To Mumber is 2006

| To Number

=

lis

=

YOR(.)
2006 Start At is after 13 Jun 2014 10:00:00
AND Start At is before 13 Jun 2014 17:00:00
AND To Mumber is 2006
Create |
Group: |OR TJ
Create |

FastCreate || Clear |

Figure 19: Criteria Builder Application

Use Criteria Builder to create natural language search queries arghétrerthem with
user of other Total Recall VR PC applications

Criteria Builder also allows you to save queriefiles as well as send queries vianail to
other users directly from the application.

Not sure how to create a query? Or struggling to get the right que

E-mail us the details of the query that you wish to create and we
@ e-mail you a query file which you can load ir@eiteriaBuilder and
then use it in the application.

This is a free service.

6.1. Anatomy of Queries

Criteria Builder creates queries whicomprise otriteriathat may be organisedtm

groups.Criteriaand groupsnay be joinedvi t h | rodd cand 6@or 6 operator
complexqueries
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Themainbuilding blacks of each query are criterfgor example:
1 Start Atis after 12 Jun 201:00:00
1 To Number is 2006
i From Extension matches 10%

Youcanjoinc i t eri a t oget h®creamorjuhctiols@amdd 6 and 06o01
disjunctiors. For example:

9 Duration is more than 00:01:00 AND To Number is 2006
1 To Number isSLOOOOR To Extension matches %0

Criteria Builder does not impose a limit on the number of criteria that are joined with
6andd and O6o0or 6.

You can organise criteria into groups an:
create complex conjunctions and disjunctions. For example:

9 Duration is more than 00:01:00 AND (To Number is 1000 OR To Extension
matches 10%)

1 (Start Atis after 12 Jun 2014 10:00:00 AND Duration is more than 00:01:00)
AND (To Number is 1000 OR To Extension matches 10%)

Criteria Builder does not impose a limit on thember of groups and the level of nesting
of groups.

6.2. Criterion Comparators

An integral part of each criterion iscamparator Criteria Builder supports the
following comparatof{most are selexplanatory):

Operator Description
is Matches values thare same as the one specified.
is not Matches values that are NOT the same as the one spec

is less than | Matches values that are less than the one specified.

is more than | Matches values that are more than the one specified.

is before Matchesvalues that are before the one specified.
is after Matches values that are after the one specified.
matches Matches values that match the specified pattern.

The pattern comprises of alphanumeric characters and
following wildcard characters:
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% - matcheszero or moralphanumeric characters

For example: 10% matchasy sequence of
characters that start with 10.

To match the ac\ti%bal %
_ - matches exactly one character.

For example: 10_ matches any sequence of 3
characters thastart with 10.

To match the ac\tdal

6.3. Creating Queries

The flexibility of Criteria Builder enables creation of complex queries. Also, queries that
result in the same search outcome may take different forms and shapes. Consejuently, i
is impossible to explain here how yoancreate every possibly query. Instead we

explain how you can create the following example query:

To Number is 2006 AND (
(Start At is after 12 Jun 2014 10:00:00 AND
Start At isbeforel2 Jun 2014 17:00:00)
OR
(Start At is after 13 Jun 2014 10:00:00 AND
Start At isbeforel3 Jun 2014 17:00:00)

The query basically identifies all recordings which have To Number set to 2006 and
started between the hours of 10am and 5pm on thari@ 13 of June 2014.

The folowing screen capture shows the query in Criteria Builder:
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@ Criteria Builder [=]
[A save 5 E-Mail =
Criterion: | AND x| |7 ciiteria:
| start At v T
! To Number is 2006
[ls before ‘v] ¥ AMD (..}
v
13 Jun 2014 = Start Atis after 12 Jun 2014 10:00:00

AMD Start Atis before 12 Jun 2014 17:00:00

17 lﬂ - 0o lﬂ oo |2 YOR(.)

Start Atis after 13 Jun 2014 10:00:00

update. | | Remove AND Start Atis before 13 Jun 2014 17:00:00

Group: [OR \']

| create H Update J[ Remove J

Fast Create Clear

The example query comprises of 5 criteria and 3 groups one of which is used to group
two groups.

Example query creation

1. New queries start with an empty Criteria tree:

58 Criteria Builder (=]
|4 save 5 E-Mail &
Criterion:  AND ¥ Criteria:
[ starta =

B B
13 Jun 2014 E
00 E 00 E 00 E

Create Update Remove

Group: [DR |'J

Create Update Remaove

Fast Create Clear

2. To create the first derion (To Number is 2006first setCriterion as shown on
the following screen capture:
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58 Criteria Builder =]
[ save 5 E-Mail (]
Criterion:  ANC ¥ Criteria:
[TU Number .']
lis |'}
2008
Create Update Remaove
Group: | OR |'}
Create Update Remaove
Fast Create Clear

3. Now selectCreatein theCriterion area to add the criterion to the Criteria tree:

58 Criteria Builder 2]
[ Save sy E-Mail (5]
Criterion: | AND 7| |7 criteria:
licmhe I To Number is 2006
|is \']
2006
Create Update Remaove
Group: [OR \V}
Create Update Remove
Fast Create Clear

4. Now we need to create the group that will hold the two groups with the Start At
criteria. Choose AND foGroup and then selec@reate in the Group area to
add the group to the Criteria tree:

G} Critaria Builder

a8
[A save o E-Mail E

Criterion: {AND .'J ¥ Criteria:
| To Number =

To Number is 2006
lis .'J AND ()

2006

Create Update Remove

Group: | AND .'J

Update Remove

Fast Create Clear

5. The new group comprises of & wion gowrups whi
example query. So we will create the two groups first. To do so, selepine
node that we just created on the Criteria tree:
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@ Criteria Builder =]
[A Save 5 E-Mail &
Criterion:  ~MD ¥ Criteria
lTu Number \V] T
To Number is 2006
|is D) AND (...)
2006
Create Update Remove
Group: lAND \V]
l Create J { Update J { Remaove J
Fast Create Clear

6. Choose AND foiGroup and then selec@reate in theGroup area to add the
first group to the Criteria tree:

[ Create “ Update J { Remove J

53 Criteria Builder =]
[ save 5 E-Mail &
Criterion:  A1D ¥ Criteria:
{Tu Number V] T
! To Number is 2006
lis = ¥ AND ()
o8]
2006
Create Update Remove

Group: {AND \"]

Fast Create Clear

7. ChooseOR for Group and then selec@reatein theGroup area to add the
second group to the Criteria tree:

@, Criteria Builder =
[l Save 5 E-Mail &%}
Criterion: AN ¥ Criteria:
LTn Number '] T
! To Mumber is 2006
lis 7 ¥ AND ()
()
2006 OR(..)
Create Update Remove

Group: [DR \"]

{ Create Jl Update Jl Remove J

Fast Create Clear

8. Now we will add the criteria for 12of JuneTo do so, select the first sigsoup

in the Criteria tree:
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Q Criteria Builder =
[ Save = E-Mail &
Criterion:  A1D ¥ Criteria:
| To Number | T
. To Number is 2006
lis ] ¥ AND ()
2006 ORI(.)
Create Update Remove
Group: [ OR \'J
l Create J Update l Remove J
Fast Create Clear

9. To create the first criterion for £f Jure (Start At is after 12 Jun 2014

10:00:00, first setCriterion as shown on the following screen capture, and the
selectCreate in the Criterion area:

@, Criteria Builder =]
[ save 5 E-Mail &
Criterion; [AND \'} ¥ Criteria:
[ start at v e
. To Number is 2006
|is after = v AND (...)
Y{)
12 Jun 2014 = Start Atis after 12 Jun 2014 10.00:00
OR(.)
10 E 0o E : 00 E
Update Remove
Group: | OR =
l Create J Update { Remove J
Fast Create Clear

10.To create the second criterion for"@& June Start At is before 12 Jun 2014
17:00:00, first setCriterion as shown on the following screen capture, and the
selectCreatein the Criterion area:

58 Criteria Builder =]
[A save 75y E-Mail &

Criterion” | AND |'} ¥ Criteria

| start At v T

! To Number is 2006

|is before ,YJ ¥ AND ()

. Y{.)

12 Jun 2014 = Start Atis after 12 Jun 2014 10:00:00

AND Start Atis before 12 Jun 2014 17:00:00
17@. UUE. UUE OR(.)

Update Remove

Group: |OR

v

L Create J Update { Remove J

Fast Create Clear

11.Finally we will add the criteria for #3of June. To do so, select the second sub
group in the Criteria tree first:
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17 B : 0o E : oo E
Create

Update Remove

Group: [OR .'J

l Create J l Update J { Remaove J

@ Criteria Builder =
|4 Save 5 E-Mail &
Criterion:  A1ND ¥ Criteria:
| start At v T
! To Number is 2006
| is before ] Y AND ()
Y
12 Jun 2014 = Start Atis after 12 Jun 2014 10:00:00

AND Start At is before 12 Jun 2014 17:00:00
OR(..)

Fast Create Clear

12.To create the first criterion for £3f June Start At is after 13 Jun 2014
10:00:00, first setCriterion as shown on the following screen capture, and the

selectCreatein theCriterion area:

13 Jun 2014 @
10 B 00 E oo E

Group: [OR .'J

Remove

l Create J l Update J { Remove J

Q@ Criteria Builder [}
|4 Save 5 E-Mail &
Criterion’ | AND .'J ¥ Criteria:
| start At M T
= ! To Number is 2006
|is after = ¥ AND(..)
()

Start Atis after 12 Jun 2014 10:00:00

AND Start At is before 12 .Jun 2014 17:00:00
YOR(.)

Start Atis after 13 Jun 2014 10:00:00

Fast Create Clear

13.To create the second criterion for@& June Start At is before 13 Jun 2014
17:00:00, first setCriterion as shown on the following screen capture, and the
selectCreatein the Criterion area:

17 E : 00 @ : 0o E
Update Remove

Graup: | OR ‘V}

{ Create J L Update J { Remove J

2 Criteria Builder =
[ Save 5 E-Mail [
Criterion: LAND ‘V} ¥ Criteria
y A\
| startAt v &)
! Ta Mumber is 2006
|is before = ¥ AND (.}
()
13 Jun 2014 (i | Start Alis after 12 Jun 2014 10:00:00

AND Start Atis before 12 Jun 2014 17:00:00
YOR(.)

Start Alis after 13 Jun 2014 10:00:00

AND Start Atis before 13 Jun 2014 17:00:00

Fast Create Clear

14.The query is now complete agdu can simply dragp an explorer windovand
then drop ito initiate a search based on the query.
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6.4. Fast Queries

The previous sections explains the flexibility of Criteria Builder, however if you find the
flexibility a bit overwhelming then it is possible to create simple, but very useful queries
using the Quick Query builder.

You need specify only values for varicgsarch parameters and the Quick Query builder
will create a query for you. You can use the query as is or modify it in the Criteria
Builder.

Fast query creation

1. Start with an empty Criteria tree (sel€lear if the Criteria is not empty as
shown on thdollowing screen capture):

@, Criteria Builder =

|4 save s E-Mail &

Criterion.  AMD

| Start At

¥ Criteria:

i)

lis

i)

Create Update

Group: | OR

13 Jun 2014 =
00 B 0o B : 00 B

Remove

<]

Create Update

Remove

Fast Create Clear

2. SelectFast Createto display the Quick Criteria dialog:

@, Quick Criteria

Earliest Statt At | 4 1.0 1970 =
Q 1wl ol o

Latest Start At 01 Jan 1970 =

1w o o5

From Number:

To Number:

From Extension:

To Extension:

Duration: 00 Iﬂ : oo Iﬂ : 0o Iﬂ

Direction: | "]

Motes:

Channel:

Flags: 0O+ Oe Os Oe 0L
Ja Ux e

Digits:

Agent

| Clear | @ | cancel |
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Enter values for the parameters that you wish to use in the query. Parameters that
do not have a value will be ignored.

For example | et dés a sominguoalstw2006wntseif2 t o f
of June 2014. If so, set values as shown on the following screen capture:

®, Quick Criteria

EariestStatAt (15 0004 || @
Q oo [5f: oo |5 oo [

Latest Start At 42 Jun 2014 =

23 [ sa |5 50 [

From Mumber.

To Mumber. 2008

From Extension

To Extension
Duration: 00 |5 00 |5+ 00 [5]
Direction: | Incoming v
MNotes
Channel
Fags: - Qe Os 06 OL
Oa Ox Oc
Digits
Agent

| Clear | @ | cancel |

That is, set:
1 Earliest Start Atto 12 Jun 2014, 00:00:00
1 Latest Start Ato 12 Jun 2014, 23:59:59
1 To Numberto 2006
1 Direction to Incoming

SelectOk to load the query into the Criteria Builder:

@ Criteria Builder =
A save s E-Mail &=
Criterion: [AND TJ ¥ Criteria.
Start At v
1 D _ -
|is before v Start Atis 12 Jun 2014 00:00:00
OR Start Atis 12 Jun 2014 23:50:50
13.Jun 2014 = YOR(.)
Start Atis after 12 Jun 2014 00:00:00
1 B 0o E 0o E AND Start Atis before 12 Jun 2014 23:59.59
AND To Number matches 2006
Create Update Remove AND Direction is Incoming
Group: [ OR TJ
Create Update Remove
Fast Create Clear

Now you can use the query as is or modify it as desired before using it.
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Of course, not all queries can be created with this method. For complex queries please
use the Criteria Builder directly as explainedha previous section.

6.5. Saving Queries

As you create queries you may find that you use some queries often. To save time re
creating the same queries, simply save your favourite queries to files.Wiemyou
need them, you can simply load thénom the fle in Criteria Builder.

Saving a query
1. First create a query. Then to save the query:

2. SelecﬁﬁSavetodisplay the Save As €é dialog:

[A4 Save As ... E
@ File Name: | a
Progress:

Save Cancel |

3. EnterFile Name

@ File Name: C:Wsersiemil\Documents\FaveriteQuery.xml E;l

Progress I

Save Cancel

Alternatively you can select a file name by first seleo@ﬂgo display a File
Chooser dialog.

4. SelectSaveto save the query:

L&)

@ File Name: ' C:\Users\emil\Documents\FavoriteQuery.xml|
Progress:

Exporting criteria to XML format I
Saving C\Users\emil\Documents\FavoriteQuery xml
Dane.

Save Cancel

5. Optionally, repeat steps 3 and 4 to save the query to another file. Finally select
Cancelt o cl ose the Save As ¢é dialog.
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You can quickly recall queries from files with Criteria Builder. Sediato display a
File Chooser ilog where you can selegqjuery file and load it into Criteria Builder:

\;i Criteria Builder E
[A save 5 E-Mail C:\UsersiemilDocuments\FavoriteQuery xml &
Criterion: \AND TJ ¥ Criteria
(o Number =
To Number is 2006
[is v ¥ AND ()
M
2006 Start Atis after 12 Jun 2014 10:00:00
AND Start At is before 12 Jun 2014 17:00:00
m— R YOR(.)
fmcrins et Start Atis after 13 Jun 2014 10:00:00
AND Start Atis before 13 Jun 2014 17:00:00
Group: | OR TJ
Create Update Remave
Clear

6.6. E-Mailing Queries

Criteria Builder allows you to-enail queries directly from the application. Of course,
you can save queries to files and then use your favounitgileclientto email them,
however sometime it may be quicker to jushail queries directly from Criteria
Builder.

E-Mailing a query

1. First create a query, or load one from a file. Theataail the query:

2. Select E-Mail todisplaythe EMai | As ¢é di al og:
[ E-Mail As —
Subje:t;
W Cancel

3. Fill in the message detalils:
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G E-Mail As ...

To: |
5 . .
2 Subject: Query for recordings on 12th and 13th of June

Message: HiEmil,
this is the query for the recordings on the 12th and 13th
of June that we discussed over the phone.

Regards

Progress

E-Mail Cancel
r— — )

4. EnterTo. This is the anail address of the recipient. You can enter multiple e
mail addresses, however you must separate them with semicolon (;).

EnterSubject This is a free text field.
EnterMessageThis is a free texield.

SelectE-Mall to send the nesage.

© N o 0

Criteria Builderwill attempt to send the-mail and display progress in the
Progressarea:

G Ml
7o

@ Subject Query for recordings on 12th and 13th of June

Message: HiEmil,
this is the query for the recordings on the 12th and 13th
of June that we discussed over the phone

Regards

Py
LT Exporting criteria to XML format 5

Saving C:\Users\emil\AppDatalLocal\Tempicrtg849402689
Sending C:WsersiemilAppData\Local\Temp\crtd 84940268
L Done.

]

A ) >
E-Mail Cancel
F—— == A

9. Optionally, repeat steps 3 anddBsend the query to others. Finally seléancel
toclosetheMai | As é di al og.

At the other end, recipients will receive a query file which they can then load into
Criteria Builder.
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7. Recorder Status Panel

Recorder Status Panel is an application that provides for nedimeadystem and
recording channel status monitoring oftdldRecall VR systems.

2 Recorder Status Panel TRVR Sydney

Model: LinX Omnia System Status

Recorder ID: 202

Starting Up:

Application: 10 10.0 20151211 Recording:
Time Zone Data: 2015g Transcoding
Housekeeping:

Analogue: 12+0+0+0+0+0 e
VLS Auto Archiving

EXER Rehbuilding DB

Time Zone: Australia/ACT Erasing Disc:
Current Time: 17 Feb 2016 10:21:36 UserLogged In.

Disk Space  Database Space

008080880000 || 888880000

58% 63%

Channel Status

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

CENENENEIENENCISICNEIEEENC N

17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32

CIEICICIEICIEIEIEIEIEIEEIENEE)

(2]

(slelulelelelel e

® Recorder Status Panel Altus 130.200
Model LinX Altus =i x
Recorder ID: 200 Starting Up: O
Application: 11.8.1.20190218 Recording e
Time Zone Data: 2018i Replicating: 8
Housekeeping: O
Analogue: Unknown .
: Archiving’ O
VOIP: =% Auto Archiving: O
ISDN: Unknown Rebuilding DB O
Time Zone: Australia/Canberra Erasing Disc: ()
Current Time: 25 Feb 2019 10:10:18 User Logged In: O
Disk Space _ Database Space )
8600000000 | OO
10% 91%
Replica Disk Space _ Replica Database Space )
8600000000 | 888860600000
13% 34%

Channel Status

1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16

gele/aeeldelelee el e ele

17 18 19 20 21 22 23 24 25 26 27 28 29 30

clElEEEEEEEEEEEE

Figure 20: Recorder Status Panel Application

Use Recorder Status Panel to:

1 Determine the current activities on Total Recall VR systems: startingegrding

archiving é

1 Determine the used disind database space.

M Determine the

7.1. User Interface

status of i ndi vi dual

The user interface of the Recorder Status Panel application comprises of:

A system information area

= =2 =2 2

A set of system status indicators

Gaugedor used disk and database space
Optional gauges for used disk and database space on the replica

A set of recording channel status indicators

The following screen capture identifies the different components:
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System 2 Recorder Status Panel TRVR Sydney =
information | Model: LinX Omnia SUHIETL AT SYSt?m status
Recorder ID: 202 starting Up: () indicators
Apoplication: 10.10.0.20151211 Recording 8
Time Zonw Data: 2015g Transcoding: ()
Housekeeping O
Analogue: 12+0+0+0+0+0 -
_ Archiving O
el Auto Archiving O
Disk space RLET Rebuilding D8: ()
Time Zone: Australia/ACT Erasing Disc O
gauge Current Time: 17 Feb 2016 10:21:36 User Logged In. ) Datatase
space gauge
Disk Space Database Space
8008800000 8008800000
58% 68%
Channel Status Recording
1 2 3 4 5 6 7 & 9 10 11 12 13 14 15 16 Chan_ne| status
CEBEEEEEEEEEEEEER indicators
17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
CICCICICIEEEENEEEEENE]E]

7.1.1. System Information

This area of the screen shows basic system information for the Total Recall VR
recorder. The information is read only.

7.1.2. System Status Indicators

This is a set of indicators which show what activities are taking place on the Total
Recall VR system. For example, if the Total Recall VR system is archiving, then the
Archiving indicator will light up (green).

The indicators can be in one of the follogistates:
© - Off state. Indicates that the activity is N@king place.

© - On state. Indicates that the activity is taking place.

7.1.3. Disk Space Gauge
The disk space gauge shows lignel of used disk space.

Disk Space

0000000

92%

Note that you do not need to take any action when the gauge shows that the disk is
almost full (as shown on the previous screen capture). Total Recall VR systems will
automatically remove recordingsce the disk occupancy reaches 95% or more.
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However, youmay wish to archive the oldest recordings before the system deletes
them.

7.1.4. Database Space Gauge
The database space gauge shows the level of used database space.

Database Space

0000808000

98%

Note that you do not need to take any action when the gauge shows that the database
is almost full (as shown on the previous screen capture). Total Recall VR systems

will automatically remove recordings once the database occupancy reaches 95% or
more.

However, you may wish to archive the oldest recordings before the system deletes
them.

7.1.5. Replica Disk Space Gauge
This optional gauge appears on systems which were fitted with the replicator option.

Replica Disk Space

8800000000

13%

When this gauge shows more than 90%, then it is time to consider to replace the
replica disk or add space to it. The system does not delete regofidim the replica
and will stop replicating recordings once the replica disk space is full.

7.1.6. Replica Database Space Gauge
This optional gauge appears on systems which were fitted with the replicator option.

Replica Database Space

8686000000

34%

When this gauge shows more than 90%, thentime to consider to replace the
replica disk. The system does not delete recordings from the replica and will stop
replicating recordings once the replica database is full.
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Disk replicas are limited to 2,000,000 individual recordings or the
available disk space, whichever occurs first.

7.1.7. Recording Channel Status Indicators
This is a set of indicators that show the activities that are taking place on the
recording channels.

The indicators can be in one of the following states:

I - The recordig channel is off and it is not being used for recording.
. The analogue recording channel is idle,recordingin NOT in progress
Q. ThelP recording channel is idle.e. recording in NOT in progress.
Q. The ISDNrecording channel is idlée.recording in NOT in progress.
@ - Recording is in progress on the analogue recording channel.

@ - Recoding is in progress on the Hecording channel.

- Recordings in progress on the ISDi¢cording channel.
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8.

Recorder Control Panel

RecordeiControlPanel is an application that provides for remote configuration

management of the system configuration of Total Recall VR systems. In addition it enables

its users taemotelyexecute a comprehensive set of maintenance activities on Total Recall

VR systems
] 5 Recorder Control Panel Omnia 130.201 E
J 1_: Settings % Tools
{ O Clock J { @ Network J { Lu Users J
{ p License J { @ Remote Interface J { @” SHMP Agent J
{ O Recorder J { @ Browser J { [ J Archiver J
{ B Housekeeper J
{ L_A Signalling Map J { @& Internal Dial Plan J { ’??“E‘) SMDR Collector J

{ S V Recording Policies J { (- v Event Policies

J

{ 8 Analogue Collector J { e ISDM Collector

J { O Fassive IF Collector J

{ O Active IP Collector J

= Recorder Control Panel Altus 130.200 =
u Settings %Tnnls 1
{ E Upgrade J { @ Rebuild Database J { D Tail Log J
{ ﬁ}} Restart J { LJ Archive J { E Download Logs J
{ % Shutdown J { j Manage Disks J { {@ Download Settings J
[ @ Manage Replicator J { - Upload Settings J
lo | View Events J

Figure 21: Recorder Control Panel Application

Use Recorder Control Panel to:

1 Manage the configuration of Total Recall VR systems.

1 Perform maintenance activities on Total Recall VR systems.

8.1. User Interface

Recorder ContrdPanel is a tabbed application that comprises of two tabs as shown on

the previous figure.
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The Settings tab makes provisions for configuration management, while the Tools tab
makes provisions for system maintenance.

8.2. Configuration Management

8.2.1. Clock
Total Recall VR has an internal clock which it uses to time stamp recordings.

The internal clock uses UTC time. This cannot be changed. As a result, all time
stamps are in UTC time.

However, configuration tells Total Recall VR which time zone to use when

displayng the system time and recording time stamps. By default Total Recall VR
uses the Australian Eastern Standard time zone (Sydney, Australia).

You can change the time zone only if there are no recordings on
system. It is important to set the time edsefore you start recording

Set Date and Tim&lanually

1. SelectClock on theSettingstab to display the Clock Settings dialog with
the current clock settings on the recorder:

. Clock Settings

L2 ]
A
-
N Time Zone Area: [Australia q
Time Zone: | Australia/Sydney TJ
Current TiMe: |47 Fop 2016
1zfe): 2[5 2 [5]
W
[¥]

P 2
rogress Fetching settings from TRVR Perth...

Done.

[ Fetch J l Apply J { Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.
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2. If the Total Recall VR system does not have soprdings on it, then it
will be possible to sefime Zone AreaandTime Zone Otherwise you will
not be able to sd@time Zone AreaandTime Zone

3. SetTime Zone AreaandTime Zoneif required and then s€urrent Time

If you change the time zone time Total Recall VR, then all
active Total Recall VR PC applications that connect to the

Total Recall VR will automatically drop and-establish the
connection to the Total Recall VR when the PC applications
work in workgroup mode.

4. SelectApply to appy the new values of the settings to the recorder.
Progresswill show the status of the operation. Note howahtialvalues
of the settings are automatically fetched from the recordertbéerew
values arapplied.

As an alternative, Total Recall VRue connect and continually synchronise its
internal clock to a single, or a pair of, NTP clock sources.

To connect and continually synchronise the system clock to an N
source:

1. Make sure that Total Recall VR has a working network connec
See sectioB.2.2Networkfor details on how to configure the
network interfaces.

2. Make sure that Total Recall VR can access the NTP server(s)
the network. This may require configuration of the network
infrastructure such as routers and firewalls.

3. Avoid synchronising with ntp.org servers. Their IP addresses
change constantly. As a result, Total Recall VR may not be able
connect to an NTP server reliably.

4. Make sure the NTP servers provide UTC time.

When the configuration specifies two NTP sesydrotal Recall VR will synchronise
its time with theprimaryserver. At times when th@imaryserver is not available,
Total Recall VR will switch to theecondargerver. Then, Total Recall VR will
switch to theprimaryserver as soon as thpemarysewer becomes available.
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Configure Network Time

1. SelectClock on theSettingstab to display the Clock Settings dialog with
the current clock settings on the recorder:

. Clock Settings

S
. L2
S
o Time Zone Area: [Australia q
Time Zone: | Australia/Sydney TJ
Current Time: 17 Feb 2016
HEREICRELS
W
(¥ ]

P 5
rogress Fetching settings from TRVR Perth. .

Done.

[ Fetch J [ Apply J { Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. If the Total Recall VR system does not have any recordings on it, then it
will be possible to sefime Zone AreaandTime Zone Otherwig you will
not be able to s@time Zone AreaandTime Zone

3. SetTime Zone AreaandTime Zoneif required.

If you change the time zone on the Total Recall VR, then al
active Total Recall VR PC applications that connect to the

Total Recall VR will automtically drop and reestablish the
connection to the Total Recall VR when the PC applications
work in workgroup mode.

4. Expand the Network Clock section to show the network clock configuration
parameters:
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‘ Clock Settings

Time Zone Area: | Australia

Time Zone: | Australia/Sydney

Current Time: -~ - -

Use NTP: [V

Primary NTP: | 192.168.20.240

Secondary NTP:

P ;
10gress: Fetching settings from TRVR Perth...
Done.

{ Fetch J [ Apply J l Cancel J

5. Tick Use NTP

6. SetPrimary NTPto the IP address of the primary NTP server.

7. Optionally, seSecondary NTRo the IP address of a secondary NTP server

DO NOT use the same IP address for both NTP servers. If
only have one NTP server, satimary NTP only and leave

Secondary NTRlank.

8. SelectApply to apply the new values of the settings to the recorder.

Progresswill show the status of the apply operation. Note how the actual

values of the settings are automatically fetched from the recorder after the
new values are applied

The Total Recall VR will synchronise its date and time to that of the primary NTP

server immediately when you selégiply. This may result in a substantial eoi
time shift. Then, the system will continue to synchronise its time with the NTP

servers omegular basis which may result in minute time shifts that do not affect the
operation of Total Recall VR.
8.2.2. Network

In most cases Total Recall VR will connect to an enterprise network (a.k.a. enterprise
LAN).
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It is recommended to configure the LAN 1 inteddor connection to an enterprise
network. This leaves the LAN 2 interface to the IP recording channels (see the Total
Recall VR deployment guidd] for more details).

The following table shows the default values of different network related parameters:

Parameter Default Value

Name Server (DNS) Not set

Hostname Not set

To change the configuration:

Set the DNS and Hostname

1. SelectNetwork on theSettingstab to display th&letwork Settings dialog
with the currenhetworksettings on the recorder:

5‘ Metwork Settings

Mame Server.  192.168.20.200
@ Host Mame:  demo-trer.prolancer.com.au

Connectors: | monnect.. | IP Address | Vian 1D |
LAN1  192.168.130.200

LAM 2 192.168.10.200

=t :
TOOTESS: | Eetehing settings from LinX 130.200 ...

Dane.

Fetch | | Apply || Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings fhem
recorderProgressshows the status of the operation.

2. SetName Server (DNSandHost Nameasdesired

If you set or change the hostname, then you mastuallyre-
start the Total Recall VR for the changes to take effect.

3. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
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values of the settings are automatically fetched from the recorder after the

new values are applied.

The changés immediaé. However, hosthname changes require a mamsareof
the Total Recall VR system to take effect.

The following table shows the default configuration of the two Lg&inectors

Parameter Default Value for LAN 1 | Default Value for LAN 2
IP Address 192.168.1.100 192.168.2.100
Netmask 255.255.255.0 255.255.255.0
Gateway Not set Not set

VLAN ID Not set Not set

Total Recall VR uses what is known as source based routing for
packets, so the traffic on the LAN 1 interface is separate from the
traffic on the LAN 2 interface.

Total Recall VR will not route between the networks that are
connected by the LAN 1 and LAN 2 interface. So it cannot be ust
a routing device.

The source based routing strategy allows you to set a separate
gateway foreach interface. However, the gateway for the LAN 1
interface is also used as a default gateway for the whole system.
result, packets to services such as DNS, NTP etc. if not on one
networks connected by the LAN 1 and LAN 2 interface, will b se
via the LAN 1 interface. This is one of the reasons why we
recommend to connect the LAN 1 interface to your enterprise
network and use the LAN 2 interface for IP traffic recording.

In addition, you can connect both the LAN 1 and LAN 2 interface
thesame network, and set them to use the same gateway. Howe
even in this case the enterprise traffic will be completely separate
from the voice traffic being recorded.

To change the configuration:
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Change the Configuration of a LAN Connector

1. SelectNetwork on theSettingstab to display the Network Settings dialog
with the current network settings on the recorder:

i_-‘- Metwork Settings

&

Mame Server.  192.168.20.200

Host Mame:  demo-trer.prolancer.com.au

Conneclors: | connect... | IP Address | vianID |

LAN 1 192.168.130.200

LAM 2 192.168.10.200
2z

Pi "
TO9T85S- | Eetening settings from LinX 130.200 ...

Done.

Fetch l Apply Jl Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Select the record for the LAN connector that you wish to chante
Connectorstableand the select? to display the Network Interface
Settings dialog:

§ Metwork Interface Settings

&

IP Address:

192.168.130.200

Metmask:

255.255.255.0

Gateway:

192.168.1301

WVian ID:

Used By

Application Interface: Yes
SMMP Agent: Yes

Local Packet Collector: No
Remote Packet Collector: Mo
RTP Streams: No

Tait VRP Senvice: No

SIP Media Server (SIP): Mo
SIP Media Server (RTP): Mo
RTSP Media Server (SIP): Mo
RTSP Media Server (RTP): Mo

Ok . Cancel

3. SetlP Address Netmask, GatewayandVlan ID asdesired.

If you change the IP address of the Total Recall VR that is |
by Total Recall VR PC applications, then all active Total Re
VR PC appliations that connect to the Total Recall VR will
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automatically drop and restablish the connection to the Tote
Recall VR when the PC applications work in workgroup mo

4. SelectOk to return to théNetwork Settings dialog.

5. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual

values of the settings are automatically fetched from the recorder after the
new values are applied.

The changes are immexdie.

You may have to manually update the Total Recall VR connectio
configuration for Total Recall VR PC applications that work in
workstation mode.

8.2.3. Users

Total Recall VR has a role based access control mechanism. Two ristesnelxone
user in each rolé'he roles are:

1. Administratori the user in this role is allowed to access all functions of the
system.

2. Useri the user in this role is restricted to monitoring, searching, playing and
archiving.

It is not possible to adadditional users in any of the roles at this
stage.

Total Recall VR decides which user is accessing the system by comparing the
password presented by the user at start of a user session with the Administrator and
User passwords stored in its configusati By default, both password are 0000.

To change the passwords:
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Change the Administrator and User Password

1. SelectUserson theSettingstab to display the User Settings dialog with the
current user settings on the recorder:

a User Settings X

- A
Administrator:  #*
User: |***
w
| (¥ ]

P :
fO9185S- | Eetehing settings from TRVR Sydney...

Done.

[ Fetch J [ Apply | [ Cancel ]

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Setthe Administrator andUserpasswordssdesred in the Credentials
section.

If you change the password of the Administrator, then all ac
Total Recall VR PC applications that connect to the Total

Recall VR will automatically drop and-establish the
connection to the Total Recall VR whertRC applications

work in workgroup mode.

3. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the

new values are applied.

The new passwords take effect immediately.

You may have to manually update the Téakall VR connection

configuration for Total Recall VR PC applications that work in
workstation mode.
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When a user is logged in, Total Recall VR will automatically end the current user
session, lock the control keypad and lock the disc drive when a user session is
inactive for a specified period of time. The default period of inactivity is 2 minutes.

To change this behaviour:

Configure User Session Timeout

1. SelectUserson theSettingstab to display the User Settings dialog with the
current user settings on the recorder:

&8 User Settings

»

edentials
@ Administrator: | =+

User: | ***

User Session

Progress:

Fetching settings from TRVR Sydney..
Done.

{ Feten | | appy || cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Expand the User Session section to show the user sessions parameters:

& User Settings
2 Credentials
Administrator:  #**
User: |+
User Session
Enable Timeout: [/
Timeout: 2 E minutes

Progress:
g Fetching settings from TRVR Sydney

Done

( Fetch | [ #pply | [ cancer |

3. Tick or untick Enable Timeoutto enable or disable sessittmeout.

4. If you tick Enable Timeout then specify th&@imeoutwhich can be between
1 and 10 minutes (inclusive)

5. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
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values of the settings are automatically fetched from the recorder after the
new values are applied

The new user session parameters take effect immediately. They apply to all current
user sessions as well.

8.2.4. License

Total Recall VR uses license keysctantrol access to certain features of the system.
The following keys exist:

1. Channel Key. It controls the numberlBfand ISDN recording channels.
Analogue channels do not require a license key because they use a physical
hardware which must be installedthe system in order to activate analogue
recording channels.

2. Feature Key. It controls access to the following features:
a. Extension Policies,
b. Signalling Mapping,
c. Internal Dial Plan,
d. SMDR Parsing,
e. SNMP Alarms,
f. Network Archiving and
g. RoD Agents.

A third key, known as Hardware Key, which is unique to every Total Recall VR

system, is used to generate the Channel and Feature key. As a result, the Channel and
Feature key are also unique and cannot be transferred from one Total Recall VR to
another.

Both theChannel and Feature key can be either perpetual or time limited. Total
Recall VR Manager displays this attribute for each of the keys. Time limited keys
automatically deactivate features at the expiry date. As a result, the behaviours of the
system will atomatically change on the expiry date; for example, recording on IP
channels will stop or Network Archiving will stop working.

Generally, license keys are applied to Total Recall VR systems in the factory.
However, there are cases when users need torewelicense keys. For example,

when changing the number of ISDN or IP recording channels, or when replacing any
of the electronic components in the system.

The Hardware Key is calculated by Total Recall VR from identifie
associated with various eteanic components in the system. If you
replace any of the following, then the system will have a new
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hardware key: motherboard, CPU, disk drive and-badrd.

The new Hardware Key will render the Channel and License key
invalid.

All changes to thécense keys start with the Hardware Key. It is not possible to
manually change the hardware key; however, it is required to generate new Channel
and Feature key.

View the Hardware Key

1. SelectLicenseon theSettingstab to display the License Settingslda
with the current license settings on the recorder:

A License Settings

Hardware Key: FHCE WAUB DAAA
p ol
L~ )

| [¥]

Progress:
. Fetching settings from TRVR Sydney

Done

l Fetch J | Apply || Cancel |

The License Settings dialog shows the Hardwarea&¥y groups of 4 characters.
For example: FHCE WAUB DAAA on the previous screen capture.

expect to receive the 3 groups of 4 characters as shown on the

If we ask you to tell us the Hardware Key of ygystem, then we
previous screen capture.

The Channel and Feature key comprise of six groups of 4 digit numbers. For
example: 488818952552555555581828.

When we give you a Channel @Feature key, then we will give yo!
six groups of 4 digits each for each of the keys. You must enter ¢
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group of digits exactly as received from us by following one of the
subsequent procedures.

You can modify both the Channel and Feature key adahes time, or individually
on the License Settings dialog.

Modify the Channel and/or Feature Key

1. SelectLicenseon theSettingstab to display the License Settings dialog
with the current license settings on the recorder:

A License Settings

Hardware Key. FHCE WAUB DAAA
’/ Channel Key

Feature Key

i

P 2
L Fetching settings from TRVR Sydney. ..

Done.

[ Fetch ] { Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Optionally, and to change the Channel Key, exptne Channel Key section
to show the key parameters:

’ License Settings
Hardware Key:
’/ Channel Key

Channel Key. 7879 7839 8998 9999 9998 8160

FHCE WALB DAAA

Status: | Valid

Expiry: Does not expire

Channels: | 10 VolP and 10 ISDM
Feature Key

Progress:

Fetching settings from TRVR Sydney
Done

[ Fetch } l Apply J l Cancel J

3. Enter the segments of tidhannel Key
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4. Optionally, and to change the Feature Key, expand the Feature Key section
to show the key parameters:

A License Settings

Hardware Key: FHCE WALB DAAA
& | v]
o
A

=

Feature Key: 9700 araz 1170 0000 0007 7136

»

Status:

Expiry: Does not expire

Features:
Extension Recording Policies £

Signalling Mapping
Internal Dial Plan

SMDR Parsing

P -
B Fetching setftings from TRVR Sydney. ..

Done.

[ Fetch J [ Apply J [ Cancel J

5. Enter the segments of tReature Key

6. SelectApply to gply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied

The change is immediate. @lsystem will validate the keys and if valid it will
activate/deactivate recording channels and features according to the information
stored in the keys.

8.2.5. Remote Interface

Total Recall VR provides a Java RMI based interface (a.k.a. Remote Manager
Interfacg that allows client applications, such as Total Recall VR Manager, to
manage and control it.

This interface depends on a TCP/IP network to connect Total Recall VR PC
applications to Total Recall VR systems. It is recommended to configure the LAN 1
interface for connection to an enterprise LAN.

See sectioB.2.2Networkfor details on how to configure the
; network interfaces.
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To configure the Remote Managetdrface to accept client connections over an
enterprise LAN:

Configure the Remote Manager Interface for LAN Access

1. SelectRemote Interfaceon theSettingstab to display the Remote Interface
Settings dialog with the current Remote Manager Interface settings on the
recorder:

£ Remote Interface Settings

@ IP Address: | 192.168.130.202 v

Host Mame: trvr-202.tsn.prolancer.com.au

Base Port: 10010

| [¥]
| [¥]

IOIESS: Applying settings to TRVR Sydney

Done
Fetching settings from TRVR Sydney
Done

[ Fetch J [ Apply | [ Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current valuesha# settings from the
recorderProgressshows the status of the operation.

2. In the Application Interface sectiorelectlP Address Choose the IP
address that is assigned to the LAN 1 or LAN 2 interface depending on
which nework you wish to use for conogons from Total Recall VR PC
applications

If you change the IP address, then all active Total Recall Vi
PC applications that connect to the Total Recall VR will

automatically drop and restablish the connection to the Tote

Recall VR when the P@pplications work in workgroup mode

3. Optionally, enteHost Name This can be different to the hostname that is
assigned to the Total Recall VR; however, it must have a DNS mapping to
one of the IP addresses that are assigned to the Total Recall VR LAN
interfaces.

If you enterHost Namethe Total Recall VR PC applications can use either
the IP address or the hasime to connect to the Total Recall VR system.
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4. EnterBasePort. Total Recall VR PC applicatiomeed both the IP address
and the base port irader to connect to the Total Recall VR.

If you change the base port, then all active Total Recall VR
applications that connect to the Total Recall VR will

automatically drop and restablish the connection to the Tote

Recall VR when the P@pplications work in workgroup mode

5. Optionally expand the SSH Interface section to view the configuration of the
SSH Interface that may be used by Total Recall VR PC applications. You
cannot edit the parameters in this section:

£ Remote Interface Settings

@ Application Interface
IP Address: | 192.168.130.202 ™)
HostMame: trvr-202.tsn.prolancer.com.au
Base Port: 10010
SSH Interface
IP Address: 192.168.130.202
Port: | 22
Media Streams
Progress: . .
Applying setlings to TRVR Sydney...
Done.
Fetching settings from TRVR Sydney...
Done.
[ Fetch ] l Apply J l Cancel J

6. Expand the Media Stress sections to configure the number of concurrent
media streams that the Total Recall VR will support between itself and Total
Recall VR PC applications:
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£ Remote Interface Settin gs

Application Interface
@ IP Address: l192.168.130.202 ."]
Host Name: | trvr-202.tsn.prolancer.com.au
Base Port | 10010
SSHInterface
edia Streams &
Limit To: 5 E streams
Max Duration: 02 E 00 E hh:mm

Progress: Applying settings to TRVR Sydney. ..

Daone.
Fetching settings fram TRVR Sydney...
Daone.

[ Fetch ][ Apply | | Cancel |

7. SetLimit To to themaximum number (between 0 and @® simultaneous
media streams that can exXigttween the Total Recall VR and all connected
Total Recall VR PC applications.

8. SetMax Duration to the maximum duration (between 30 minutes and 2
hours and 3Mninuteg of each media stream. Total Recall VR will
automatically end media streams which exabesiduration.

9. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are appd.

The change is immediate.

configuration for Total Recall VR PC applications that work in

You may have to manually update the Total Recall VR connectio
workstation mode.

8.2.6. SNMP Agent

The Total Recall VR SNMP Agent is compatible with SNMPSKMPv2c and
SNMPvV3. It can generate SNMP v1 and v2c traps and inform messages.
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For full details on the Total Recall VR SNMP agent see the
Total Recall VR SNMP Agent user guifi.

The SNMP Agent is disabled by default. To enable it and configure it:

Enable and Configure the SNMP Agent

1. SelectSNMP Agenton theSettingstab to display the SNMP Agent
Settings dialogvith the current agent settings on the recorder:

T4 SNMP Agent Settings

Enable: [/]

@U IP Address: | 192.168.130.202 =

Port: | 161

Read-only Community: private

Read-write Community: public

Trap Hosts: Trap Host | Community | Trap Type |

(8] 2 =

Pi -
L Fetching seftings from TRVR Sydney. ..

Daone.

[ Fetch J l Apply J { Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Tick Enableto enable the agent.

3. SelectlP Address This will be the IP address that the SNMP Agent will use
to communicate with your Network Management System (NMS).

We also recommend that you use the LAN 1 interfacetlar Total Recall
VR models for SNMP communication. This leaves the LAN 2 interface to
the IP recording channels.

4. EnterPort. This is the UDP port that the SNMP Agent will use to
communicate with your NMS. By default this is the standard SNMP port,
161.

5. Optionally, enter passwords for the reatly and the reatrite
communities irReadonly CommunityandReadwrite Community
respectively.
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If you do, then make sure to use the correct password when configuring your
NMS to talk to Total Recall VR.

6. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied

The SNMP Agent wilhow respond to your NMS if your NMS forwards SNMP
queries to the IP address and port set in step 3 and 4 respectively.

If you wish to receive SNMP events (traps and/or inform messages) from Total
Recall VR, then you need to configure one or morehicsgs.

Configure SNMP Trap Hosts

1. SelectSNMP Agenton theSettingstab to display the SNMP Agent
Settings dialog with the current agent settings on the recorder:

T4 SNMP Agent Settings

Enable: [V]

@u IP Address: | 192.168.130.202 )

Port: | 161

Read-only Community: | private

Read-write Community. | public

Trap Hosts: | 1rap Host | Community | Trap Type

(] » =

P :
1O0TESS- | Eotching settings from TRVR Sydney..

Done

[ Fetch J [ Apply J [ Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at ary time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Under theTrap Hoststable selec® to display the Trap Host Settings
dialog:

T4 Trap Host Settings

IP Address: 192.168.130.100
@[] Community. Uaps\

Trap Type: | SNMP V2¢ Inform v

. Ok Cancel
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. EnterTrap Host The format of the value can be:

[<transport=]<ip address>[:<port>]
For example:

1. 192.168.3.186

Specifies a trap host at IP address 192.168.3.186 which expects SNMP

communication on port 162 via UDP.
2. tcp:192.168.3.186

Specifies a trap host at IP address 192.168.3.186 which expects SNMP

communicatioron port 162 via TCP.
3. udp:192.168.3.186:162

Specifies a trap host at IP address 192.168.3.186 which expects SNMP

communication on port 162 via UDP.

. Optionally, entelCommunityfor SNMP v1 and v2c transactions (tarps).

. SelectTrap Typebased on what is expected by the trap host.

. SelectOk to return tathe SNMP Agent Settings dialog where the new trap

host will appear in th&rap Hoststable:

T4 SNMP Agent Settings

Enable: ]

@] IP Address: | 192.168.130.202 v

Port: | 161

Read-only Community: | private

Read-write Community. public

Trap Hosts: | trap Host | Community | Trap Type |

192.168.130.100 traps SNMP V2c Inf...

(#1721 %]

P -
rogress Fetching settings from TRVR Sydney. ..

Daone.

[ Fetch J [ Apply J { Cancel J

7. SelectApply to apply the new values of the settings to the recorder.

Progresswill show the gatus of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the

new values are applied.

This will also restart the SNMP agent which will result in events to the trap host(s).

After adding tr@ hosts, you can select a record inTngp Hoststable andhen:

1. Select# to change the configuration tife trap hostor
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2. Select® to remove the trap host.

Do not forget to selec@pply to apply the changes to the recorder configuration

8.2.7. Recorder

Therecorder is a key component of every Total Recall VR and it is responsible for
writing media to disk, i.e. creating recording files. It has minimal configuration as
explained in this section.

Every Total Recall VR can be assigned an ID which is a numibeeba 1 and 999
inclusive. The defult value of the ID is 1.

m If you have only one Total Recall VR, then you can leave the ID ¢
to its default value. You may skip this section.

Total Recall VR uses its ID as a watermark when creating recordidgaetmves of
recordings.

If you have multiple Total Recall VRs, then it is mandatory to ass
a different ID to each.

If you do not, you risk data loss and corrupt archives and Total R
VR PC applications will not allow you to connectntuiltiple
recorders.

To change the ID of a Total Recall VR:

Configure the Recorder ID

1. SelectRecorderon theSettingstab to display the Recorder Settings dialog
with the current recorder settings on the recorder:
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= Recorder Settings x
Recorder ID: | 202
0 A
| [¥]

| [¥]

P -
L Fetching settings from TRVR Sydney...

Done.

[ Fetch J [ Apply |[ Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. SetRecorder IDto the new ID (between 1 and®fhclusive) that you wish
to assign to the recorder.

3. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

The action may take considerable time to complete if there are recordings on the
recorde. Allow 1 minute of processing time for every 1000 recordings on the
recorder.

Total Recall VR will not be recording while it is processing the
request to change the recorder ID.

The recorder can create recordings of virtually any duration. Howingcreates
problems with file sizes. To avoid problems with file sizes, the recorder automatically
rolls over recordings to another file when recordings reach specified duration.

In addition, the recorder can automaticaligcardrecordings that arghorter than a
specified duration. This is useful if you wish to eliminate short phantom recordings
which are created by noise on the line when recording analogue sources and using
VoX (signal level) as a recording trigger for example.

Configure RecordingDuration

1. SelectRecorderon theSettingstab to display the Recorder Settings dialog
with the current recorder settings on the recorder:
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= Recorder Settings

Recorder ID: 202
e Recording Duration
Retoning Perid
P E
rogress Fetching settings from TRVR Sydney...
Done
[ Feten | [ appiy | [ cancer |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch thauerent values of the settings from the
recorderProgressshows the status of the operation.

Expand the Recording Duration section to show the recording duration
parameters:

= Recorder Settin gs

e RecorderID: 202

Min Duration: 2 E seconds
Max Duration: 60 E minutes
Recording Period
Progress: . .

Fetching settings from TRVR Sydney. .

Dane.

[ Fetch ] l Apply J [ Cancel J

. SetMin Duration to the (minimum) duration (0 to 20 seconds inclusive)

that recaoding files must have in order to be kept. If you set the duration to 0
seconds, the recorder will keep all recordings irrespective of their duration.

. SetMax Duration to the (maximum) duration (1 to 150 minutes inclusive)

of recording files. The recordairill automatically create a new file for a
recording in progress when the current file reaches this dur&sgments
of a segmented recordirmge marked wittb Cé6 f | a g .

. SelectApply to apply the new values of the settings to the recorder.

Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

The action is immediate and the new values of the parameters will apply to all
recording in progress and all future recordings.

The recorder can be configured to create recordings only during limited period every

day.
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Configure Recording Period

1. SelectRecorderon theSettingstab to display the Recorder Settings dialog

with the current reaaler settings on the recorder:

= Recorder Settings

S

Recorder ID: | 202

Recording Duration

Recording Period

P -
L Fetching settings from TRVR Sydney...

Done.

[ Feten | [ appiy | [ cancer |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

Expand the Rearding Period section to show the recording period
parameters:

* Recorder Setti ngs

RecorderID: 202
e Recording Duration
Enable: ]
Start At 08 E 30 E
End At 19 E 0o E
FRpEEE Fetching setftings from TRVR Sydney...
Done.
[ Feten | | appy || cancer |

3. Tick Enableto enable recording period.

. SetStart AtandEnd Atto the start and end time of the period during which
the recorder will be recording.

. SelectApply to apply the new values die settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

The action is immediate and the recorder wolhtinue and/or cease recording based
on the current time on the Total Recall VR.

Page91of 194



Total Recall VR Manager

8.2.8. Browser

Every Total Recall VR has a buitt recording browser that allows users to search for
recordings that are stored on the Total Recall VR itself or on Total Recalls¢R
USB and network archives.

I n most cases wusers wil/l use the browser i
a search and the browser will display the results of the search. The results will remain
on the screen until the user executes anaibarch.

However, it is possible to set the browser in aytdate mode. While in this mode,
the browser automatically fetches the latest recordings and displays them. This
happens on regular intervals as defined by

Configure Auto Update Period

1. SelectBrowser on theSettingstab to display the Browser Settings dialog
with the current browser settings on the recorder:

£ Browser Settings X
LR
@ -
Update Period: 10 B seconds

Show: 50 @ records

| [¥]

P s
DL Fetching setftings from TRVR Sydney...

Done.

[ Fetch J [ Apply | [ Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetckhe current values of the settings from the
recorderProgressshows the status of the operation.

2. SetUpdate Periodo the desired update period (between 5 to 60 seconds
inclusive).

3. SetShowto the(maximum)number of records that the browser should
display.

4. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from wrder after the
new values are applied.

As stated before, the browser that allows users to search for recordings that are stored
in Total Recall VR network archives. However, the browser does not have provisions
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for the configuration of the location ohd access credentials for the network drives
used by such archives.

To configure the location of and access credentials for the network drive which
contains a Total Recall VR network archive:

Configure a Network Archive for Searching by Browser

1. SelectBrowseron theSettingstab to display the Browser Settings dialog
with the current browser settings on the recorder:

& Browser Settings

@ futo Update =
Update Period: 10 @ seconds
Show: 50 @ records
Defauit Network Archive

P 2
AL Fetching settings from TRVR Sydney..

Done.

( Feten | | Apply | [ cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Expand the Default Network Archive section to show the network archive
parameters:

& Browser Settings

@ Auto Update
Update Period: B0 @ seconds
Show: 50 @ records
Defauit Network Archive
Type: [Windows (SMBICIFS) \'J
Path: Vibus-wst-020%rvr-netwark-archive
User Name: BUS-WST-020testman
Pasoward: *esesssass
Progress: . .
Feiching settings from TRVR Sydney...
Done.
( Feten | [ Apply || cancel |

3. Choose th@ypeof the network drive that is usedrfthe network archive.

4. EnterPath, the location of the network drive.
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5. EnterUser NameandPasswordthe access credentials for the network
drive.

6. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the ply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

Users can now use the browser on the Total Recall VR to search the Total Recall VR
network archive.

8.2.9. Archiver

Every Totl Recall VR has a buiih archiver which is capable of creating Total
Recall VR disc, USB and network archiveagomatically andn demand.

Automatic archiving is disabled by default. To enable and configure automatic
archiving:

Configure Automatic Archiving

1. SelectArchiver on theSettingstab to display the Archiver Settings dialog
with the current archiver settings on the recorder:

@ Acchiver Settings

- P
. F
Lj Enable: [/
Archive Every: 1 B | Days »|  Nexton: 18 Feb 2016
Archive To: | Network TJ
Type: | Windows (SMBICIFS) TJ
Path: | ibus-wst-020\rvr-network-archive
User Mame: BUS-WST-020testman
Pasaword: Heasessss
W
| &J|
W
| [¥]

Progress:
. Fetching settings from TRVR Sydney

Done

[ Fetch J [ Apply J [ Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Tick Enableto enable automatic archiving.

3. SelectArchive Everyto set the period between automatic archive attempts.
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4. ChooseArchive Toto configure the type of archive. Choose:

a. Disc- if you wish to archive to a CD, DVD or BD disc. Then enter a
CD-R, CD-RW!,DVD+RW, DVD-R? DVD+R?, BD-R or BD-RE disc
into the drive of the Total Recall VR.

b. USB- if you wish to archive to a USB key or disk drive. Then attach a
USB key or disk drive to the Total Recall VR.

c. Network- if you wish to archive to a network drive. If you choose this
option then enter the details for the network drive.

I. Choose th@ypeof the network drive that is used for the network
archive.

ii. EnterPath, the location of the network drive.

iii. EnterUser NameandPasswordthe access credentials for the
network drive.

5. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetchethftbe recorder after the
new values are applied.

The change is immediate. The system will enable automatic archiving and perform
the first archive automatically at the anniversary of the first period.

In addition to, or separately from, automatic arctgyiyou can configure the archiver
to display a reminder on the Total Recall VR when it is time to archiveonfigure
the archive reminder:

Configure Archive Reminder

1. SelectArchiver on theSettingstab to display the Archiver Settings dialog
with the arrent archiver settings on the recorder:

! Requires application release 9.9.0 or better on the Total Recall VR system.

2 Requires application release 9.18.0 or 10.9.0 or better on the Total Recall VR system.
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@ Archiver Settings

Auto Archive Settings
@ Enable: [/]
Archive Every: 1 @ .Days v Next on: 18 Feb 2016

Archive To: | Network =

Type: [Windows (SMBICIFS) | ']

Fath: Wbus-wst-020\rr-network-archive

UserMame: BUS-WST-020testman

Fassword:

Archive Reminder

ol

Default Network Archive

P -
D Fetching settings from TRVR Sydney. .
Dane.

[ Fetch ] l Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

Expand the Archive Reminder section to show the reminder configuration
parameters:

@ Archiver Settings

Auto Archive Settings
@ Enable: ]
Archive Every: 1 @ ( Days v Mext on: 18 Feb 2016

Archive To: | Network =

Type: | Windows (SWBICIFS) D)

Path: | Wous-wst-020trvr-network-archive

User Name: BUS-WST-020%estman

Password:
Archive Reminder
Enable: E

Disk Occupancy: |75 |¥| %

Default Network Archive

= .
RERRESS: Fetching settings from TRVR Sydney...
Done

(Leeten ) [ aoo | | cancer |

3. Tick Enableto enable archive reminders.

4. EnterDisk Occupancyas percentage of used disk space at which you wish
the reminder to appear.
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5. SelectApply to apply the new vaks of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the

new values are applied.

As stated earlier, thee archiver allows gderarchive, osdlemand, recordings to

Total Recall VR network archives. However, the archiver does not have provisions
for the configuration of the location of and access credentials for the network drives
used by such archives.

To configure the locationf and access credentials for the network drive which
contains a Total Recall VR network archive:

Configure a Network Archive for Ordemand Archiving

1. SelectArchiver on theSettingstab to display the Archiver Settings dialog
with the current archiver settings on the recorder:

@ Archiver Settings

Auto Archive Seftings
[j Enable: (V]
Archive Every: 1 E Days .'. Mext on: 18 Feb 2016
Archive To: | Network .']
Type: | Windows (SMBICIFS) =

Fath: Wous-wst-020\rvr-network-archive

UserMame: BUS-WST-020iestman

**********

Password:

Default Network Archive

«

«

P
s Fetching settings from TRVR Sydney...

Done.

[ Fetch ] l Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorder.Progressshows the status of the operation.

2. Expand the Default Network Archive section to show the network archive
parameters:
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@ | =
| [¥]
=

Type \_Windows (SMBICIFS)

1.5

Path: Wbus-wst-020\rvr-network-archive

UserName: BUS-WST-D20%estman

Password: | =srsssssssesaass

P 2
L Fetching settings from TRVR Sydney...

Done.

[ Fetch Jl Apply H Cancel |

w

. Choose th@ypeof the network drive that is used for the network archive.

B

EnterPath, the location of the network dev

o

EnterUser NameandPasswordthe access credentials for the network
drive.

o

SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are autdmoally fetched from the recorder after the
new values are applied.

Users can now use the archiver on the Total Recall VR to archive to the Total Recall
VR network archive.

8.2.10. Housekeeper

Every Total Recall VR has an-built housekeeper which ensures et system has
enough free space on its disks and in its database to continue recording endlessly. To
achieve its objectives, the house keeper has arctadning function which it uses to
remove recordings from the system when disk and database sfmee is

A working archiving strategy must be implemented to avoid losin
recordings as a result of attteaning.

In general, thdnousekeepesutomatically deletes recordings when the number of
recordingds morethan a defined maximum number,the disk occupancy reaches
95% whichever occurs first. It removes oldest recordimgsuntil the numbebf
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recordings reduces to a defined low waternaarless and the disk occupancy is
below 88%

It is possible to limit the life time of recording$ this is the case, then the auto
cleaning function may never run as the housekeeper putgesdcrecordigson
hourly basis To configure the life time of recordings:

Configure Recording Life Time

1. SelectHousekeeperon theSettingstab to display ta Housekeeper Settings
dialog with the current housekeeper settings on the recorder:

& Housekeeper Settings

&

Limit To: 0 E months

P :
rogress Fetching settings from LinX Altus 130.200 ...

Done

[ Fetch J[ Apply |l Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. SetLimit To in the Recording Lifetime section to desired recording life time
as a number (0 to 24 inclusive) of months. Recordings that are older than
this life time will be automatically purged by the housekeeg@amithey
expire. Set this parameter to 0 months to keep recordings as long as
possible.

3. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

8.2.11. Signalling Map

To understand the purpose of the Signalling Map, it is necessary torettyg
concept of Total Recall VR Extensions first.

Total Recall VR Extensions are a Total Recall VR concept and should not be
confused with PBX extension numbers which are used for desk phones (or mobile
devices) within an enterprise.

Total Recall VR Ext¢nsions are one of the three different identifiers that can be
assigned to the source and the destination of recordings, irrespective of whether the
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recordings are of a telephone call or another audio source (such as radio program for
example).

The othertwo identifiers are the Total Recall VR Raw Numbers and the Total Recall
VR Mapped Numbers which are somewhat less important than the Total Recall VR
Extensions.

Total Recall VR can classify calling and called numbers (or PBX extensions) as Total
Recall VRExtensions when recording calls. As a matter of fact in most deployments
PBX extensions map directly to Total Recall VR Extensions.

However, depending on Total Recall VR configuration, Total Recall VR Extensions

can be any free text identifiers. Forexailne , Tot all Recall VR Extens:s
Desk Phoned can represent actual PBX extens
can represent (the human form of) PBX extension 200 (which the PBX may know as
Asip:ext200@myenterprise.como) .

Total Recall VR Extensionmay (and should) be used on deployments where Total

Recall VR is used to record audio sources other than telephone calls. For example

Total Recall VR Extensions fizDay theM0O can be
analogue recording channel which is usetbg the radio program from a radio

station called 2Day FM.

Total Recall VR uses information that it extracts from call signalling and its
configuration to determine Total Recall VR Extensions for recordings. Here is a
summary of the steps used by TdRacall VR to determine Total Recall VR
Extensions for recordings:

1. Total Recall VR starts with raw identifiers which it collects from call
signalling or determines from its configuration. The following table shows
the raw identifiers for various recordisgenarios:

When recordingé |Raw i dentifiers are ¢é

Analogue telephone/Di al | ed DTMF di gits an
call (outgoing) which appears in the configuration for each
analogue recording channel.

Analogue telephone| IncomingCLIdi gi t s and t he g
call (incoming) which appears in the configuration for each
analogue recording channel.

SIP call Values in the OFromdé 3
200 response to the INVITE message.

H.323 call Values in the o6CablCahp
Party Number 6 infor mat

which appear in the SETUP message.

The previous will be replaced with the first alias

that appear in the 06sqg
6destinati onAddr essod e
appear in thé oO0UDf§er mat
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the SETUP message.

RTP Endpoint <IP address:Tx port> or <IP address:Rx port>
which appear in the RTP Endpoint configuration.

RTP Stream <From IP address:From UDP port> which appea
the RTP packets and <IP address: UDP pattich
appear in the RTP Stream configuration.

RTP Stream Pair <Tx From IP address:From UDP port>;<Rx From
IP address:From UDP port> which appear in the
RTP packets and <Tx IP address: UDP port>;<R
IP address: UDP port> which appear in the RTP
Stream confuration.

VRP call MPT 1327 address or MPT 1343 number.

2. Total Recall VR then converts the raw identifiers to Total Recall VR
mapped identifiers by applying identifier conversion rules, which are
specified in the Signalling Map configuration.

Themapping rules are regular expressions which specify how to convert
raw identifiers to mapped identifiers. For example, a mapping rule can
convert t hesipea200@nmyenterpris.cane t ol map p e d
identifier AExtension 2000.

3. Finally, Total Recall R attempts to match mapped identifiers to matching
rules that are present in the Internal Dial Plan configuration and if, and only
if, it finds a rule that matches a mapped identifier, then it classifies that
identifier as a Total Recall VR Extension.

Continuing from the previous example, if the Internal Dial Plan
configuration has an entry that mat c
2000, then, and only then, the ident
a Total Recall VR Extension.

As you can se from step 2, the Signalling Map plays an important role in
determining Total Recall VR Extensions from raw identifiers.

As explained in step 2, the Signalling Map is basically a collection of mapping rules.
Each mapping rule has two parameters:

1. Expresson.
2. Replacement value.

The expressions are regular expressions. Total Recall VR compares raw identifiers to
the expressions and if it finds a match, then it uses the replacement value as a mapped
identifier.
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% Regular expressions basic syntax reference:
: http://docs.oracle.com/javase/tutorial/essential/regex/

For example:
Expression Replacement | Raw Identifier Mapped
Value Identifier
61298762100 100 61298762100 100
61298762101 Tanyads 61298762101 Tanyaods F
6129876210Q 6129876210
61298762[0-9{3}) Extension $1 61298762101 Extension 101
61298762229 Extension229
4456789999 4456789999
sip:ext([0-9]{2) @.* $1 sip:ext76@mysip.com | 76
4456789999 4456789999
sip:90@mysip.com sip:90@mysip.com
sp:([*@"@.* $1 sip:igor@sipco.com igor
sip:90@mysip.com 90
192.168.130.100:700{9] | PA Speaker 192.168.130.100:7000 | PA Speaker
192.168.130.100:7008 | PA Speaker

If a raw identifier does not match any of thatch expression, then its mapped

identifier is the same as the raw identifier.

To create signalling map rules:

Create a Signalling Map Rule

1. SelectSignalling Map on theSettingstab to display the Signalling Map
Settings dialog with the current signalling map entries on the recorder:
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L Signalling Map Settings

[7—3 Signalling Map
Rules: | pypracsion | Replacement
61298762100 100
61298762101 Tanya's Phone
£1298762(0-9K3}) Extension §1
sip:ext([0-9K2)@.* $1
AENTSIE:
e
P 3
1007 | cetching seftings from TRVR Sydney...
Done.
[ Fetch ] l Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settirgga the
recorderProgressshows the status of the operation.

Under theRulestable selec® to display the Signalling Map Rule dialog:

[} Signalling Map Rule

Expression: | sip:(["@*)@.*
?—_ P p(r@ra
Replacement $1

Test

Raw ID:  sipigor@sipco.com
Mapped ID. igor
[0 ((caer |

EnterExpression

This can be a specific raw identifier as collected by Total Recall VR from
signalling packets.

Or, it can be a regular expression which matches a set of raw identifiers as
collected by Total Recall VR. For exampégp: ([*@]*)@.* will match
extensionsip:igor@sipco.consip:90@mysip.com...

EnterReplacement

5. Optionally, to test this rule:

a. Enter aRawlD.
b. Select? to create théapped IDbased on the rule settings.

. SelectOk to return to the Signalling Map Settings dialog where the new rule
will appear in theRulestable:
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B Signalling Map Settings

@ Signalling Map

Rules:

Expression | Replacement
G1298762100 100
61298762101 Tanya's Phone
61298762(10-9K3}) Extension §1

siprext(0-9}2H@.* 51

(#)2)(8][a] ¥

Progress:

Fetching settings from TRVR Sydney. ..
Done.

[ Fetch ] l Apply J { Cancel J

7. Optionally, and if you wish to test the new rule when used in combination
with all other exiting rules:

a. Expand the Test section:

B Signalling Map Settings

@ Signalling Map
Rules: | Expression | Replacement

61298762100 100

61298762101 Tanya's Phone
61208762(10-91{31) Extension 51
sip:ex([0-912h@.* 51

A

(® (2] (8] a] ¥
Raw 1D: sipigor@sipco.com | v I

Mapped ID: | igor

P g
LR Fetching settings from TRVR Sydney...

Done

[ Fetch } l Apply J l Cancel J

b. Enter aRaw ID.
c. Select? to create thdapped IDbased on the rule settings.

8. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation.t&lbow the actual
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values of the settings are automatically fetched from the recorder after the
new values are applied.

After adding rules, you can select a record inRinéestable and then:
1. Select# to change the configuration of the rule; or
2. Select® to remove the rule; or
3. Select#s to move the rule one position up; or
4. Select¥ to move the rule one position down.

Do not forget to selecpply to apply the changes to the recorder configuration.

8.2.12. Internal Dial Plan

Section8.2.11Signalling Mapexplains the concept of Total Recall VR Extension
and explains how Total RecalR/uses the Internal Dial Plan configuration to
convert raw and mapped identifiers to Total Recall VR Extensions.

Internal Dial Plan configuration plays an important role in the process of determining
Total Recall VR Extensions. Total Recall VR attemptsmttich mapped identifiers to
rules that are present in the internal dial plan configuration and if, and only if, it finds
a rule that matches a mapped identifier, then it classifies that identifier as a Total
Recall VR Extension.

Internal Dial Plan configation is basically a collection of regular expressions.

@5 Regular expressions basic syntax reference:
: http://docs.oracle.com/javase/tutorial/essential/regex/

For example:
Expression Mapped Identifier | Match?
[0-9K3} 100 yes

Extension 101 no

Tanyabs Ph|Tanyads Phgyes

Any other value no
Extension0-9]{3} Extension 101 yes

Extension 209 yes

4456789999 no
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To create internal dial plan expressions:

Create aninternal Dial Plan Expression

1. Selectinternal Dial Plan on theSettingstab to display the Internal Dial
Plan dialog with the current entries on the recorder:

7 Internal Dial Plan

— Member Extensions
ﬁ Extensions: Expression
[0-913}
Tanya's Phone
7 % A v
Test
IOIESS: Fetching settings from TRVR Sydney
Done
[ Fetch ] l Apply J { Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at ary time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Under theExtensionstable selec® to display the Internal Dial Plan
Expression dialog:

7 Internal Dial Plan Expression

_ Expression: Exdension [0-913}

a
Extension: Extension 101
Internal: Yes
Ok Cancel

3. EnterExpression

This can be a specific Total Recall VR Extension as determined by Total
Recall VR.

Or, it can be a regular expression which matches a set of Total Recall VR
Extension as determined by Total Recall VR. For example-2J{f} will
match extensions 2100 24.99.

4. Optionally, to test this expression:

a. Enter arExtension
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b. Select? to determine if the extension matches the expression.

5. SelectOk to return to the Internal Dial Plan dialog where the new

expression will appear in thextensionstable:

" Internal Dial Plan

Member Extensions

ﬁ Extensions:

Expression

[0-913}
Tanya's Phone

Extension [0-9K3}

(@)2)(=(a] v
Test

Progress:

Fetching settings from TRVR Sydney...
Done.

[ Feten | [ 2pply | [ cancal |

6. Optionally, and if you wish to test the new expression when used in

combination with all other exiting expression:

a. Expand the Test section:

7 Internal Dial Plan

_ Member Extensions

'ﬁ Extensions:

Expression

[0-9K3}
Tanya's Phone

Extension [0-913}

Test

Extension: Extension 101 | v I
Internal: Yes

Progress:

Fetching settings from TRVR Sydney
Done

[ Fetch ] l Apply J l Cancel J

b. Enter anExtension

c. Select? to determine if the extension matches one of the rules.
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7. SelectApply to apply the new values di¢ settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

After addingexpressionsyou can select a recoird the Extensionstable and then:
5. Select# to change the configuiiah of the extension expressiar
6. Select® to remove thextension expressioor
7. Select/ to move the extension expressimme position up; or
8. Select¥ to move the extension expressimme position down.

Do not forget to seledpply to apply the changes to the recorder configuration.

8.2.13. SMDR Caollector

Total Recall VR is capable of accepting and then extracting information from Station
Messaging Detail Records (SMDRSs) generated byraber of popular telephone
systems.

This is useful when deploying Total Recall VR on trunk lines but wanting to use
internal extension numbers while searching for calls.

At this stage Total Recall VR capable of processir@VIDRs from the following
telephone systems:

1 Avaya IP Office v4.2+

{1 Panasonic KXTDA100 and KXTDA200
1 Samsung iDC$00

{1 Siemens HiPath 3000/5000

1 Asterisk

These days mostlephone systemmovide an SMDR feed oven&thernetinterface
using the TCP or UDBrotocol However sometelephone systensill usea serial
(RS232for example)nterface. Tdntegrate Total Recall VR with such telephone
systems/ou need to pichasea seriako IP convertefalso known as Seri@evice
Servers).

To configure the SMDR collector:

Configure the SMDR Collector

1. SelectSMDR Collector on theSettingstab to display the SMDR Collector
Settings dialog with the current collector settings on the recorder:
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af& SMDR Collector Settings

EIEIE <

._LJ‘ Collector Type: | UDP Server
=

\4=|] Local IP Address: |_192.158.2.100

Remote IP Address:

Port: | 10030

<)

SMDR Parser | PanasonicKXTDA100Parser class

P 2
L Fetching settings from TRVR Sydney...

Done.

{ Fetch J | Apply | | Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at anytime to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

. ChooseCollector Type Choose:

a. UDP Servei if you wish the collector to accept connections from UDP
clients. In this case you must configune PBX SMDR interface as a
UDP client.

b. TCP Server if you wish the collector to accept connections from TCP
clients. In this case you must configure the PBX SMDR interface as a
TCP client.

c. TCP Client- if you wish the collector to connect to the PBX aB8GP
client. In this case you must configure the PBX SMDR interface as a
TCP server.

If Collector Types UDP Serveror TCP Serverthen chooseocal IP
Address It is recommended to choose the IP address of the LAN 1 interface
which will leave the LAN 2 iterface to the IP recording channels.

. Alternatively, and ifCollector Types TCP CliententerRemote IP Address
This is the IP address assigned to the SMDR interface on the PBX.

. EnterPort.

a. If Collector Typeis UDP Serveror TCP Serverthen this is gort on the
Total Recall VR which will be used by the collector to accept
connections from PBXes.

b. If Collector Typdas TCP Client then this is a port on the PBX that will
be used by the collector to connect to the PBX.

. ChooseSMDR Parserbased on the motland type of your PBX.

. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.
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Once he connection between Total RB&ER and the PBX isactive, the collector
will start parsing SMDRs and extract information from the SMDRs which it will then
add to the database on the Total Recall VR.

8.2.14. Recording Policies

Recording policies control the operation of the recorder and determine the method of
recording which can be:

1 Recordby default- Total Recall VR will automatically record all audio
sources and telephone calls and keep recordings unless instructed otherwise
during recording.

T Dondt r ec o-rTotal Regall \dRewill automatically record all audio
sources and telephe calls, but at the end of the recording it automatically
discards recordings unless instructed otherwise during recording.

1 Record partial calls Total Recall VR will record only parts of all audio
sources and telephone calls, as instructed duringdiegprand keep all parts
concatenated in a single recording.

In addition to the method of recording, policies specify whethettireal monitoring
is allowed or not while recording is in progress.

Policies can be one of two types:

1 Globali a single systa wide policy which applies to recordings from all
audio sources and telephone calls on all recording channels.

1 Extensioni apply only to recordings from audio sources and telephone calls
which have been assigned Total Recall VR Extension identifierseThes
policies have precedence over the global policy.

The default global policy is:

71 All audio sources and telephone calls are recorded and recordings are kept
unless instructed otherwise during recording.

1 Real time monitoring of recordings in progress isvadd.

1 The use of DTMF key sequences to control recording is disallowed when
recording telephone calls.

To change the default global recording policy:

Change the Global Recording Policy

1. SelectRecording Policieson theSettingstab to display the Extension
Recording Policies dialog with the current default policy settings on the
recorder:
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& Extension Recording Policies X

—~— r.
—~ A
w Enable Monitoring: ]

Recording Mode: | Record by Default v

Enable Phone Keys: [V/]

Start Recording Phone Keys: *11

Stop Recording Phone Keys:  *22

P :
109755 | Eotching settings from TRVR Sydney...

Done.

[ Fetch J[ Apply |[ Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of thérsgs from the
recorderProgressshows the status of the operation.

. Tick or untick Enable Monitoringto enable or disable monitoring.

. ChooseRecording Mode Choose:

a.

Record by DefaultTotal Recall VR will automatically record all audio
sources and telephe calls and keep recordings unless instructed
otherwise during recording.

Dondét Re c orTdtal Recall BR Villtautdmiatically record all
audio sources and telephone calls, but at the end of the recording it
automatically discards recordings udasstructed otherwise during
recording.

Partial Record by DefaulfTotal Recall VR will record only parts of all
audio sources and telephone calls, as instructed during recording, and
keep all parts concatenated in a single recording.

Record by Defaukt Notes Only Total Recall VR will automatically

record all audio sources and telephone calls. Parties on calls cannot use
DTMF key sequences to instruct Total Recall VR to discard or keep
recordings recordings are always kept. Same applies to applications
which use the Remote Manager Interface to control recording. However,
such applications can add notes to recordings in progress.

Record by Default No Control, No NotesTotal Recall VR will
automatically record all audio sources and telephone callse$an

calls cannot use DTMF key sequences to instruct Total Recall VR to
discard or keep recordingsecordings are always kept. Same applies to
applications which use the Remote Manager Interface to control
recording. In addition, applications canndtlanotes to recordings in
progress.

. Tick or untick Enable Phone Keyto enable or disable control of recording
via DTMF key sequences.
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5.

6.

If you tick Enable Phone Keyghen set:

a. Start Recording Phone Keyts the DTMF key sequence that will start
recording.The sequence can be up to 3 digits long.

b. Stop Recording Phone Kep the DTMF key sequence that will stop
recording. The sequence can be up to 3 digits long.

SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied

The change is immediate. Total Recall VR will start using the new default policy
from the next recording. All recordings that are already in progress will not be
affected; the previous default policy applies to them.

There are no extension based policies by default. To add a new extension based
policy:

Add a Recording Policy for an Extension

1.

SelectRecording Policieson theSettingstab to display the Extension
Recording Policies dialog with the current default and extension policy
settings on the recorder:

' Extension Recerding Policies

U Enable Monitoring: [v]

Recording Mode: |_Rec0rd by Default TJ

Enable Phone Keys: (V]

Start Recording Phone Keys: *11

Stop Recording Phone Keys: *22

P s
DL Fetching settings from TRVR Sydney. .

Dane.

l Fetch J l Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

. Expand the Extension Policies segment to show the current extension

policies:
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3.

4.

N o O

® EBdension Recording Policies

— Default Policy
w Enable Monitering: [+]

Recording Mode: [RecordbyDefaun |v]

Enable Phone Keys: (]

Start Recording Phone Keys: *11

Stop Recording Phone Keys:  *22

»

Extension Policies

GCIELERY v Eriension Recording Policies:
¥ 2001
Record by Default
Allows Monitoring
Allows Phone Keys - start recording: *78, stop recording: *79
¥ 21[0-9[*2
Executives
Dont Record by Default

\® | L B AV

P 2
fogress Fetching settings from TRVR Sydney. ..

Done.

[ Fetch ] l Apply J l Cancel J

Under thePoliciestree selec#® to display the Exdnsion Recording Policy
Settings dialog:

& Extension Recording Policy Settings

Extension: 2005

[
w Description: Tanya's Phone

Enable Monitoring: (]

Recording Mode: [Record by Default \']

Enable Phone Keys: @

Start Recording Phone Keys: *11

Stop Recording Phone Keys: *22

—

EnterExtension

This can be an actudlotal Recall VR Extension as determined by Total
Recall VR.

Or, it can be a regular expression which matehsst ofTotal Recall VR
Extension as determined by Total Rés&R. For example: 21[@{2} will
match extensions 2100 to 2199.

EnterDescription This is free text that will helpou identify the policy
Tick or unttick Enable Monitoringto enable or disable monitoring.

ChooseRecording Mode Choose:
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a. Record by Defdur Total Recall VR will automatically record all audio
sources and telephone calls and keep recordings unless instructed
otherwise during recording.

b. Dondt Re c orTodtal Recall BR Willlautdmiatically record all
audio sources and telephone cdiig at the end of the recording it
automatically discards recordings unless instructed otherwise during
recording.

c. Partial Record by DefaulfTotal Recall VR will record only parts of all
audio sources and telephone calls, as instructed during recongihg, a
keep all parts concatenated in a single recording.

d. Record by Defauk Notes Only Total Recall VR will automatically
record all audio sources and telephone calls. Parties on calls cannot use
DTMF key sequences to instruct Total Recall VR to discakkep
recordings recordings are always kept. Same applies to applications
which use the Remote Manager Interface to control recording. However,
such applications can add notes to recordings in progress.

e. Record by Default No Control, No NotesTotal Recl VR will
automatically record all audio sources and telephone calls. Parties on
calls cannot use DTMF key sequences to instruct Total Recall VR to
discard or keep recordingsecordings are always kept. Same applies to
applications which use the Remadfanager Interface to control
recording. In addition, applications cannot add notes to recordings in
progress.

8. Tick or untick Enable Phone Key#o enable or disable control of recording
via DTMF key sequences.

9. If you tick Enable Phone Keyghen set:

a. StartRecording Phone Key® the DTMF key sequence that will start
recording. The sequence can be up to 3 digits long.

b. Stop Recording Phone Keyp the DTMF key sequence that will stop
recording. The sequence can be up to 3 digits long.

10. SelectOk to return to he Extension Recording Policies dialog where the
new policy will appear on tholiciestree:
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® EBdension Recording Policies

.F >
w Enable Monitering: [+]

Recording Mode: | Record by Default .VJ

Enable Phone Keys: (]

Start Recording Phone Keys: *11

Stop Recording Phone Keys: *22

Policies: | v Exension Recording Policies:
= 2001
» 21[0-9]72

Tanya's Phone

Record by Default

Allows Monitoring

Allows Phone Keys - start recording: *11, stop recording: *22

(@j(z)(%](a] v

P 2
fogress Fetching settings from TRVR Sydney. ..

Done.

[ Fetch ] l Apply J l Cancel J

11. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the g8ngs are automatically fetched from the recorder after the
new values are applied.

After adding policies, you can select a record orRbléciestree and then:
1. SelectZ to change the configuration of the policy; or
2. Select® to remove the policy; or
3. Selectéd to move the policy one position up; or
4. Select to move the policy one position down.
Do not forget to selecpply to apply the changes to the recorder configuration.

The change is immediate. Total Recall VR will start using the updated extensio
recording policies from the next recording. All recordings that are already in progress
will not be affected; the previous default or extension policies (even if removed)
apply to them.

Note that Total Recall VR can assign two Total Recall VR Extenstasecording;

one as an identifier for the source of the recording (the calling party on a call for
example) and another as an identifier for the destination of the recording (the called
party on a call for example).

Conflicts between extension policiaee likely in such cases. Total Recall VR deals
with conflicting extension recording policies as follows:
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1 The settings of the policy with Recording Mode set to OTHER THAN
(Partial Record by Defaut t akes precedence over the s
extensionpot y wi t h Re c or Bartial Rechiobby Pefagitet t o 06

For exampl e: i f e xReeandsby efaultp avli it diy A i s se
monitoring disabl ed, whPartiatBRerdbyensi on pol
Defaul® wi t h moni tori ng eappyholthecordibghen pol i c
everything will be recorded and monitoring will not be allowed.

1 If Recording Mode is identical, then the policy which allows monitoring takes
precedence.

For exampl e: i f e Reécerchby Dadandt pwoi ltihcy A i s s
monitoring disabl ed, whRedordbydgfdaue nsi on pol
with monitoring enabled, then policy B will apply to the recording

everything will be recorded and monitoring will be allowed.

calls to be monitored, they must be made aware of how Total Re

If anyone in your organisation specifically dagot want any of their
VR deals with conflicting extension recording policies.

8.2.15. Event Policies

Total Recall VR can generate one or all of the following extension specific events in
the form of a log entry and an SNMP trap:

1. Call Start Event every time when recording starts on a specified extension.
2. Call End Event every time when recording ends a specified extension.

3. Quiet Extensiori when there is a lack of activity (new recordings) on a
specified extension for a specified period of time.

The extension event policies define what events, if any, to generate for specific
extensions. By defaulf,otal Recall VR does not generate any extension events.

To enable extension events you must create one or more extension event policies:

Add an Event Policy for an Extension

1. SelectEvent Policieson theSettingstab to display the Extensidivent
Policies dialog with the current extension policy settings on the recorder:
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W Extension Event Policies

U Policies: | v Exension Event Palicies:

¥ 2000
Recording Start Event
Recording End Event
Quiet Event if not recording for 60 minutes

|®| 72 % A |V

P
s Fetching setftings from TRVR Sydney...

Done.

[ Fetch J l Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

Under thePoliciestree selec#® to display the ExtensioBventPolicy
Settings dialog:

[ Extension Event Policy Settings

— Extension: 2001

U Recording Start Event: ||

Recording End Event: ||

Quiet Event: ]

Quiet Period: 60 B minutes

EnterExtension

This can be an actual Total Recall VR Extension as determined by Total
Recall VR.

Or, it can be a regulaxpression which matches a set of Total Recall VR
Extension as determined by Total Recall VR. For example-2{f} will
match extensions 2100 to 2199.

. Optionally, tickRecording Start Evenif you wish to receive an event every
time recording start fathe specified extension.

. Optionally, tickRecording End Evenif you wish to receive an event every
time recording ends for the specified extension.

. Optionally, tickQuiet Eventif you wish to receive an event if new
recordings are not detected on the gptextension for a specified period
of time.
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9.

If you tick Quiet Event then enteQuiet Period(between 1 and 9999
minutes inclusive).

SelectOk to return to the Extension Event Policies dialog where the new
policy will appear on th€oliciestree:

[ Extension Event Policies

. ey
u Policies: | v ytension Event Policies:

F 2000

¥ 2001

Quiet Event if not recording for 60 minutes

(®J (2] (B8]la] V

Progress:
. Fetching settings from TRVR Sydney

Done

[ Fetch J [ Apply J [ Cancel J

SekctApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

After addingpolicies, you can select a record on Hwticiestree and then:

1.
2.
3.
4.

Select# to change the configuration of the policy; or
Select® to remove the policy; or
Select# to move the policy one position up; or

Select¥ to move the policy one position down.

Do na forget to selecApply to apply the changes to the recorder configuration.

The new or amended policies become active immediately. Events will be sent to
SNMP trap hosts, if configureth addition, extension events appear in the Total
Recall VR log.

8.2.16. Analogue Collector

The Analogue Media Collector is capable of capturing audio from different analogue
sources and analogue telephone lines.

Its configuration comprises of configuration for individual analogue recording
channelsThe default configuratiorof all analogue recording channels is:
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Recording trigger: VoX level 4, signal lev&2dBm (19.5mV).
VoX timeout: 15 seconds.
Beep tone: disabled (off).

DTMF tone detection: enabled (on).

= =2 =2 2 -2

Channel extension: none.

To change the configuration ahanalogue recording channels:

Configure an Analogue Recording Channel

1. SelectAnalogue Collectoron theSettingstab to display the Analogue
Collector Settings dialog with the current collector settings on the recorder:

® Analogue Collector Settings

8 Channels: | channel | Trigger | VoX Time... |Beep Level | DetectDigits | Extension |

DffHook4 15
2 OffHook4 15 High Yes 2002

3 OffHook4 15 High Yes 2003

4 OffHook4 15 High Yes 2004

5 VoX 4 15 Off No

i VoX 4 15 Off No

7 VoX 4 15 off No

8 VoX 4 15 Off No

g off 15 off Yes F
10 off 15 Off Yes

11 Off 15 Off Ye 1

>

P .
L Fetching settings fram TRVR Sydney...

Daone.

[ Fetch ] [ Apply J [ Cancel J

Note that the values of the setihon the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Select the row of parameters for the channel that you wish to configure.
Note, séect a single row only.

3. Under theChannelstableselect? to display theAnalogue Channels
Settingsdialog:
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£ Analogue Channel Settings X

Channel: 1
8 Trigger: | Off Hook 4

M|

VoX Timeout:

Beep Level: | High

D)

Detect Digits: V]
Extension: 2001

e

4. ChooseTrigger to configure the type of event that triggers (start/stop)
recording on the analogue recording channel.

Select an OfHook level ifyou wish to use DC voltage change as a

recording trigger. When a telephone line is connected to the channel, typical
orthook voltage is above 42V and dfbok voltage is below 15V.

Recording starts when the DC voltage on the line that is connected to the
recording channel becomes lower than the one set by tHdddK level. It

stops when the DC voltage on the line becomes higher than the set Off

Hook level.
Trigger DC Voltage
Off-Hook 1 5V
Off-Hook 2 10V
Off-Hook 3 16.5V
Off-Hook 4 20V
Off-Hook 5 25V
Off-Hook 6 30V

Select a VoX level if you wish to use signal level as a recording trigger.

Recording starts when the level of the signal on the line that is connected to
the recording channel is above the level set by the VoX level. It stops when
the signal level is below the VoX level, but after a user configurable grace
period: sed&/oX Timeout

Trigger Signal Level

VoX 1 -20dBm (77.5mV)
VoX 2 -24dBm (48.9mV)
VoX 3 -28dBm (30.8mV)
VoX 4 -32dBm (19.5mV)
VoX 5 -36dBm (12.3mV)
VoX 6 -40dBm (7.75mV)
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SelectManualif you wish toallow third party applications to control
recording over the Total Recall VR Remote Manager Interface on the
channel.

Finally, if you do not connect a signal or telephone line to the recording
channel, then sele@ff.

If Triggeris set to a VoX level, then enténX Timeout

This parameter defines the period of
above the level set for the analogue channel) during recording which must
pass before Total Recall VR stops recording @enctimannel.

If the application version on your Total Recall VR is 10.10.
or earlier, then all analogue channels will use the same V¢

timeout.

Upgrade to version 10.11.0, if possible, to set VoX timeou
individual analogue channels.

. To enable the generation of recording beep (pip tone) chawggyuiet, -
30dBm),Medium(-24dBm) orHigh (loud,-18dBm) as value foBeep
otherwise leave it to its default val@df.

If enabled, Total Recall VR will generate a short beep tone evesgddnds
on the line. The tone will be heard by all parties that are connected by the
line.

. Tick or untick Detect DTMFto enable or disable DTMF tone detection on

the channel.

Total Recall VR detects DTMF tones by default on all recording channels,
including the analogue recording channels. However, you may use analogue
channels to record analogue signals from sources other than analogue
telephone lines. Such sources may not carry DTMF tones, but may contain
frequencies that resemble DTMF tones which TB&dall VR will

(incorrectly) interpret as DTMF tones.

. Optionally, enteExtension

The value can be just digits, for example: 2001, or any free text value, for
example: Tanyads Phone.

Tot al Recall VR wuses this valuoa as
identifier for source of recordings that are captured on the channel. Any

number information in the call signalling will override this value when

recording calls on analogue telephone lines.

. SelectOk to return to the Analogue Collector Settings dialdtere the new
configuration for the channel will appear on @leannelstable:
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£ Analogue Collector Settings

8 Analogue Channel Settings
Channels: | cnannel | Trigger | VoXTime_ | Beeplevel |DetectDigits | Extension |
1 Off Hook 4 5 g s A
2 Off Hook4 15 High Yes 2002 T
3 Off Hook4 15 High Yes 2003
4 OffHook4 15 High Yes 2004
5 Vox 4 18 Off No
G Vox 4 18 Off No
7 Vox 4 15 Off No
g Vox 4 15 Off No
9 off 15 off Yes E
10 off 15 off Yes
11 Off 15 Off Ye [v

P £
fO9TESS- | Eetching setings from TRVR Sydney...

Done

[ Fetch ] l Apply J l Cancel J

10. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are antatically fetched from the recorder after the
new values are applied.

If you change the configuration while recording, then all active
recordings on all analogue channels will terminate when you sele

Apply duringstep 10.

New recordings will startdsed on the new configuration for the
analogue channels.

To change the configuration of multiple analogue channels at the same time:

Configure the Configuration of Analogue Recording Channel

1. SelectAnalogue Collectoron theSettingstab to display the Analogue
Collector Settings dialog with the current collector settings on the recorder:
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& Analogue Collector Settings

Analogue Channel Settings
9 Channels: | channel | Trigger | vox Time.. | Beep Level | Detect Digits | Extension |
1 OffHookd4 15 2001 A
2 OffHook4 15 High Yes 2002
3 OffHook4 15 High Yes 2003
4 OffHook4 15 High Yes 2004
5 VoxX 4 15 Off Mo
& Vox 4 15 Off Mo
7 YVox 4 15 Off Mo
] Vox 4 15 Off Mo
9 or 15 or Yes F
10 Off 15 Off Yes
11 off 15 of Ye .
==

P "
fO9TES5- | Eotching settings from TRVR Sydney...

Done

[ Fetch ] l Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

Select the rowof parameters for thehannelghat you wish to configure.
For example:

$ Analogue Coll

Analogue Channel Settings

Channels:  channg | Trigger | VoX Time... | Beep Level | DetectDigits | Extension |

1 Off Hook 4 5 "
2 OffHookd4 15

Al OffHookd4 15

4 OffHook4 15 H 1]

5 YVox 4 15 Off Mo

] Vox 4 15 Off Mo

T Vox 4 15 of Mo

a8 VoxX 4 15 Off Mo

] off 15 off Yes F
10 Off 15 Off Yes

11 Off 15 Off Ye b

>

P .
L Fetching settings fram TRVR Sydney...

Daone.

[ Fetch ] [ Apply J [ Cancel J

Under theChannelstable selec¥” to display he Analogue Channels
Settings dialog:

&€ Analogue Channel Settings

Trigger: lOﬁ Hook 4

O

VoX Timeout 15

Beep Level: [High
Delect Digits: (]

. Cancel .
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Note that unlike with a single channel configuration, only some of the
parameters can be adjusted when configuring multiple channels at the same
time.

. ChooseTrigger to configure the type of event that triggers (gséop)
recording on the analogue recording chasinel

Select an OfHook level if you wish to use DC voltage change as a
recording trigger. When a telephone line is connected to the channel, typical
onthook voltage is above 42V and 4fbok voltage ivelow 15V.

Recording starts when the DC voltage on the line that is connected to the
recording channel becomes lower than the one set by tHddoi level. It

stops when the DC voltage on the line becomes higher than the set Off
Hook level.

Trigger DC Voltage
Off-Hook 1 5V
Off-Hook 2 10V
Off-Hook 3 16.5V
Off-Hook 4 20V
Off-Hook 5 25V
Off-Hook 6 30V

Select a VoX level if you wish to use signal level as a recording trigger.
Recording starts when the level of the signal on the line that is connected to
the recording channel is above the level set by the VoX level. It stops when
the signal level is belothe VoX level, but after a user configurable grace
period: sed/oX Timeout

Trigger Signal Level

VoX 1 -20dBm (77.5mV)
VoX 2 -24dBm (48.9mV)
VoX 3 -28dBm (30.8mV)
VoX 4 -32dBm (19.5mV)
VoX 5 -36dBm (12.3mV)
VoX 6 -40dBm (7.75mV)

SelectManualif you wish toallow third party applications to control
recording over the Total Recall VR Remote Manager Interface on the
channel.
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Finally, if you do not connect a signal or telephone line to the recording
channel, then sele@ff.

5. If Triggeris set to a VoX level, then entéoX Timeout

If the application version on your Total Recall VR is 10.10.
or earlier, then all analogue channels will use the same V¢

timeout.

Upgrade to version 10.11.0, if possible, to set VoX timeou
individual analogue channels.

6. To enable the generation of recording beep (pip tone) chavséyuiet,-
30dBm),Medium(-24dBm) orHigh (loud,-18dBm) as value faBeep
otherwise leave it to its default val@df.

If enabled, Total Recall VR will generate a shmgep tone every 15 seconds
on the line. The tone will be heard by all parties that are connected by the
line.

7. Tick or untick Detect DTMFto enable or disable DTMF tone detection on
the channal

Total Recall VR detects DTMF tones by default orredlording channels,
including the analogue recording channels. However, you may use analogue
channels to record analogue signals from sources other than analogue
telephone lines. Such sources may not carry DTMF tones, but may contain
frequencies that resdaie DTMF tones which Total Recall VR will

(incorrectly) interpret as DTMF tones.

8. SelectOk to return to the Analogue Collector Settings dialog where the new
configuration for the chanrgWill appear on th&€hannelstable:
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& Analogue Collector Settings

8 Channels:

Q

hannel | Trigger | VoXTime.. | BeepLevel |DetectDigits | Extension |
Off Hook 4

Off Hook4 15 Hih Yes 2002

1
2

3 Off Hook4 15 High Yes 2003
4 Off Hookd4 15 High Yes 2004
5 Vox 4 15 Off No

G Vox 4 15 Off No

7 Vox 4 15 Off Mo

8 Vox 4 15 Off Nao

g Off 15 Off Yes

10 Off 15 Off Yes

11 Off 15 Off Yes

P £
fO9TESS- | Eetching setings from TRVR Sydney...

Done

[ Fetch J [ Apply J [ Cancel j

9. SelectApply to apply the newalues of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

If you change the configuration whitecording, then all active
recordings on all analogue channels will terminate when you sele

Apply duringstep9.

New recordings will start based on the new configuration for the
analogue channels.

8.2.17. ISDN Collector

The ISDN Media Collector is capable of capturing audio and signallimgubtiple
ISDN PRI links viaa high-impedanceap (one per ISDN PRI link).

Total Recall VR can tap both E1 and T1 ISDN PRI links. The default configuration
for each type of link is:

E1l Link T1 Link
Line Frame CRC4 ESF
Line Code HDB3 B8ZS
Protocol EurolSDN E1 National ISDN 2
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D Channel 16 24

B Channels 30 23

Dial Plan National National
Local Dial Plan | National National
Country Code Australia USA

m The configuration for each ISDN link should reflect the configurat
for theactuallSDN link on the PBX.

To change the configuration for an ISDN link:

Configure anISDN Link

1. SelectiSDN Collector on theSettingstab to display the ISDN Collector
Setings dialog with the current collector settings on the recorder:

< ISDN Collector Settings

8 LinkS: | ink | Interface | Channels |

1 E1 30B+1D(16)

P E
fogress. Fetching settings from TRVR Sydney...

Done

[ Fetch J l Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the stas of the operation.

2. Select the row of parameters for the link that you wish to configure.

3. Under thelinks table selec¥” to display the ISDN Link Settings dialog:
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T ISDN Link Settings

Link: 1
9 Line Interface: | E1 v

J

Line Code: | HDB3 |
Line Frame: | CRC4 ‘VJ
Protocol: | EurolSDN E1 7

D Channel: 16 E

B Channels: 30

Dial Plan: | National "J
Dial Plan (Local): | Local ‘v}
Country Code: | Australia ‘VJ

Trace Signalling: ||

4. Select values for various parameters so that they match the configuration for
the ISDNIlink on the PBX.

The link configuration should reflect the configuration for the
actual ISDN link on the PBX.

5. Optionally, tickTrace Signalling

If you enable tracing of signalling, then Total Recall VR will write all ISDN
signalling messages thatdetects on the link in the log. You can examine
the logs and view the content of the messages.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal operation. It will severely reduce the recording capacity of
the system.

6. SdectOk to return to the ISDN Collector Settings dialog where the new
configuration for the link will appear on thénks table:

T ISDN Collector Settings

5D
9 Links: | | ing | Interface | Channels

30B8+1D(16)

»

>

Progress
. Fetching settings from TRVR Sydnay

Done.

[ Fetch ] l Apply J l Cancel J

Pagel28of 194



Total Recall VR Manager

7. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

If you change the configuration while recording, then all active
recordings on all IBN recording channels will terminate when you

selectApply duringstep 7.

New recordings will start based on the new configuration for the
ISDN links and channels.

8.2.18. Passive IP Collector

Total Recall VR uses a software based IP packet collector cagfadeéecting and
collecting SIP, H.323 and RTP packets on IP networks via a SPAN port on an
Ethernet switch or an alternative Ethernet link tapping device.

This packet collector does not interact with the packets on the network in any way. It
does not addremove or modify packets. It simply detects and if necessary takes a
copy of each packet.

The packet collector can be internal to the Total Recall VR. If so, it uses one of the
LAN interfaces (Ethernet interfaces) to detect and collect such packetsfdait
is the LAN 2 interface.

Alternately, the packet collector can be remote to the Total Recail&Rynningon

a separate device such as the Total Recall VR Traffic Collector. If so, then the packet
collector can communicate with the Total Ré®R via a TCP (recommended) or a

UDP link over an IP network.

To configure the packet collector

Configure the Passive IP Packet Collector

1. SelectPassive IP Collectoron theSettingstab to display the Passive IP
Collector Settings dialog with the curtesollector settings on the recorder:
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@ Passive IP Collector Settings

O Enable: /]

Collector Type: | Local

Bl

Bl

Connector: | LAN 2

IP Address:

Port:

| [¥]
| [¥]

Progress:

Fetching setftings from TRVR Sydney...
Done.

[ Fetch J l Apply | l Cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Tick orun-tick Enableto enable or disable the collector.
3. ChooseCollector Type
4. If you choosd.ocalthen choos€onnector

This is the LAN connector which will be used for by the collector. We
recommend that to use LAN 2. This leaves LAN 1 for connectioreto th
enterprise LAN.

5. Alternatively, and if you choodeemotd UDP or Remoté TCP, then
choosdP Addressand entePort.

The IP address and port are the IP address and port which Total Recall VR
will use to accept connections from remote IP collectors asthe Total
Recall VR Traffic Collector.

We recommend to use the IP address assigned to LAN 2 for the collector.
This leaves LAN 1 for connection to the enterprise LAN.

6. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

If you change the configuration while recording, then all active
recordings on all IP recording channels will terminate when you

selectApply duringstep 6.

New recordings will start based on the new configuration for the
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packet collectar

By defaut, the VolP packet collector detects SIP sessions on the network that is
connected to the LAN 2 interface. It ignores all H.323 calls.

To change the configuration for VoIP call recording:

Configure VolP Call Recording

1. SelectPassive IP Collectoron theSettingstab to display the Passive IP
Collector Settings dialog with the current collector settings on the recorder:

@ Passive IP Collector Settings

Packet Collector Settings
8 Enable: ]

Collector Type: [Local |'J
Connector: [LANQ |'J
IP Address: | 192.168.2.100

Port: 10020
VolIP Call Settings
RTP Endpoint Settings

P z
ALt Feiching settings from TRVR Sydney..

Done.

( Fetch | [ Appiy | [ cancel |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of sb#tings from the
recorderProgressshows the status of the operation.

2. Expand the VolIP Call Settings section to display the VolIP call settings
parameters:
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. Passive [P Collector Settings

O Enable: (]

Collector Type: | Local

=

Bl

Connector: | LAN 2

IP Address:

Port:

b4

Enable: ]

<)

VolP Signalling: | SIP

Trace Signalling: | |

P s
DL Fetching setftings from TRVR Sydney...

Done.

[ Fetch J l Apply J { Cancel J

3. Tick or unttick Enableto enable or disable VolP call recording.
4. ChooseVolP Signalling. Choose:

a. SIP: if your network is using SIP signalling.

b. H.323 if your network is using H.323 signalling.
5. Optionally, tickTrace Signalling

If you enable tracing of signalling, then Total Recall VR will write all SIP
and H.323 messages that it receives in its.[¥gs can examine the logs
and view the content of the messages.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal operation. It will severely reduce the recording capacity of
the system.

6. SelectApply to apply the new vaks of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

If you change the configuration while mding, then all active
recordings on all IP recording channels will terminate when you

selectApply duringstep 6.

New recordings will start based on the new configuration for the
packet collector.
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Total Recall VR can record RTP streams thatsardg between RolP and AolP
equipment in passive modesimilar to recording VolIP calls.

By default, Total Recall VR does not record any RTP streams unless they are part of
a SIP session or an H.323 call. To record RTP streams that are sent between RolP
devices you must add RTP Endpoints to the configuration.

To add an RTP Endpoint to the configuration:

Add an RTP Endpoint

1. SelectPassive IP Collectoron theSettingstab to display the Passive IP
Collector Settings dialog with the current collector settings on the recorder:

@ Passive IP Collector Settings

Packet Collector Settings
8 Enable: []

Caollector Type: [Local .'J

Connector: [LANZ |'J

IP Address: | 192.168.2.100

Port: 10020

VolP Call Settings
RTP Endpoint Settings
P £
AL Fetching settings from TRVR Sydney..
Done.
[ Fetch ] [ Apply J [ Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the seitingm the
recorderProgressshows the status of the operation.

2. Expand the RTP Endpoints Settings section to display the settings
parameters for RTP endpoints:
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3 Passive IP Collector Settings

Packet Collector Settings
8 Enable: (/]
Collector Type: | Local \'J
Connector: [LANZ \"J
IP Address: 192.162.2 100
Port: 10020
VolP Call Settings
RTP Endpoint Settings
Endpoints: | |p agdress | TePort | RxPort
192.168.3.2 9000
192.168.3.3 8000
192.168.130.100 5000|5002 5004|5006
192.168.3.100 501[0-2] 502[0-2]
@ L B
R R Fetching settings from TRVR Sydney
Done
| Fetch | [ Apply | [ cancel |

3. Under theEndpointstable selec® to display the RTP Endpoint Settings
dialog:

@ FTP Endpoint Settings

IP Address: 192.168.3.100
8 Tx Port: | 10000

Ry Port: | 10002

VoX Timeout:

15 E
Events Payload: 98 E
Named Events Payload: a7 E
98 B

Tone Events Payload:

cancer

4. EnterlP Address

This is the IP address of the RolP device where RTP stream originate and/or
terminate.

5. Optionally, if you wish to record the RTP streams that originate from this
RolP device, enteFx Port.

Note: you must enteFx Portor Rx Port, or both. If you enter onlyx Port,
then Total Recall VR will record all RTP streams that are sent by the RolP
device with the specified IP address on the specified Tx port.

You can enter a regular expression which matches a range of ports. For
performarce reasons the ranges of UDP ports are limited to maximum of
200 ports. For example:

1 700071 Creates an RTP endpoint with one UDP port, 7000.

Pagel34of 194



Total Recall VR Manager

1 7000|7002 Creates an RTP endpoint with 2 UDP ports, 7000 and
7002.

1 700[02]71 Same as 7000|7002 (se previous hydtant).

1 700[0-2] - Creates an RTP endpoint with 3 UDP ports, 7000, 7001
and 7002.

1 70[1-2][0-9] T The system will reject this range as it specifies more
than 200 UDP ports.

6. Optionally, if you wish to record the RTP streams that terminate at this RolP
device, enteRx Port

Note: you must entéFx Portor Rx Port, or both. If you enter onlRx Port,
then Total Recall VR will record all RTP streams that are received by the
RolP device with the specified IP address on the specified Rx port.

If you wish to reord multicast RTP streams, then emR@rPortand leave

Tx Portblank. For example, to record a multicast stream sent to IP address
224.0.0.1 and port 4400, enter 224.0.0.1FoAddressand 4400 foRx

Port.

You can enter a regular expression which mmegca range of ports. For
performance reasons the ranges of UDP ports are limited to maximum of
200 ports. For example:

1 70007 Creates an RTP endpoint with one UDP port, 7000.

i 7000|7002 Creates an RTP endpoint with 2 UDP ports, 7000 and
7002.

1 700[02]1 Same as 7000|7002 (se previous bullet point).

1 700[0-2] - Creates an RTP endpoint with 3 UDP ports, 7000, 7001
and 7002.

1 70[1-2][0-9] T The system will reject this range as it specifies more
than 200 UDP ports.

7. EnterVoX Timeout

This parameter definesthep i od of &équi et timed ( a
during recording which must pass before Total Recall VR stops recording
the RTP stream.

8. EnterEvents Payloado collect RFC 2833 named and tone events that are
sent in composite RFC 2833 messages.

The value oEvents Payloaghould match the payload ID that appears in
RTP packets that carry composite RFC 2833 messagesl Utthe stream
does not contain packets that carry composite RFC 2833 messages.

9. EnterNamed Event Payloatb collect RFC 2833 named events (for
example DTMF digits) that are sent in RFC 2833 messages.
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The value oNamed Event Payloadhould match the payload ID that
appears in RTP packets that carry named RFC 2833 messagek, /e
stream does not caih packets that carry named RFC 2833 messages.

10.EnterTone Event Payloado collect RFC 2833 tone events that are sent in
RFC 2833 messages.

The value offone Event Payloadghould match the payload ID that appears
in RTP packets that carry tone RFC 2833 sages. Usdl, if the stream
does not contain packets that carry tone RFC 2833 messages.

11. SelectOk to return to the Passive IP Collector Settings dialog where the
new RTP Endpoint settings will appear in thedpointstable:

s Passive IP Collector Setti

Packet Collector Settings

ngs

Endpoints:

Enable: (/]
Collector Type: | Local "J
Connector: | LAN 2 "}
IP Address: | 192.168.2.100
Port: 10020
VolP Call Settings
RTP Endpoint Settings

IP Address | Tx Port | RxPort |
TZ T FuUD

102168.2.3 8000
5004|5008
501[0-2] 502(0-2]
10000 v

(®)lz](=]

192.168.130.100  5000/5002
192.168.3.100
192.168.3.100

Progress

Fetching settings from TRVR Sydney...
Done.

[ Fetch ] l Apply J l Cancel J

12.SelectApply to apply the ne values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

After adding RTP Endpoints, you carles a record in th&ndpointsTable and

then:

1. SelectZ to change the configuration of the endpoint; or

2. Select® to remove the endpoint.

Do not forget to seled@pply to apply the changes to the recorder configuration.
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If you change the configuratiomhile recording, then all active
recordings on all IP recording channels will terminate when you

selectApply duringstep 12.

New recordings will start based on the new configuration for the
packet collector.

8.2.19. Active IP Collector
Total Recall VRhas an active IP packet collector that is capable of recording:

1 Tait VRP Calls

1 RTP Streamsised on RolP and AolP networks.
1 SIP Sessions

1 RTSP Sessions.

Tait VRP Calls

Total Recall VR has full support for the Tait VRP (Voice Recording Protocol) which
isused in Tait DMR and MPP solutions.

The Tait VRP service is basically a single UDP port (9999 by default) that accepts
connections from Tait DMR and MPIP systems over a network. Multiple DMR
and MPFIP nodes can send VRP packets to a single TotalllR&4Ra

Total Recall VR can record audio in Tait DMR and MPT networks by accepting VRP
packets on one of its LAN interfaces and a single UDP port.

By default Total Recall VR does not record VRP calls. To enable the VRP service
and change its configuration:

Configure the Tait VRP Service

1. SelectActive IP Collector on theSettingstab to display the Active IP
Collector Settings dialog with the current collector settings on the recorder:
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@ Active IP Collector Settings

8 Tait VRP Settings

Enable: [¥]

VRP IP Address: l192 168.130.200 |']

VRF Fort | 9999

VoxX Timeout 3 E

Address Scheme: | MPT 1327 v

MPT 1343 Fleets

ANN Fleets

RTP Stream Settings

SIP Media Server Settings

SIP Media Server Firewall Settings

RTSP Media Server Settings

RTSP Media Server Firewall Settings

P :
TOOTESS- | Eetching settings from Altus 130.200 .

Dane.

[ Fetch ] [ Apply J [ Cancel

Note that the values of the settings on the recorder may changetamany
SelectFetch at any time to fetch the current values of the settings from the
recorder Progressshows the status of the operation.

. Tick or untick Enableto enable or disable the service.
. ChooseVRP IP Address

This is either the IP address thaassigned to the LAN 1 interface or the IP
address assigned to the LAN 2 interface.

We recommend you use the IP address assigned to the LAN 2 interface for
IP recording. This leaves LAN 1 for connection to the enterprise LAN.

. EnterVRP Port

This is the UDPport that Total Recall VR will use to receive VRP packets
from other devices on the network.

. EnterVoX Timeout

NOTE: The VRP specification says that calls start and call end VRP
packets are sent to the recorder to specify when calls start and end.
Howeve, not all Tait networks use the call start and end packets. This
parameter is relevant only to networks where call start and call end packets
are not present.

This parameter defines the period of 6q
during recording whie must pass before Total Recall VR stops recording
VRP streams.
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6. ChooseAddress Scheme

Choose the option that matches the addressing scheme that is used on the
network.

If you select MPT 1348r ANN, then you will be able to specify fleet
numbering paramers as well.

7. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are apptie

If you change the configuration while recording, then all active

recordings on all IP recording channels will terminate when you
selectApply duringstep 7.

New recordings will start based on the new configuration.

If the network is using MPT343 addresses, then you must add fleet addressing
parameters to the configuration.

To add fleet addressing parameters:

AddaMPT 1343Fleet

1. SelectActive IP Collector on theSettingstab to display the Active IP
Collector Settings dialog with the curresdllector settings on the recorder:
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& Active IP Collector Settings

Tait VRP Settings
9 Enable: (]
VRP IP Address: | 192.168.130.200 7
VRP Port | 9999
Vox Timeout: 3 @
Address Scheme: | MPT 1343 =
MPT 1343 Fleets
NP FIN FGN | UNDigits | GN Digits
200 2001 5000 3 E]
210 2200 6000 3 3
@ £ B
ANN Fleets [ ¥ ]
RTP Stream Settings
SIP Media Server Settings
SIP Media Server Firewall Settings
RTSP Media Server Setfings

Py :
fOOTESS- | L otching setiings from Altus 130.200 ..

Done.

[ Fetch ] [ Apply J l Cancel J

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Under theFleetstable selec® to display the Fleet Settings dialog:

@ Fleet Settings

NP 200
8 FIN: 3200 @
FGN:| 5500
UN Digits:

GN Digits:

E]. Cancel .
3. EnterNP.

cleld

This is the Number Prefix. Valid values are 200 to 327 inclusive.
4. EnterFIN.

This is the Fleet Individual Number. Valid values are 2001 to 4999
inclusive.

5. EnterFGN.
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This isthe Fleet Group Number. Valid values are 5000 to 6050 inclusive.
6. EnterUN Digits.

This is the number of digits used for Unit Numbers. Valid values are 2 and 3
(digits).

7. EnterGN Digits.

This is the number of digits used for Group Numbers. Valid value? anel
3 (digits).

8. SelectOk to return to the Active IP Collector Settings dialog where the new
fleet settings will appear in tHdeetstable:

® Active IP Collector Settings

Tait VRP Settings
8 Enable: (/]

VRP IP Address: | 192.168.130.200 =

VRP Port: 9999

VoX Timeout: 3 @

Address Scheme: | MPT 1343

|
MPT 1343 Fleets T

200 3200 5500

ANN Fleets

RTP Stream Settings

SIP Media Server Settings

SIP Media Server Firewall Settings

RTSP Media Server Settings

RTSP Media Server Firewall Settings

P "
TO0rE55 | Fatching setiings from Altus 130.200 ..

Daone.

[ Fetch ] { Apply J [ Cancel

9. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the appbperation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

After adding Fleets, you can select a record irRlleetstable and then:

1. Select# to change the configuration of the fleet; or
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2. Select® to remove the fleet.

Do not forget to sele@pply to apply the changes to the recorder configuration.

Similarly if the network is using ANN addresses, then you must configure the fleet
addressing pameters.

To configure the fleet addressing parameters:

Configure ANN Fleet Parameters

1. SelectActive IP Collector on theSettingstab to display the Active IP
Collector Settings dialog with the current collector settings on the recorder:

@ Active IP Collector Settings

Tait VRP Settings
8 Enable: [V]
VRP IP Address: | 192.168.130.200 7
VRP Port: | 9999
Vox Timeout 3 E

Address Scheme: [ANN

MPT 1343 Fleets

Fleet Paritioning: 4 E
Miniaturisation Extent: 2 E

P :
TOOTESS- | Eetching settings from Altus 130.200 .

Dane.

[ Feten | | appiy || cancer |

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. EnterFleet Partitioning.

This parameter is alsknown as FPP. Valid values are 0 to 10. However,

note that the sum of this parameter and the Miniaturisation Extent parameter
cannot exceed 10.

3. EnterMiniaturisation Extent.
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This parameter is also known as MEP. Valid values are 0 to 10. However,
note thathe sum of this parameter and the Fleet Partitioning parameter
cannot exceed 10.

4. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings aretamatically fetched from the recorder after the
new values are applied

RTP Streams

Total Recall VRcan receivdRTP packets on user specified UDP ports on one, or
simultaneously on both of its system LAN interfacHsis interface receives RTP
packets onlylt does not send packets, RTP or any otyjee, tothe network.

Each RTP Stream can accept RTP packeth or without supported RTP
extensionspn one or multiple UDP port&ach UDP port will accept RTP packets
with different SSRCs, so it is possiliesend RTP packets from multiple RTP
sources to each of the UDP ports.

By default, Total Recall VR does not record any RTP streams that are sent directly to
it. To record RTP streams that are sent directly to Total Recall VR bydolRolP
devices younust add RTP Streaservicesto the configuration.

To add an RTP Stream service to the configuration:

Add a unicastRTP Stream

1. SelectActive IP Collector on theSettingstab to display the Active IP
Collector Settings dialog with the current collector settings on the recorder:
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2 Active IP Collector Settings

Tait VRP Settings
9 Enable: V]
VRP IP Address: | 192.168.10.200 I
VRP Port: | 9999
VoX Timeout: 15 %
Address Scheme: | MPT 1343 v
Fleets: | yp (FIN FGN UN Digits | GN Digits
200 2001 5000 2 3
200 3200 5500 3 3
210 2200 6000 3 3
7 =

RTP Stream Settings

SIP Media Server Seftings

SIP Media Server Firewall Settings

RTSP Media Server Settings

«

RTSP Media Server Firewall Settings

b :
TOOTESS: | L oiching settings from LinX 130.200 .

Done.

PEM_] [ Apply J [ Cancel

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settirays the
recorderProgressshows the status of the operation.

Expand the RTP Stream Settings section to show the current set of RTP
Streams
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@ Active IP Col

Tait VRP Settings

RTP Stream Settings

Streams. | b agdress | Port | RTP Extension

192.168.10.200 11090
192.168.10.200 1109111082 Hytera
192.168.130.200 1109[68] Omnitronics

(&) 2]

SIP Media Server Settings

!

SIP Media Server Firewall Settings.

RTSP Media Server Settings

«

RTSP Media Server Firewall Settings

k.4

Pi "
0155 | Fetching setings from Linx 130.200 ..

Daone.

[ Fetch ] [ Apply J [ Cancel J

3. Under theStreamstable selec® to display the RTP Streams Settings
dialog:

@ FTP Stream Settings

IP Address: | 192.168.130.200 =
8 Port 11100

Mulicast IP Address:

VoX Timeout: 15 @

RTP Extension: [None | ']

Events Payload: 95 @
Named Events Payload: a7 E
Tone Events Payload: ag E

. Cancel .

4. ChoosdP Address

This iseither the IP address that is assigned to the LAN 1 interface or the IP
address assigned to the LAN 2 interface.

We recommend you use the IP address assigned to the LAN 2 interface for
IP recording. This leaves LAN 1 for connection to the enterprise LAN.

5. EnterUDP Port

This is the UDP port that Total Recall VR will use to receive RTP packets
from RolPand AolPdevices.

You can enter a regular expression which matches a range of ports. For
performance reasons the ranges of UDP ports are limited to maxiftum o
ports. For example:
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1 70001 Creates an RTRream with one UDP port, 7000.

1 7000|7002 Createsan RTP gream with 2 UDP ports, 7000 and
7002.

1 700[02]7 Same as 7000|7002 égarevious bullet point).

1 700[0-2] - Createsan RTP sream with 3 UDP ports, 700 7001 and
7002.

1 700[0-9] T The system will reject this range as it specifies more than
4 UDP ports (10 ports actually, 7000 to 7009 inclusive).

6. LeaveMulticast IP Addreslank,it is not used for unicast streams
7. EnterVOX Timeout

This parameter defines the period of 06q
during recording which must pass before Total Ra¢RlIistops recording
RTP streams.

I f an RTP stream has multiple UDP ports
RTP packets) is acresll UDP portsthat is absence of RTP packets across

all UDP ports that are part of the RTP strdamthe duration oWVOX

Timeoutwill trigger end of recording

8. ChooseRTP Extension RTP packets cacontaina proprietary extension
which usuallycontairs important information such as radio IDs for example.
Total Recall VR can procesise informationin some proprietary extensions,
however you must specify which extension appears in the RTP packets that
will arrive on the UDP ports that are part of theAR3treamThe options
are:

1 Nonei the RTP packetdo not contain any extension. Choose this
option if the RTP packets do not contain an extension, or they
contain an extension that is not supported by Total Recall VR.

1 Hyterai the RTP packets contain the/idra HDAP extension.

1 Omnironics- the RTP packets contain the Omnironics RTP
extension.

9. EnterEvents Payloado collect RFC 2833 named and tone events that are
sent in composite RFC 2833 messages.

The value oEvents Payloaghould match the payload ID that appears in
RTP packets that carry composite RFC 2833 messHdgesl, if the stream
does not contain packets that carry composite RFC 2833 messages.

10.EnterNamed Event Payloatb collect RFC 2833 named events (for
exampleDTMF digits) thad are sent in RFC 2833 messages.

The value oNamed Event Payloadhould match the payload ID that
appears in RTP packets that carry named RFC 2833 meddagek, if the
stream does not contain packets that carry named RFC 2833 messages.
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11.EnterTone Event Payloado collect RFC 2833 tone events that are sent in
RFC 2833 messages.

The value ofTone Event Payloadghould match the payload ID that appears
in RTP packets that carry tone RFC 2833 messéatges1, if the stream
does not contaipackets that carry tone RFC 2833 messages.

12. SelectOk to return to the Active IP Collector Settings dialog where the new
RTP Stream settings will appear in tBegeamstable:

& Active IP Collector Settings

Tait VRP Settings 3
8 RTP Stream Settings g

Streams: | b agdress | Port | RTP Extension
192.168.10.200 11090 Mone
192.168.10.200 11001111092 Hytera

19216 30.200 1109[68] Omnitronics
68 200 11100

SIP Media Server Settings

ol

SIP Media Server Firewall Settings

RTSP Media Server Settings

- - w

RTSP Media Server Firewall Settings

= :
TOOTESS: | etohing settings from LinX 130.200 ...

Dane.

[ Fetch ] l Apply J l Cancel J

13. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

You can configure RTP Streams which widitén for packets on a multicast (or
broadcagtgroup as well.

Add amulticastRTP Stream

1. Under theStreamstable selec® to display the RTP Streams Settings
dialog:
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@ FRTP Stream Settings x

IP Address: | 192.168.130.200 v
O Port | 7000

Mulicast IP Address: | 239.192.1.1

VoX Timeout: 3 B

RTP Extension: | None TJ

Events Payload: 96 E
Mamed Events Payload: a7 E

Tone Events Payload: 98 E

cana

2. ChoosdP Address

This is either the IP address that is assigned to the LAN 1 interface or the IP
address assigned to the LAN 2drfaice. The system will use the LAN 1 or
LAN 2 interface to receive multicast packets based on your selection.

We recommend you use the IP address assigned to the LAN 2 interface for
IP recording. This leaves LAN 1 for connection to the enterprise LAN.

3. EnterUDP Port
This is the UDP port that is used by the multicast group.

You can enter a regular expression which matches a range of ports. For
performance reasons the ranges of UDP ports are limited to maximum of 4
ports. For example:

1 70007 Creates an RTBtream with one UDP port, 7000.

1 7000|7002 Creates an RTP stream with 2 UDP ports, 7000 and
7002.

I 700[02]7 Same as 7000|7002 €garevious bullet point).

1 700[0-2] - Creates an RTP stream with 3 UDP ports, 7000, 7001 and
7002.

1 700[09]T The system wilkeject this range as it specifies more than
4 UDP ports (10 ports actually, 7000 to 7009 inclusive).

4. EnterMulticast IP Address
This is the multicast IP address that is used by the multicast group.
5. EnterVOX Timeout

This parameter defienesiimeé pPpebsedcef ob
during recording which must pass before Total Recall VR stops recording
RTP streams.

I f an RTP stream has multiple UDP ports
RTP packets) is across all UDP ports; that is, absenc&®fpackets across
all UDP ports that are part of the RTP stream for the duratid©of
Timeoutwill trigger end of recording.
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. ChooseRTP Extension RTP packets can contain a proprietary extension
which usually contains important information such as rédgfor example.
Total Recall VR can process the information in some proprietary extensions,
however you must specify which extension appears in the RTP packets that
will arrive on the UDP ports that are part of the RTP stream. The options
are:

1 Noneil theRTP packets do not contain any extension. Choose this
option if the RTP packets do not contain an extension, or they
contain an extension that is not supported by Total Recall VR.

1 Hyterai the RTP packets contain the Hytera HDAP extension.

1 Omnironics- the RTP packets contain the Omnironics RTP
extension.

. EnterEvents Payloado collect RFC 2833 named and tone events that are
sent in composite RFC 2833 messages.

The value oEvents Payloaghould match the payload ID that appears in
RTP packets that carry composite RFC 2833 messagesl Ufthe stream
does not contain packets that carry composite RFC 2833 messages.

. EnterNamed Event Payloatb collect RFC 2833 named events (for
exampleDTMF digits) that are sent in RFC 2833 messages.

The value oNamed Event Payloadhould match the payload ID that
appears in RTP packets that carry named RFC 2833 messages, if/de
stream does not contain packets that carry named RFC 2833 messages.

. EnterTone Event Payloado collect RFC 2833 tone events that are sent in
RFC 2833 messages.

The value offone Event Payloadghould match the payload ID that appears
in RTP packets that carry tone RFC 2833 messageslyUsg¢he stream
does not contaipackets that carry tone RFC 2833 messages.

10. SelectOk to return to the Active IP Collector Settings dialog where the new

RTP Stream settings will appear in thegeamstable:
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@ Active IP Collector Settings

Streams: | |p Address | Port | RTP Extension |

T TUSTTUZUT TTUaU TIUTTE
192.168.10.200 1109111082 Hytera
192.168.130.200  1109[68] Omnitronics
192.168.130.200 11100 Mong

7000

g
>
ola

SIP Media Server Settings

!

SIP Media Server Firewall Settings

RTSP Media Server Settings

»
.4

RTSP Media Server Firewall Settings

P "
o055 | Fetching setings from Altus 130.200 ...

Done.

[ Fetch ] [ Apply j [ Cancel J

11.SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

After adding RTP Streams, you can select a record iStieamstable and then:
1. SelectZ to change the configuration of the stream; or
2. Select® to remove the stream.

Do not forget to selec@pply to apply the changes to the recorder configuration.

If you change the configuration while recording, then all active

recordings on all IP recording channels will terminate when you
selectApply duringstep 12

New recordings will start based on the new configuration.

SIP Sessions

Total Recall VR can act as a SIP Media Server and accept SIP session request from
other equipment, such as SIP telephone systems, radio consoles, controllers and base
stations, for the purpose of recording audio.
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This interface is capable of receiving Rp&ckets during SIP sessions. It does not

send RTP packets during SIP sessions.

The SIP Media Server provides different SIP recording services. The recording
wi || apply to a SIP sessi

service that

header that appes in the SIP INVITE message:

SI'P AToo He

Recording Service

recorder.sip@...

Basic SIP session recording service where up to 2
audio RTP streams will be recorded.

recorder.siprec@...

SIPrec recordings service based on RFC7865 and
RFC7866 where theecorder acts as an SRS.

recorder.ed137@...

ED137 recording service based®BD-137
Interoperability Standard for VolP ATM Componen
Volume 4: Recording, January 2012 (HB7/4B) and
ED-137 Interoperability Standard for VolP ATM
Components, Volume 4: Rerding, March 2019 (ED
137/4C).

recorder.bib@...

Cisco IP phone based recording based on theihuilt
bridge (BiB). Requires Cisco UCM release 8.5 or
better.

recorder.acom@...

Zetron Acom recording service based on Zetron S
Logging InterfaceSpecification 0289673F Rev F,
January 2017.

LoggerChan<xxx>@...

Zetron Acom recording service based on Zetron S
Logging Interface Specification 0Z%673F Rev F,
January 2017.

| t enforces that the SI
AZchan<xxx>@. .. 0.

recordermax@...

Zetron MAX recording service based on Zetron MA
Voice Logger Interface Control ICD 02 02A Rev
A, January 2017.

Channel<xxx>@...

Zetron MAX recording service based on Zetron MA
Voice Logger Interface Control ICD 0Z/02A Rev
A, January 2017.

| t enforces that the &I
channel <xxx>@. .. 0.

Any other value

Same as recorder.sip@...

Basic SIP session recording service where up to 2
audio RTP streams will be recorded.
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By default the SIP media server is disabled. To erafdechange the configuration
of the SIP Media Server:

Configure the SIP Media Server

1. SelectActive IP Collector on theSettingstab to display the Active IP
Collector Settings dialog with the current collector settings on the recorder:

® Active IP Collector Settings

Tait VRP Settings
8 Enable: ]
VRP IP Address: | 192.168.10.200 D)
VRP Port: | 9999
VoX Timeout: 15 @
Address Scheme: |MPT 1343 v
Fleets: | yp | FIN FGMN UN Digits | GN Digits
200 2001 5000 2 3
200 3200 5500 2 3
210 2200 6000 2 3
/ %

l

RTP Stream Settings

SIP Media Server Seftings

«

»

SIP Media Server Firewall Settings

RTSP Media Server Settings

«

!

RTSP Media Server Firewall Settings

P £
TO9TESS- | Eetching settings from LinX 130.200 .

Done.

[ Feten | [ Aopy | [ cance

Note that the aes of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Expand the SIP Media Server Settings section to show the teettings
for the media server:
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: Active IP Collector Settings

Tait VRP Settings

!a

RTP Stream Settings

SIP Media Server Settings

»

Enable: /]

SIP IP Address {192.168.10.200

4

SIP Port: 5060

RTF IP Address {192 168.10.200

(4]

RTF Base Port: 7000

RTP Port Range: 7000-7058

Trace Signalling: |

SIP Media Server Firewall Settings

«

o

RTSP Media Server Settings

RTSP Media Server Firewall Settings

«

=1 :
ECMESS Fetching settings from LinX 130.200 ..

Done

[ Feten | | 2ppy | [ cancel |

3. Tick or untick Enableto enable or disable the media server.
. ChooseSIP IP Address

This is either the IP address that is assigned to the LAN 1 interface or the IP
address assigned to the LAN 2 interface.

We recommend ywuse the IP address assigned to the LAN 2 interface for
IP recording. This leaves LAN 1 for connection to the enterprise LAN.

. EnterSIP Port

This is theTCP andUDP port that Total Recall VR will use to receive SIP
packets from other devices on the natwo

. ChooseRTP IP Address

This is either the IP address that is assigned to the LAN 1 interface or the IP
address assigned to the LAN 2 interface.

We recommend you use the IP address assigned to the LAN 2 interface for
the RTP services. This leaves LANdt connection to the enterprise LAN.

. EnterRTP Base Port

This is the starting UDP port that Total Recall VR will use to receive RTP
packets from other devices on the network. The actual number of UDP ports
that Total Recall VR will use depends on the bemof licensed IP

recording channels.

RTP Port Rangealisplays the range of UDP ports that Total Recall VR will
use as you change the value€RdiP Base Port
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8. Optionally, tickTrace Signalling

If you enable tracing of signalling, then Total Recall VR witlte all SIP
messages that it receives in its logs. You can examine the logs and view the
content of the messages.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal operation. It will severely reduce the recording chpefci
the system.

9. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are @fied.

If you change the configuration while recording, then all active

recordings on all IP recording channels will terminate when you
selectApply duringstep 9.

New recordings will start based on the new configuration.

If the SIP media server iehind a firewall that uses a NAT (Network Address
Translator), then you can configure the SIP media server to accept SIP and RTP
traffic from endpoints that are located on the other side of the firewall.

The SIP media server can work only behirfelll Cone NAT, a.k.a.
Static NAT and ito-1 NAT.

If you wish to record SIP traffic from public endpoints (outside of

firewall) as well as private endpoints (inside the firewall), then se

SIP Portand theRTP Port Basdo the same value in theFSMedia
Server Settings and the SIP Media Server Firewall Settings secti

Otherwise, the SIP media server will only record traffic from publ
endpoints if you tickEirewall is in use
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Configure the SIP Media Server for operation behind a Firewall

1. Expand the SIP Media Server Firewall Settings section to show the current
firewall settings for the media server:

ollector Settings

A

Tait VRP Settings

RTP Stream Settings

gl

SIP Media Server Settings

Enable: ]

SIP IP Address: l192 168.10.200

L«
=

SIP Port: | 5060

RTF IP Address: l192 168.10.200

El
&l

RTP Base Port: 7000

RTP Port Range: 7000 -7058

Trace Signalling: [

SIP Media Server Firewall Settings

»

Firewall in Use: [V

SIP IP Address:  10.0.0.1

SIP Port: | 5060

RTP IP Address: 10.0.0.1

RTP Base Port: 7000

RTP Port Range: 7000 -7058

RTSP Media Server Settings

]

RTSP Media Server Firewall Settings

P :
TOOTESS- | otohing settings from LinX 130.200

Daone.

[ Fetch ] l Apply J l Cancel J

2. Tick or untick Firewall in Useto enable or disable operation behind a
firewall.

3. EnterSIP IP Address
This a public IP address of the fivall.
4. EnterSIP Port

This is the TCP and/or UDP port on the public side of the firewall which
will be used to receive SIP packets. This port needs to forward SIP packets
to the SIP media server.

5. EnterRTP IP Address
This a public IP address of the firellva
6. EnterRTP Base Port
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This is the starting UDP port on the public side of the firewall that will be
used to receive RTP packets. The set of UDP ports must forward RTP
packets to the SIP media serve. The actual number of UDP ports that Total
Recall VR wll use depends on the number of licensed IP recording
channels.

RTP Port Rangealisplays the range of UDP ports that Total Recall VR will
use as you change the valueR3iP Base Port

7. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the
new values are applied.

If you change the configuration while recording, then all active
recordings onlalP recording channels will terminate when you
selectApply during step 7.

New recordings will start based on the new configuration.

RTSP Sessions

Total Recall VR can act as an RTSP Media Server and accept RTSP session request
from other equipmerfor the purpose of recording audio. When combined with the

SIP Media Server, Total Recall VR can record audio conversations-it8ZD

networks which are common in the air traffic control environments.

This interface is capable of receiving RTP packetsnduR TSP sessions on
independent UDP ports or interleaved with the RTSP messages on the RTSP (TCP)
port. It does not send RTP packets during RTSP sessieaS}-137

Interoperability Standard for VolP ATM Components, Volume 4: Recording, January
2012 (ED137/4B) and EB137 Interoperability Standard for VolP ATM

Components, Volume 4: Recording, March 2019{E37/4C).

In addition to RTP packets, this interface is capable of receiving session metadata in
the first RECORD message and subsequent SET_PARAMEA&dRages. The
metadata can be in the Total Recall VR proprietary format or th@FEormat (see
ED-137 Interoperability Standard for VolP ATM Components, Part 3: Recording).

By default the RTSP media server is disabled. To enable and change the
configurdion of the RTSP Media Server:
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Configure the RTSP Media Server

1. SelectActive IP Collector on theSettingstab to display the Active IP
Collector Settings dialog with the current collector settings on the recorder:

@ Active IP Collector Settings

Tait VRP Settings
8 Enable: (V]
VRP IP Address: | 192.168.10.200 ™)
VRP Port: 9999
VoxX Timeout: 15 @
Address Scheme: | MPT 1343 )
Fleets: | yp | Fin FGN UN Digits | GN Digits
200 2001 5000 3 3
200 3200 5500 3 3
210 2200 6000 3 3
/7 %
RTP Stream Settings
SIP Media Server Settings

!

SIP Media Server Firewall Settings

«

RTSP Media Server Settings

RTSP Media Server Firewall Settings

o

P :
fO9'85S- | Eetening settings from LinX 130.200 ...

Daone.

[ Fetch ] [ Apply J [ Cancsl

Note that the values of the settings on the recorder may change at any time.
SelectFetch at any time to fetch the current values of the settings from the
recorderProgressshows the status of the operation.

2. Expand the RTSP Media Server Settings sectiaghbw the current settings
for the media server:
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: Active IP Collector Settings

Tait VRP Settings

!a

RTP Stream Settings

SIP Media Server Settings

«

»

SIP Media Server Firewall Settings

RTSP Media Server Settings

»

Enable: ]

RTSF IF Address: l192.168.10200

€l

RTSF Port: 554

RTP IP Address: l192.168.10.200

£l

RTP Base Port: | 13090

RTP Port Range: 13000 - 13148

Trace Signalling: [_]

RTSP Media Server Firewall Settings

«

P E
TOOTESS- | L oiching settings from LinX 130.200 ...

Done.

[ Feten | [ Apply | cancer |

. Tick or untick Enableto enable or disable the media server.
. ChooseRTSP IP Address

This is either the IP address that is assigned to the LAN 1 interface or the IP
address assigned to the LAN 2 intedac

We recommend you use the IP address assigned to the LAN 2 interface for
IP recording. This leaves LAN 1 for connection to the enterprise LAN.

. EnterRTSP Port

This is the TCP port that Total Recall VR will use to receive RTSP packets
(and interleaved RA packets) from other devices on the network.

. ChooseRTP IP Address

This is either the IP address that is assigned to the LAN 1 interface or the IP
address assigned to the LAN 2 interface.

We recommend you use the IP address assigned to the LAN 2 iatinfac
the RTP services. This leaves LAN 1 for connection to the enterprise LAN.

. EnterRTP Base Port

This is the starting UDP port that Total Recall VR will use to receive RTP
packets from other devices on the network. The actual number of UDP ports
that Total Recall VR will use depends on the number of licensed IP
recording channels.

RTP Port Rangealisplays the range of UDP ports that Total Recall VR will
use as you change the valueR3iP Base Port
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8. Optionally, tickTrace Signalling

If you enable tracig of signalling, then Total Recall VR will write all RTSP
messages that it receives in its logs. You can examine the logs and view the
content of the messages.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal operationt Will severely reduce the recording capacity of
the system.

9. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetchedhfthe recorder after the
new values are applied.

If you change the configuration while recording, then all active

recordings on all IP recording channels will terminate when you
selectApply during step 9.

New recordings will start based on the nemfiguration.

If the RTSP media server is behind a firewall that uses a NAT (Network Address
Translator), then you can configure the RTSP media server to accept RTSP and RTP
traffic from endpoints that are located on the other side of the firewall.

The RTSP media server can work only behind a Full Cone NAT,
a.k.a. Static NAT and-fo-1 NAT.

Configure the RTSP Media Server for operation behind a Firewall

1. Expand the RTSP Media Server Firewall Settings section to show the
current firewall settingfor the media server:
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@ Active IP Collector Settings

©
SIP Media Server Settings
Enable: [f]
RTSP IP Address: | 192.168.10.200 v
RTSP Port | 554
RTP IP Address: | 192.168.10.200 v
RTP Base Part | 13090
RTP PortRange: 13090 - 13148
Trace Signalling: [
RTSP Media Server Firewall Settings

Firewall in Use: [¥]

RTSP IP Address: | 10.0.0.1

RTSF Port | 554

RTP IP Address:  10.0.0.1

RTF Base Port | 13090

RTP Port Range: | 13090 - 13148

P :
TO0rES5 | Fetening setings from Lin 130.200 ..

Dane.

[ Fetch ]l Apply Jl Cancel J

. Tick or untick Firewall in Useto enable or disable operation behind a
firewall.

EnterRTSP IP Address
This a public IP address of the firewall.
EnterRTSP Port

This is the TCP port on the public side of the firewall which wellused to
receive RTSP and interleaved RTP packets. This port needs to forward
RTSP and interleaved RTP packets to the RTSP media server.

EnterRTP IP Address
This a public IP address of the firewall.
EnterRTP Base Port

This is the starting UDP port dhe public side of the firewall that will be

used to receive RTP packets. The set of UDP ports must forward RTP
packets to the SIP media serve. The actual number of UDP ports that Total
Recall VR will use depends on the number of licensed IP recording
chamels.
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RTP Port Rangealisplays the range of UDP ports that Total Recall VR will
use as you change the value€RdiP Base Port

7. SelectApply to apply the new values of the settings to the recorder.
Progresswill show the status of the apply operation. Note how the actual
values of the settings are automatically fetched from the recorder after the

new values are applied.

If you change the configuration while recording, then all active

recordings on all IPecording channels will terminate when you
selectApply during step 7.

New recordings will start based on the new configuration.

8.3.

System Maintenance

Recorder Control Panel enables users to remotely perform a number of maintenance
activities on Total Reall VR systems. The tools for different activities are on the Tools

tab:

Gl

Recorder Control Panel Altus 130.200

e

¢+ Settings

% Tools

l % Upgrade

Tail Log

7 Restart

@ Rebuild Database

Archlve Download Logs

Shutdown

|| €| U

B
4
‘s

Manage Disks

I
|US
L

l

@ Manage Replicator ‘

Upload Settings

la View Events

l
l
L€
L&
l

Download Seftings |

8.3.1. Upgrade

Recorder Control Paneln upload and install an updated version of the Total Recall
VR application to Total Recall VR systems.

Upgrades affect operating system apqblication files only.

before attempting an upgrade.

However, it is strongly recommended that you archive all recordil
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We release regular updates of the Total Recall VR application to add new features
and correct problems with existing featuresadidition, we update time zone

definition files with every software update. This ensures that Total Recall VR has the
correct dates for daljght saving changes for various time zones around the world.

To upgrade the application on a Total Recall VR youtrfitst obtain, or create, an
upgrade disc with the new version of the application.

E You can download images (ISO files) for upgrade discs from our
site. Go tahttp://www.totalrecallvr.com/dowpkds

content of the ISO file to a directory on your PC and then use the

If your PC does not have a disc drive, then you can simply unpac
from that directory during the upgrade process.

Once you have the disc, to upgradedpplication:

Upgrade the Application on a Total Recall VR

1. SelectUpgrade on theToolstab to displayhe Total Recall VR application
package file chooser dialbg

- Application Package File

Look In: |[ﬁ Documents TJ @ £ @ || = =3

(& Adobe [E§ Onemote Notebooks

(&5 AlienFx (B outlook Files

(5 Atienware Tactx (5 visual studio 2008

(B custom Office Templates (B Visual Studio 2010

ﬁ My Scans

(& My Shapes

File Mame:

Files of Type: | Total Recall VR Application Package Files TJ
. Select Cancel

2. Select a Total Recall VR application package (.tgz file) which is located on
the upgrade d:
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e Application Package File

LookIn: | L] DVD Drive (D:) CDROM .'] W e @l E] B
[ﬁ rootvr
(B x86_54
El TRVRApplication-10.10.0.20151211.tgz
File Name: TRVRApplication-10.10.0.20151211.fgz
Files of Type: [Total Recall VR Application Package Files "]
Select Cancel

3. SelectSelect.Recorder Control Panel will ask you to confirm the upgrade:

Are you sure you wish to uparade the recorder?
Recording will stop and the recorder will restart.

r

4. SelectYesto initiate the upgrade.

Recorder Control Panel will transfer the package to the recorder, upgrade
the recorder and restart it.

1] Upgrade

FILEEE Transferring application package D:\TRVRApplication-10 1&.‘;
Triggering application upgrade on the recorder.
Aresetrequest was sentto the recorder.
Flease wait until the recorder restarts

Done. t/
v
A J '%

(ox]

The Total Recall VR system witle running the new version when it restart.

8.3.2. Restart
Recorder Control Panel can remotely restart Total Recall VR systems.

Restart a Total Recall VR
1. SelectRestart on theToolstab.

2. Recorder Control Panel will ask you to confirm:

Are you sure you wish to restart the recorder?
Recording will stop and the recorder will restart

Yes No
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3. SelectYesto restarthe recorder.

4. Recorder Control Panel will restart the recorder:

M Restart

Progress
- : Aresetrequest was sentto the recorder.
% Please wait until the recorder restarts.

Done.

8.3.3. Shutdown

You will need to physically power up Total Recall VR after you st
it down.

Recorder Control Panel can remotely shutdown Total Recall VR systems.

Shutdown a Total RecaNVR
1. SelectShutdown on theToolstab.

2. Recorder Control Panel will ask you to confirm:

Are you sure you wish to shutdown the recorder?
Recording will stop and the recorder will shutdown.

™

3. SelectYesto shutdown the recorder.

4. Recorder Control Panel will shutdown the recorder:

2 Shutdown

Progress
g A shutdown request was sent to the recorder.

Please wait until the recorder shuts down.
Done.

&
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8.3.4. Rebuild Database

Database rebuild is a process which Total Recall VR usesdostruct the database
of additional information about recordings from information stored in the recording
files. This may be necessary when the database is damaged.

The process may take few hours to complete if there are a large
number of recordingsn the system.

Total Recall VR DOES NOT record while rebuilding the database

DO NOT interrupt the rebuilding of the database. Doing so may
result in an irreversible damage to the database and recordings.

Total Recall VR automaticallgebuilds its database when it starts after what is known
as a Adirty shutdowno.

However, it is possible to trigger the process manually from Recorder Control Panel
as well:

Rebuild the Database
1. SelectRebuild Databaseon theToolstab to initiate the process.

2. Recorder Control Panel will ask you to confirm:

- Are you sure you wish to rebuild the database on the recorder?
This may take considerable time

Recording will be disabled until the operation completes.

Les ] (10 ]

3. SelectYesto rebuild the database. Recorder Control Panel will start the
process and show progress:
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B Database Rebuild

Progress
. Rebuilding the database on TRVR Sydnay

Processed 0 of 125758 recordings
Processed 1000 of 125758 recordings
Processed 2000 of 125758 recordings

Mo
I

S

4. Eventual the operation will complete and normal operation wilaet.

The rebuild process checks the integrity of the recording files as well. Files that can

be read but fail t he

show wit h t breavsefiskréenstréem. Filesahat cannot be read at dll wi

integrity check

be removed (deleted) during the rebuild process.

8.3.5. Archive

Recorder Control Panel trigger-demand archiving on Total Recall VR systems.

If you plan to archive remotely, then make sure to either:

9 Load a CD, DVD or BD disc in the disc drive of thetdlo

@ Recall VR system; or
1 Attach a USB key or disk drive to the system; or

1 Configure a default network archive as explained in sectio

8.2.9Archiver.

application version 9.20.0 and 10.11.0, or better.

This utility is available only for Total Recall VR systems with

To start an ordemand archive session on a Total Recall VR fRenorder Control

Panei

Archive OnDemand

1. SelectArchive on theToolstab to display the
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. Archive

- Recording Set: | All v
O Archive To: [Disc T]

Delete Recordings: ||
Flag Archived: |_|

Progress:

. Archive . Cancel

2. ChooseRecording SetChoose:

1 All'T to archive all recordings that exist on the system.

1 Not Archivel i to archive all recordings that have not been archived

to date.

1 Tagged to archive all recordings that are tagged (* tag).

3. ChooseArchive Ta Choose:

9 Disc- if you wish to archive to a CD, DVD or BD disc. A @B,

CD-RW, DVD+RW, DVD-R, DVD+R, BD-R or BD-RE disc should

be in the disc drive of the Total Recall VR.

1 USB-if you wish to archive to a USB key or disk drive. A USB key

or disk drive should be attached to the system.

1 Networki if you wish to archive to a network drive. See section
8.2.9Archiver for information on how to configure the network
share.

. Optionally, tickDelete Recording$o archive and then delete the archived

recordings. By default, Total Recall VR does not deletegberdings after
archiving them.

. Optionally, tickFlag Archivedto mark recordings as archived which will
exclude the recordings from subsequent @uthive sessions.

. SelectArchive to start the process. Recorder Control Panel will show
progress:

~ Recording Set: | All TJ
O Archive To: | Disc TJ

Delete Recordings: ||

‘_}U/, Flag Archived: ||
=
AN Progress:
< " | Archiving on TRVR Sydney... 2

Preparing discimage ...

Preparing disc image... Processed 50 calls.
Preparing disc image... Processed 200 calls.
Preparing disc image... Processed 350 calls.

Preparing disc image... Processed 500 calls.

L R I~
. Archive . Cancel

¥
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7. Eventudthe operation will completé&ou can cancel the archive at any
time however there may be set of records that will be written to the archive
before you seledCancel

Recording Set: | All

U Archive To: | Disc

Delete Recordings: ||
Flag Archived: ||

X

Bl

=

Progress: | Preparing discimage... Processed 7100 calls. |4

Writing disc. ..
Discis full..
Ending archive
Done.

|

AN Al
Archive Cancel

The archive is now ready to use with Total Recall VR PC applications.

If you arearchiving to disc, and if multiple discs are needed to
complete the full archive, then this utility will create the first disc
only and end the archive at that point.

8.3.6. Manage Disks

Recorder Control Panel provides a set of disk maintenance utilities edndbe used
to view the healtistatus of the system disks. In addition, and on system with RAID
disks, you can use the utilitiesreplace disks while the system is recording.

This utility is available only for Total Recall VR systems with
application version 10.6.0, or better.

To view the operating status health of the system disks:

Display System Disk Status
1. SelectManage Diskson theToolstab to display th®isk Manager dialog:
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. Disk Manager

.I:' \ @sin @ Attach 8 Detach I Make Bootable 2
DiskID | Disk Type | Status | Bootable | In RAID
WD-WCAVEHET1114 Internal Healthy Yes Yes
WD-WCAVSF2958999 Internal Healthy Yes Yes
585410000288 usB - - -

Atribute | Value
Cancel .

2. Select a disk in the table to view the status of the disk:

. Disk Manager

i "1 @ Blink @ Attach 3 Detach B Make Bootable 2
Disk D | Disk Type | Status | Bootable | In RAID
WD-WCAVSHE 11114 Internal Healthy 25
WD-WCAV5F298999 Internal Healthy Yes Yes
5B84100002BB use - - -
Atribute | Value
Device Model WDC WD10EVD3-63U8B0
Serial Number WD-WCAV5HB11114
User Capacity 1,000,204,286,016 bytes [1.00 TE]

Hours On 22764
Health Test PASSED
Bad Sectors 0:0
Cancel |

The disk information shows a set of operational parameters for the disk:
1 Hours On: the actual number of working hours for the disk.

1 Health Test: whether the disk has passed or failed a comprehensive health
test. Disks that have failed the health test shbel replaced immediately.

1T Bad Sectors: two numbers separated b
sectors while the second number is marked bad sectors. If any of the numbers
are increasing then the disk should be replaced immediately.

When a disks failing, or it is more than 4 years of age, it should be replaced.

Exercise extreme caution when replacing disks. If you remove a
from the RAID, then only one disk will be operational. Then, if yo
physically remove the active disk from the gyst the system will
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stop working and it cannot be recovered from the disks.

To replace a disk:

Replace a Diskon a system with RAID disks)

1. You can perform this procedure while the system is fully operational. There
is no need to stop recording.

However, you and only you, can decide when the best time to perform disk
maintenance activities on the system is.

2. Make sure that you have a new disk with the same capacity as the one that
you are going to replace. We recommend that you use the same ihdand a
model of disk.

3. SelectManage Diskson theToolstab to display the Disk Manager dialog:

. Disk Manager

f \ @-cink | & attach 8 Detach B Wake Bootable 2
Disk ID | Disk Type | Status | Bootable | In RAID
WD-WCAVEHE 11114 Internal Healthy Yes Yes
WD-WCAV5F298999 Internal Healthy Yes Yes
582410000288 use — - -

Aftribute | Value
Cancel .

4. Select a disk in the table to view the status of the disk:

B Disk Manager

f \ @ biink | & Attach % Detach B Wake Bootable -]
| DiskID | DiskType | Status |Bootabe  |nRAD |

WO-WCAVEHE 11114 Internal

Healthy Yes Yes

Internal Healthy Yes
5B24100002BB UsB - - -
Aftribute | Value
Drevice Model WDC WD10EVDS-63U8B0
Serial Mumber WD-WCAVEF298999
User Capacity 1,000,204,886,016 bytes [1.00 TB]
Hours On 22750
Health Test PASSED
Bad Sectors 0:0

Cancel

5. SelectBlink.
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This will light the disk LED for about 30 seconds which will help you
identify the phygal location of the disk. Make sure you mark the disk in
some way so you can remove the correct disk during subsequent steps.

If you cannot blink the disk that you are trying to replace, then blink the
other disk.

Either way, you will be able tphysically identify the disk that you wish to
replace.

6. SelectDetach

The system will remove the disk from tRAID and detach it from the
SCSI bus to prepare the disk for physical removal. This activity can take up
to one minute to complete, so be patien

. Disk Manager

! ) @ siin @ Attach 8 Detach B Make Bootable z

| DiskID | Disk Type | Status | Bootable | In RAID

WD-WCAVEHE11114 Internal Healthy Yes Yes

! "/_ WD-WCAV5F298999 Internal Healthy Yes ]
ns 538410000288 usB - - -

Adtribute | Value

Device Model WDC WD10EVDS-63U8B0

Serial Number WD-WCAVEF298999

User Capacity 1,000,204,886,016 bytes [1.00 TH]

Hours On 22750

Health Test PASSED

Bad Sectors 0:0

Cancel

When done the disk will no longer appear in the table of disks:

8 Disk Manager

! ) 0 Blink @ Attach 8 Detach :{", Make Bootable @
Disk D | Disk Type | Status | Bootable | In RAID
WD-WCAVEHE11114 Internal Healthy Yes Yes
5B84100002BB usB = = =
Atribute | Value

Cancel

7. At this point you can physically replace the nsarking disk.

MAKE SURE TO REMOVE THE CORRECT DISK. IF YOU
REMOVE THE ACTIVE DISK BY ACCIDENT THE SYSTEM WILL
STOP WORKING AND CAN NOT BE RECOVERED FROM THE
DISKS.
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8. SelectZ to load the new disk in the table of disks. This will take few
moments to complet@nd the system should include the new disk in the
table

. Disk Manager

i ) @-bink | & attach 8 Detacn B Wake Bootable 2
DiskID | Disk Type | Status | Bootable | In RAID
WD-WCAVEHE11114 Internal Healthy Yes Yes
WD-WCAV5F298999 Internal Healthy Mo Mo
5B84100002BB usB - - -

Attribute | Value
Cancel

Note the In RAID status (No) for the new disk. That is, the system
recogniseshe disk, however the new disk is not part of the RAID yet and it
is not being used.

9. Select the new disk in the table:

. Disk Manager

! ) & Biink | | 8 Attach 8 Detach B Wake Bootable R

| DiskID | DiskType | Status |Boctale | InRAD |

WD-WCAVEHE 11114 Internal Healthy Yes Yes
2989¢ Internal Healthy No

5B84100002BB usB - - —

Attribute | Value

Drevice Model WDC WD10EVDS-63U8B0

Serial Number WD-WCAVSF298999

User Capacity 1,000,204,886,016 bytes [1.00 TE]

Hours On 22750

Health Test PASSED

Bad Sectors 0:0

Cancel
10. SelectAttach. The system wilproceed to add the new disk to the RAID:
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. Disk Manager

@ Attach

% Detach BB Wake Bootable

“

@ siink
-

| Disk 1D

| Disk Type | Status | Bootable | In RAID

WD-WCAVEHE 11114

Internal Healthy Yes Yes

M2 B WD-wCAVSF298999 Healthy
~ 585410000288 usB - - -

Attribute | value
Device Model WDC WD10EVDS-63U8B0
Serial Number WD-WCAVSF298999
User Capacity 1,000,204,886,016 bytes [1.00 TE]
Hours On 22750
Health Test PASSED
Bad Sectors 0:0

Cancel

11.Eventually the system will show the disk as a member of IR

. Disk Manager

@ Bink | & attach
Gl

8 Detach

g Make Bootable 2

| DiskiD

| Disk Type | Status | Bootable | In RAID l

WD-WCAVSHE11114 Internal Healthy Yes Yes
WD-WCAV5F298999 Healthy

5B84100002BB UsB - -
Attribute | Value

Device Model WDC WD10EVDS-63U8B0

Serial Number WD-WCAVSF298999

User Capacity 1,000,204,286,016 bytes [1.00 TE]

Hours On 22750

Health Test PASSED

Bad Sectors 0:0

Cancel

12. At this point you should wait for the RAID to synchronisedadks that are
members of the RAID. This may take as long as 3 hours on a system with

1TB disks.

Note that all disk operationéitach, DetachandMake Bootable) will be
disabled while tB RAID is synchronisinghe disks and you will not be able
to proceed with the following steps until the RAID has completed
synchronising the disks.

13.When the RAID has completed synchronising the disks, it may show the
new diskasnot bootablgNo in the Batable columr)
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. Disk Manager

-

@Bink | @ eiach | 3§ Detach | | L4 Make Bootable | 2
| DiskID | DiskType | Status |Bootable | InRAD |
WD-WCAVEHE11114 Internal Healthy  Yes Yes

WD-WCAV5F298999

Internal

Healthy

5B84100002BB usB - - -
Attribute | Value

Device Model WDC WD10EVDS-63U8B0

Serial Mumber WD-WCAVEF298999

User Capacity 1,000,204,886,016 bytes [1.00 TE]
Hours On 22750

Health Test PASSED

Bad Sectors 0:0

Cancel

If so, select the disk (as shown on the previous screen capture) and select
Make Bootableto initialise the bootloader on the disk:

8 Disk Manager

i ) O Blink @ Attach 3 Detach __r‘ﬁ Make Bootable @
| DiskID | DiskType | Status |Bootable | InRAD |
WO-WCAVEHE 11114 Internal Healthy Yes Yes
WD-WCAV5F298999 Internal Healthy Yes
585410000288 use - - -
Attribute | Value
Device Model ‘WDC WD10EVDS-63U38B0
Serial Mumber WD-WCAV5F298999
User Capacity 1,000,204,886,016 bytes [1.00 T8]

Hours On 22750
Health Test FASSED
Bad Sectors 0:0

Cancel

You can proceed to replace the other disk now if required.

HOWEVER, PLEASE WAIT AT LEAST 3 HOURS BEFORE REPLACING
THE DISK. THIS WILL GIVE THE SYSTEM ENOUGH TIME TO
SYNCHRONIZE BOTH DISKS THUS ELIMINATING THE CHANCE THAT
YOU WILL END UP WITH NON -WORKING SYSTEM .

8.3.7. Manage Replicator

Use the replicator maintenance utility to control the operation okttidime
recording and metadata replicator on recorders that are fitted with the replicator
option.

At this stage the replicator is capable of replicating recording and metadata to a local

removable 2.50 hard di sk orahsrddiskorSSDt at e
as a replica disk you must prepare it as follows:

di s
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Prepare a disk for replication

1. Select a disk drive with a SATA interface and maximum capacity of 2TB.
Drives with capacity of more than 2TB are not supported.

2. Configure the drive witlan MBR partition table. Drives with a GPT partition
tables are not supported.

3. Label the drive with label TRVRARCHIVE (all capital letters). Drives with
other labels, or no label at all, are not supported.

4. Create a single partition on the drive.

5. Format thepartition with the NTFS or FAT32 file system. Drives with the
FAT32 file system perform better. You must complete a full format of the
drive. Drives that are formatted with the quick format option will not work

Once the drive is ready, attach the drivéhi® caddy that was supplied with the
replicator option and insert it in the correct disk slot of the replicator option.

You can do this while the system is powered on and recording.
To start replication:
Start Replication

1. Make sure that the system is recognising the disk as a replica disk. To do
this selectManage Disksto display the list of disks that are attached to the
system:

. Disk Manager

f '1 @ Blink @ Attach # Detach B MMake Bootable z
|
DiskID | Disk Type | Status | Bootable | In RAID |
54CBA479 usB - - —

WD-WCC4J6SD1FFS Internal Healthy Yes Mo

WD-WCAVSF293999 Replica Healthy =

Atribute | Value

Device Model ‘WDC WD10EVDS-63U8B0

Serial Number WD-WCAVSEF298999

User Capacity 1,000,204,886,016 bytes [1.00 TE]
Hours On 23965

Health Test PASSED

Bad Sectors 0:0

. Cancel .
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. If the Replicadisk type is not shown in the table, then sefdo re-build
the disk infomation. This will take a moment to complete and the system
should include the new disk in the table.

If the disk does not appear in the table, then there is something wrong with
the disk and you will need to replace it with a new one.

Do not proceed to thnext step until the system detects the replica disk. You
will not be able to start replication without the disk

. SelectManage Replicatorto show the replicator utility:

4 Replicator Manager

Replica Type: | Local Disk T}
@ Database Occupancy. 0

Disk Occupancy: 0%

Progress:

Start stop Sync Cancel

. SelectStart.

. To start replication the system must pause recording. Sésdtit is
convenient to pause recording and continue to start replication:

Are you sure you wish to start repliaction?
Recording will be disabled until the operation completes.

ves

. The system will give you an option to synchronise the replica with the
recorder immediately after starting replication:

@ Sync the replica after starting replication?

Lves | [no ]

If your system does not have any recordings on it then dddtetct skip the
sync. If your system has recordings on it you can select:

1 Noto skip the sync which means that the recordings that are already
on the system will not be replicated. However, you can sync the
replica at any time while the replica is active.

1 Yesto copy all recordings and metadata to the replica as soon as
replication starts. Note that this may take considerable time to
complete if you have a large number of recordiddgi®w 10 minutes
per 10,000 recordings.eRording will be paused until tleync
operation completes.
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7. The system will attempt to start replication and show progress:

&y Replicator Manager

Replica Type: | Local Disk q
a Database Occupancy: 0

Disk Occupancy: 0%

Progress:
2 Starting replication ...

8. If replication starts without problems, then the status of the replica will be
displayed:

'i Replicator Manager

Replica Type: Local Dis
£ Database Occupancy: 680000
Disk Occupancy: 13%

Progress:
g Starting replication

Done

Start [ Stop Jl Sync Jl Cancel J

While the replicator is active, you can sync the replica withrgberder at any time.
This is usually not necessary, however the option to sync is available.

Note that the replica can have different number of recordings than the number of
recordings on the system. This is due to the fact that the recordings on ¢ne agest
subject to the selfleaning mechanism which removes recordings when the system
disk or database is full while the replica is not subject to the same, that is the system
does not remove recordings and metadata from the replica.

Disk replicas ardéimited to 2,000,000 individual recordings or the
available disk space, whichever occurs first.

To sync the replica:
Sync Replica

1. SelectManage Replicatorto show the replicator utility:
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=% Replicator Manager

Replica Type: [L-3=:al Disk | ]
é Database Occupancy. 680000

Disk Occupancy: 13%

Progress:

stat | stop | [ syc | [ cancel ]

2. SelectSync

3. Tosync the replicghe system must pause recording. Sefadif it is
convenient to pause recordiagd continue to sync the replica

Are you sure you wish to syncthe replica?
Recording will be disabled until the operation completes.

4. The system will attempt teync the replicand show progress:

2% Replicator Manager

Replica Type: Local Disk
Database Occupancy: 680000
Disk Occupancy: 13%

Qly Progress:
/f|‘~.

Syncing replica ...
Syncing 0 of 458000
Syncing 100 of 458000
Syncing 200 of 458000
Syncing 300 of 458000
Syncing 400 of 458000

Start Stop Sync Cancel

Based on the number of recordings on the system, this make take
consideable time (hours) to complete, so be patiétibw 10 minutes per
10,000 recordings.

5. When the sync process is complete the system will display the new status of
the replica

2% Replicator Manager

Replica Type: Local Disk
é Database Occupancy: 680000

Disk Occupancy: 13%

Progress: | Syncing 457700 of 455000 ]
Syncing 457800 of 458000

Syncing 457900 of 458000

Syncing 455000 of 455000

Done.

A4
ELS FT‘

stat | stop | [ syc | [ cancel |
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Finally, it is possible to stop replication at any time.

You must stopeplication in order to remove the replica disk from
the system.

DO NOT remove the replica disk from the system while replicatic
active. If you do, you will damage the replica disk and the systerr
while all data on the replica disk will be lost.

To stop replication:
Stop Replica

1. SelectManage Replicatorto show the replicator utility:

&7 Replicator Manager

Replica Type: [ Local Disk )
@ Database Occupancy: 630000
Disk Occupancy: 13%

Progress:

stat | stop || syne J[ Cancel J

2. SelectStop.

3. To stop replication the system must pause recording. Sésdt it is
convenient to pause recording and continue to stop replication:

Are you sure you wish to stop repliaction?
Recording will be disabled until the operation completes.

ves

4. The system wilgive you an option to synchronise the replica with the
recorder just before stopping replication:

@ Sync the replica before stopping replication?

Select:
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5. The system will give you an option to delete all recordings and metadata
from the system immediely after stopping replication:

1 Noto skip the sync.

1 Yesto copy missing recordings and metadata to the replica before

replication stopsiNote that this may take considerabtee to

complete if you have a large number of recordings. Allow 10 minutes

per 10,000 recordings. Recording will be paused until the sync

operation completes

@ Delete all recordings from recorder after stopping replication?

Yes

Select:

1 Noto leave the recordings on the system.

1 Yesto delete all recordings from the system. Note, this does not

delete recordings from the replica disk

6. The system will attempt to stop replication and show progress:

7.

Once replication has ceased, you can remove the replica disk from the system. Use
portable enclosure wi

t he

Replica Type:  Local Dis
@ Database Occupancy: 630000

Q7

5 Replicator Manager

Disk Occupancy: 13%

P z
L Stopping replication ...

2

Start Stop sync Cancel

4 Replicator Manager

Replica Type: | Local Disk 'J
@ Database Occupancy: 0

Disk Occupancy: 0%

P 2
AL Stopping replication ...

Done.

Start Stop Sync Cancel

t h

If replication stops without problems, then the status of the replica will be
displayed:

USB 3me0
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with the replicator option to connect the replica disk to a PC that is running Total
Recall VR PC applications in order to explore the recordings on the replica disk.

e Moradltqgr

otol o
Iy eeoll KOV

8.3.8. View Events

Recorder Control Panel provides access tatltit event log on Total Recall VR
recorder. The audit event log contains system and user audit events fhata r e
did what and wheno.

i wh

This is useful when there is a need to check user and system activity and produce
reports of activity.

The accest the events is via the Event Viewer:

8 Event Viewer

Filter 1 T 2 murnt Y o | %y
. | |selected ¥/ || # Export | Show: 100 1to100fom116 | | €& | € | B ||
091 Jan 1970 »
—@ —E —E Date and Time | Category | Priority | Source | Actor | Action | Subject |
20 Mar 2018 10:32:29 @@ INFO 4 Low recorder 201 admin shutdown recorder |A
T PR T—— 20 Mar 2018 10:3227 i@ INFO 4 Low recorder 201 admin login recorder
01 Jan 1970 o 20 Mar 2018 10:26:13 A WARN T HIGH recorder 201 admin update configuration
20 Mar 2018 10:25:57 recorder 201 update configuration
10 E 00 E 0o E 20 Mar 2018 10:25:53 @) INFO 4 Low recorder 201 admin login recorder
20 Mar2018 10:25:24 i@ INFO 4 Low recorder 201 emil view metadata
20 Mar 2018 10:25:23 0 INFO 4 Low recorder 201 emil login recorder
Categol
gry D 0 D A D e 20 Mar 2018 10:21:19 AWARN ’f HIGH recorder 201 emil update configuration
- 20 Mar 2018 10:21:08 @ INFO 4 Low recorder 201 emil view metadata
Pi S
o (4 Q4 () ¢ 20 Mar 2018 10:21:07 @ INFO 4 Low recorder 201 emil login recorder
D 1‘ D e 20 Mar 2018 10:00:59 0 INFO 4 Low recorder 201 emil view metadata
20 Mar 2018 10:00:58 0 INFO 4 Low recorder 201 emil login recorder
o 20 Mar 2018 09:53:41 /& WARN T HiGH recorder 201 emil update configuration
20 Mar 2018 09:52:26 i@ INFO 4 Low recorder 201 emil view metadata
Actor: 20 Mar 2018 09:52:25 0 INFO 4 Low recorder 201 emil login recorder
: 20 Mar 2018 09:36:06 0 INFO 4 Low recorder 201 system notice recorder -
Action: 20 Mar 2018 09:36:00 i@ INFO + LOwW recorder 201 system notice recorder 1
Subject: Tag | value { [a
X client 192 188.120.60 “updatePeriod”: 30000, T
Tag: settings BrowserSettingsDTO “recordsToShow™: 50,
properties | {"updatePeriod™30000 "recordsToShow™50,"shareType"™ “shareType™ : "WINDOWS",
Vel “sharePath” : "Wi192.168.120.60Wn-netwark-archive”,
“shareUserName” : "BUS-WST-0200emil_~,
Clear Apply “sharePassword™ : "mWG2CQa8vB25QnoMGxuB+qLIHISYEQVCTsft f
002WmSg=" v

The Event Viewer display the following information for each audit event:
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Date and Time

This is the date and the time when the action took place.

Category

The category of the action can be one be: informationahimgor an error.
Priority

The priority of the action can be one of: none, low, medium, high, critical and
fatal.

Source

Identifies the recorder where the action took place.
Actor

Identifies the user that performed the action.
Action

Describes that acticinat took place.

Subject

Identifies the subject of the action.

Tag/Value

Set of data that is relevant to the action that took place.

The Event Viewer allows you to filter events that it displdysfilter events simply
fill in the Filter fields and selddApply. Alternatively, to clear the filter, simply
selectClear.

Finally, Event Viewer allow you to export batches of audit events in the following
formats:

1.

CSV (comma separated values) format which is suitable to use in reporting
tools such as MicrosoExcel.

XML format which is suitable for ingestion into other business systems.

PDF (unsigned and signed) format which is suitable for direct reporting. The
signed PDF format is a tamper proof by definition which makes it suitable for
use in legal proceedjs.

To export the metadata of recordings in any of the supported formats first identify the
recordings that you wish to export:

T
T

You may have to set the context (Selected, Found or All) of the export action.

Optionally, you may have to select records indlients table.

Once you have identified the records that you wish to export:

Pagel820f 194



Total Recall VR Manager

Export a batch of audit events

1. Select Export to display the Export dial