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1. Preface

1.1. Conventions

Our guides use several conventions to highlight certain words and phrases and draw
attention to specific pieces of infoation.

1.1.1. Notes & Warnings

We use the following visual styles to draw attention to information that might
otherwise be overlooked:

Ignoring a note should have no negative consempgeribut you might

Notes are tips, shortcuts or alternative approaches to the task at

miss out on a trick that makes your life easier.

Important boxes detail things that are easily missed: configuratio

changes that only apply to the current session, or services that n
restarting before an update will applgnoring the information will
not cause data loss, but may cause irritation and frustration.

Warnings should not be ignored. Ignoring warnings will most like
cause data loss.

1.1.2. Typographic Conventions

We use typographic conventions to @tention to specific words and phrases.
These conventions, and the circumstances they apply to, are as follows.

Example Meaning
SelectGuideto Locate the link named "Guide" on the screen, position th
display ... cursor over the link and then depréss appropriate mouse

button to follow the link.

SelectAdd to create
anew ...

Locate the button or menu item named "Add" on the scre
position the cursor over the button or menu item and the
depress the appropriate mouse button to initiate an actio
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EnterCommission...

Locate the field named "Commission™ on the screen,
position the cursor over the field and then depress the
appropriate mouse button to select the field. Once the cu
appears in the field, enter a value.

ChooseCountry ...

Locatethe field named "Country” on the screen, position
cursor over the field and then depress the appropriate m
button to display the available options. Then position the
cursor over the desired option and depress the approprie
mouse button to seleitt

Tick Active User...

Locate the check box named "Active User" on the screer
position the cursor over the check box and depress the
appropriate mouse button to place a visual tick in the bo

Un-tick Active User

Locate the check box named "Actidser" on the screen,
position the cursor over the check box and depress the
appropriate mouse button to remove the visual tick in the
box.

Enter$30.95...

Enter "$30.95" using the keys on your keyboard.

1.1.3. Procedures

We use numbered sequence of stepkefme procedures for performing certain

tasks. For example:

Procedure Title

1. This is the first step of the procedure.

2. This is the second step of the procedure.

a. This is the first sutstep of step 2.

b. This is the second stdiep of step 2.

3. This is step three

1.2. We Need Feedback

If you find a typographical error in this guide, or if you have thought of a way to make

this guide better, we would love to hear from you.

Please submit your feedback using the feedback form on our web site:
http://www.prolancer.com.au/contact/feedback

If you have a suggestion for improving theide thentry to be as specifias possible
when describing your suggestigddtherwise, fiyou have found an error, please include
the section number and some of the surrounding text so we can find it easily.
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2. Introduction

2.1. About This Guide

This guide describes the Total Recall VR Remote Managelication Remote
Manager is a powerful Jalabased PC software application, included with unlimited
licenses as part of your Total Recall VR system.

The guide is intended for Total Recall VR end uskmdescribes how to use Remote
Manager to monitor recordings in progress, search for and reglaglinegs, create
archives and other functions that end users can perforaddition, it shows systems
and network administrators how to configure Total Recall VR with Remote Manager.

Please keep a copy of this guide handy for quick reference.

2.2. What is Total Recall VR?

Total Recall VR

Professional Audio Logging
and
’.‘\\7, ) Call Recording Systems

Total Recall VR is a professional audio logging and call recording system which is self
contained, fully featured and cesffective. Enterprises and governments worldwide use
it to create electronic records of many forms of awdimmunication including

telephone, 2vay radio, broadcast radio, public address, room microphones and much

more.

Total Recall VR is the ideal solution for:
1 Recording business telephone conversations;
Recording agent calls in contact centres;

Logging emergecy response communication;

1
1
1 Logging business operations communication;
1 Logging radio broadcasts;

1 Logging public announcements;

1

Creating audio records of meetings, legal proceedings, public enquiries and
similar events; and

1 Creating compliance records to edeluty of care and legal requirements.
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Total Recall VR captures all audio in digital format and stores it in a proprietary, secure
and tamper proof file format in its dyoard hard drive storage. The file format preserves

the originality of the audio thatstores and has a number of bunltmechanisms that

aid quick and reliable detection of tampering. However, for ease of access, Total Recall
VR client applications can generate copies of recordings in a number of popular and
everyday formats suchas®r osof t 6 s Wave ( -3wWmp3). and MPE

Storing audio by itself does not help when looking for one recording in a store that can
hold hundreds of thousands of recordings. That is, wigddition to audio, Total Recall
VR captures and then store$ommation related to each recording and audio source in
its database such as start time, end time and duration of recordings, calling and called
numbers on telephone calls, DTMF digits during calls, user configurable notes and
much more. This informatiors ithe backbone of a powerful search capability which can
pin point a single recording in a set of hundreds of thousands oflnrege which reside
either ona Total Recall VR or in one of many types of-syistem archives of

recordings.

In addition to theaudio recorder and the dioard storage, each Total Recall VR system
comes with a builtn media player with comprehensive player controls (start, stop, fast
forward, rewind é). The player can play .
stream auid to a remote client application which then outputs the sound to the PC
speakers of the PC that it runs on.

While audio recording, storage andplay are the main functions of Total Recall VR,
every Total Recall VR offers many more advanced, professgrade features. For
example:

1 Ability to capture audio from different types of audio sources (analogue, VolP
and ISDN), at the same tiniehybrid recording.

1 Live and reatime monitoring (listening) of recordings in progress on the system
itself or on aemote PC with the aid of a PC client application.

1 Featurerich archiver which can create searchable archives of recordings on CD,
DVD or BD discs, USB keys or drives and network drives, either automatically
or ondemand.

1 Automated seltleaning mechanisnhat removes obsolete recordings
automatically and on regular intervals to keep the system operating endlessly.

1 Automated transcoder which compresses audio to free space onlibardn
hard drives.

1 SNMP agent capable of generating SNMP alarms (traps).
1 SMDRintegration for a number of popular PBXes.

1 Fully internationalised user interface; all menus and software available in
multiple languages.

1 Role based access control.
1 On-board LCD display and control keypad on selected models.

1 A number of PC client applitans with unrestricted use license.
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When audio records are critical to your operations, Total Recall VR delivers. It is
professional, reliable and fully setbntained solution for audio logging and call
recording that comes at an affordable price.

2.3. What is Remote Manager?

Remote Manager is a powerful Java based PC software application, included with
unlimited licenses as part of your Total Recall VR system.

TR Configuration | Evert Log

éﬁ Update TR Configuration

Signalling Mapping Intenal DialPlan | Archive | RODAgents | PEX | SNMP
Time Date: Licen

eeeeeee call | mWetwork Extensions Analog

pdato TR Canfiguration

LB

Monktor | Playback Calls | TR Configuration

sinaleg Mapprg o chese | Rop ages | oge | s
TmeDate | Ca ters

&0 TR - emi
G

TR System Information
Archive

Rebuid TR Database
Upgrade TR Software
Load TR Settings

Save TR Settings
Shutdown

Restart

Compatible with WindowXP/Vista/7, Remote Manager allows you to securely
configure andnanage your Total Recall VR system, as well as to monitor and search
calls, via your PC and existing TCP/IP network.

Remote Manager offers:

1 Secure Javd platform.
Single click reaktime call monitoring.
Advanced call searching capabilities.
Easyto-use payback controls.
Full unit configuration options.
Configurable peuser access to all software functionality.
Configurable extension access per user.
Flexible call detail views.
Multi-level password security.
Save and replay calls in sectrefile format.

Save and export tmp3andwav formats for easy file distribution.

= =2 =4 A A -4 -4 -4 -4 A -

Email calls in trc, mp&ndwav formats.
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1 Call reporting.

1 Event log for system auditing.

m Go tohttp://www.totalrecallvr.com/downloads download the
installerfor Remote Manager.

2.4. Total Recall VR Concepts

2.4.1. Extensions

Total Recall VR Extensions are a Total Recall VR concept and should not be
confused with PBX extension numbers which are used &k pleones (or mobile
devices) within an enterprise.

Total Recall VR Extensions are one of the three different identifiers that can be
assigned to the source and the destination of recordings, irrespective of whether the
recordings are of a telephone callamother audio source (such as radio program for
example).

The other two identifiers are the Total Recall VR Raw and the Total Recall VR
Mapped Numbers which do not have the same effect as the Total Recall VR
Extensions to the availability of variofeatures.

As identifiers, Total Recall VR Extensions are fundamental to mc
Total Recall VR features and if not present for a recording, then |

features will not work at all for that recording.

For example, it will not be possible to find recordirigy using the
OExtensiond search criteria.

Total Recall VR can classify calling and called numbers (or PBX extensions) as Total
Recall VR Extensions when recording calls. As a matter of fact in most deployments
PBX extensions map directly to Total R#c/R Extensions.

However, depending on Total Recall VR configuration, Total Recall VR Extensions
can be any free text identifiers. For e
Desk Phoned can represent actualnePBX ex
can represent (the human form of) PBX extension 200 (which the PBX may know as
Asi p:ext200@myenterprise.como) .

Total Recall VR Extensions may (and should) be used on deployments where Total
Recall VR is used to record audio sources other than telephone calls. For example
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Tot al Recall VR Extensions fA2Day FMO can
analogue recaling channel which is used to log the radio program from a radio
station called 2Day FM.

Total Recall VR uses information that it extracts from call signalling and its
configuration to determine Total Recall VR Extensions for recordings. Here is a
summaryof the steps used by Total Recall VR to determine Total Recall VR
Extensions for recordings

1. Total Recall VR starts with Raw identifiers which it collects from call
signalling or determines from its configuration. The following table shows
the Raw identitrs for various recording scenarios:

Whenrecordingé |(Raw i dentifiers are €

Analogue telephone/ Di al | ed DTMF di gi ts an
call (outgoing) which appears in the configuration for each
analogue recording channel.

Analogue telephonefl ncomi ng CLI digits an

call (incoming) which appears in the configuration for each
analogue recording channel.

SIP call Values in the 6Fr omd 3
200 response to the INVITE message.

H.323 call Values [ hinhbpePacfay Nun
Party Number 6 infor mat

which appear in the SETUP message.

The previous will be replaced with the first alias

t hat appear in the 6&6sg
6destinati onAddr essod e
appear in the 6User to

the SETUP message.

2. Total Recall VR then converts the Raw identifiers to Total Recall VR
Mapped identifiers by applying identifier conversion rules, which are
specified in the Signalling Mapping configticm, to each of the Raw
identifiers.

The mapping rules are regular expressions which specify how to convert
Raw identifiers to Mapped identifiers. For example, a mapping rule can
convert the siRextO0@rdyemtetpriisé.comrt oi Mapped
identifier A Extension 2000

3. Finally, Total Recall VR attempts to match Mapped identifiers to matching
rules that are present in the Internal Dial Plan configuration and if, and only
if, it finds a rule that matches a Mapped identifier, then it classifies that
identifier as a Total Recall VR Extension.

Continuing from the previous example, if the Internal Dial Plan

configuration has an entry that matches
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2000, then, and only then, theasi dent
a Total Recall VR Extension.

2.4.2. Recording Policies

Recording policies control the operation of the recorder. Policies determine the
method of recording which can be:

1 Record by defauk Total Recall VR will automatically record all audio
sources and tgbdone calls and keep recordings unless instructed otherwise
during recording.

1T Dondt r e c o-rTotal Regall \dRewill automatically record all audio
sources and telephone calls, but at the end of the recording it automatically
discards recordings less instructed otherwise during recording.

1 Record partial calls Total Recall VR will record only parts of all audio
sources and telephone calls, as instructed during recording, and keep all parts
concatenated in a single recording.

In addition to the m#od of recording, policies specify whether réale monitoring
is allowed or not while recording is in progress.

Policies can be one of two types:

1 Globali a single system wide policy which applies to recordings from all
audio sources and telephone<saln all recording channels.

1 Extensioni apply only to recordings from audio sources and telephone calls
which have been assigned Total Recall VR Extension identifiers. These
policies have precedence over the global policy.

Recording policies are useful & number of ways. For example, policies can be used
to:

1. Selectively record (or not) telephone calls to specific telephones.

2. Decide in reatime, while recording, whether to keep a recording of
important conversations.

3. Control access to retime monitomg (listen in) during recording.

4. Al 1l ow remote client applications to

Total Recall VR Recording Policies depend on Total Recall VR

Extension identifiers.
If Total Recall VR cannot determine Extension identifiers, then th

recording policies will not work.
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3. Start Here

3.1. System Requirements

Remote Manager is a Java based application that is designed to run on a Windows based
PC.

Remote Manager should bestalled on a PC witfminimum specification shown)

1 WindowsXP/Vista/7operating systenT.he application runs on 32 and 64 bit
Windows 7

100GDb free hard disk space.
2Gb memory (RAM).
Display hardware that supports the 1024xTé8olution.

= =42 =4 =

Sound systenExternal speakers or headphones are required to listen to audio
when monitoring and rplaying recordings.

=

10Mbps Ethernet nevork interface (NIC) hardware.

1 Drive capable of reading GIR, CD-RW, DVD-R, DVD+R andDVD+RW
discs. Optional, drive capable of d#ag BD-R and BDRE discs.

1 AUSB 2.0 port.

3.2. Compatibility

In most cases Remote Manager will connect tq onmore Total Recall VR systems.
In anycasethe software version of Remote Manager must match the software version
of the application that ruren Total Recall VR systems.

If there is a mismatch between the software versions of Remote

Manager and Total Recall VR systems, then Remote Manager w
eitherfail to connect to Total Recall VR systems or if it conndtts,
will exhibit problems withsome functions.

3.3. Pre-Installation

Remote Manager require8 party software and drivers which you must install before
installing Remote Manager.
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3.3.1. NFS Client

Remote Manager requires an NFS client in order to access network archives on
Linux/Unix network drives.

An NFS client is included with Windows 7 and 8, however it is not installed by
default. You can install it througBontrol Paneli Programsi Programs &
Featuresi Turn Windows features on and off

15 Windows Features ‘5‘%

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

210, RIP Listener -
= Services for NFS
Administrative Tools
Client for NFS
Simple Network Management Protocol (SNMP)
Simple TCPIP services (i.e. echo, daytime etc)
Subsystem for UNIX-based Applications
Tablet PC Components
Telnet Client
Telnet Server
TFTP Client
Windows Gadget Platform
Windows Process Activation Service

B

2]

IDEOO00eO000

Once installed, yomay have to sehe group ID (D) anduser ID UID) for the
anonymous user which the client uses to achéssnetwork drives by adding an
AnonymousUicandAnonymousGidonfiguration parametets the NFlient
configurationin the registry.

Ask your friendly technicaltaff to help you if you are not sure what to &zgistry
changes can render your PC unusable.

2 mEr—)
File Edit View Favorites Help
ADs = || Name Type Data
Advanced INF Setup b Betault) REG 7 4/ kil eROE Al
ALG %) AnonymousGid  REG_DWORD 0x000001f6 (502)
25";':'” %) AnonymousUid  REG_DWORD 0%0000032e8 (1000)
ssistance ] encieBiece REG=BWORD BXE0BR0840-54>
AudioCompressionMan; )
Bi Wo|DeleteSymLinks ~ REG_DWORD (0x00000001 (1)
idinterface
4 ClientForNFS irstContact REG_DWORD (0x00000003 (3)
4. CurrentVersion 74 MaxNfsUser REG_DWORD 0x00000020 (32)
5 Default ‘-’-'uﬂ MountType REG_DWORD (0x00000001 (1)
Users ‘-’-'.ﬂ Protocols REG_DWORD 0x00cffcff (13630719)
Code Store Database ‘-’-'-ﬂ Retransmissions ~ REG_DWORD 0x00000001 (1)
CoM3 ) Timeout REG_DWORD 0x0000000E (8)
Command Processor 1] UseReservedPorts  REG_DWORD 0x00000001 (1)
Connect to a Network P I
> Crvptoaraphy =
P i » « i »
Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ClientForNFS\CurrentVersion\Default

Reboot the machine after making the changes. Now you should be able td-&ap N
drives as local drives on your PC
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3.4. Application Installation

A Remote Managdnstaller is supplied on the software CD that is included in the box
with your Total Recall VR system. The installer is a single elfacting executable
named TRVRRemoteManag8etupx.y.z.yyymmdd.exe, where X.y.z.yyyymmdd is the
software version of thapplication.

The file is located in the Remd#anager folder on the CD as shown on the subsequent
screen capture.

» Computer » DVD RW Drive (D:) TRVR-9.180 » RemoteManager

Figure 1. Remote Manager Installer Location on the Software CD

Recall VR, then go tattp://www.totalrecallvr.com/downloads
download the installer for Remote Manager.

@ If you have misplaced the software CD that came with your Total

The installer is a wizardased installation program which will guide you through the
instdlation stepsTo install Remote Manager on your PC:

Install Remote Manager

1. Doubleclick on the TRVRRemoteManag&etupx.y.z.yyyymmddexe file to
launch the installer.

2. The installer will sart and display the Select Setup Language dialog:
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Select Setup Language

4 Select the language to use during the
o installation:

|English VI

o ][ coneas |

3. Choose the language that you wish to use during the installation. Theri€lect
to display the initial dialog of the installation wizard.

@ Setup - TRVR Remote Manager l = LX)

Welcome to the TRVR Remote
Manager Setup Wizard

This will install TRVR. Remote Manager version
9.13,0,20150723 on your computer,

It iz recommended that you dose all other applications before
continuing,

Click Next to continue, or Cancel to exit Setup.

[ MNext = ][ Cancel ]

4. SelectNext>to display the License Agreement dialog:

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER LICENSE AGREEMENT

THIS SOFTWARE END USER LICENSE AGREEMENT ("EULA") IS A
LEGAL AGREEMENT BETWEEN YOU (EITHER AN INDIVIDUAL
OR, IF PURCHASED OR ACQUIRED BY OR FOR AN ENTITY, AN
ENTITY) AND PROLANCER. IT PROVIDES A LICENSE TO USE
THIS SOFTWARE AND CONTAINS WARRANTY INFORMATION

ann

TARI 1T MOc, 1 ATRATDE DA MUA AR A A TR LS TRICT AT L IR,

(7)1 do not accept the agreement

[ <gack |[ mext> | [ cancel |

5. Read and understand the license agreement. Thelnaticlept the agreemertod
continue the installation.

You must accept the agreement as written in order to install Remote Manager on
your PC.

6. SelectNext>to display the Destination Location dialog:
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P Setup - TRVR Remote Manage g@m

Select Destination Location
Where should TRVR Remote Manager be installed?

Setup will install TRVR. Remote Manager into the following folder.

)
To continue, click Next. If you would like to select a different folder, click Browse.

C:\Program Files (x86)\TRVR Remote Manager Browse...

At least 88.1 MB of free disk space is required.

[ <gack |[ met> | [ cancel |

This dialog allows you to select the root folder where the installer will phece
Remote Manager application files. By default, the installer plagplication files
in:

T Wi ndows 7 6 C\Plogram Fiey (8RR Reiote
Manageb .

1 All other systems: &C:\Program FileSfRVR Remote Managér

If you wish to change the root folder where the installer will ptae&kemote
Manager application files, then sel@bwseto display the Browse for Folder
dialog:

Select a folder in the list below, then click OK.

C:\Program Files (x86)\TRVR Remote Manager

4 g WINT (C)
| Config.Msi
I dell
| Drivers
| Intel
| log
| MSOCache
| PerfLogs
| personal
| Program Files
| . Program Files (x86)

PranramData
11 | P

o ][ concas |

Then select a folder and sel€i.

7. SekctNext>to display the User Files Location dialog:
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M Setup - TRVR Remote Manager BME '

"Select User Files Directory”
"Where will user files be stored?"

"Select the folder you would like TRVR Remote Manager to store user files, then click
Next."

C:\Program Files (x86)\Common Files\TRVR Remote Manager|

I < Back ][ Next > ][ Cancel ]

This dialog allows you to select the root directory where Remote Manager will
store its configuration and working database files. By default, the installer will
configure Remote Manager to use:

1 Windows7 64 b i C\PmgrantFieesn(x86mmmon FileSTRVR
Remote Manageér .

T AI'l ot her \Peograrn Féegemmon FleSTRVR Remote
Managed

If you wish to allow multiple Windows users to use Remote Manager, then leave
the default or select a direcy with read and write access for all Windows users
that will use Remote Manager.

If you wish to change the root directory where Remote Manager will store its
configuration and working database filtisenselectBrowseto display the
Browse for Folder i&log:

Select a folder in the list below, then click OK.

C:\Program Files (x86)\Common Files\TRVR Remote Manager

Samsung

Services

Skype

Sonic Shared
SpeechEngines
supportsoft

SureThing Shared
System

TRVR Remote Manager

Wise Installation Wizard

reative
1

I
I
I
I
I
I
I
I
.
| Windows Live
I
-
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Then select a folder and sel€xK.
8. SelectNext>to display theStart Menu Folder dialog:
4P Setup - TRVR Remote Manage [

Select Start Menu Folder
Where should Setup place the program's shortcuts?

£ i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Next. If you would like to select a different folder, click Browse.

RVE Remote Manager| Browse...

I < Back ][ Next > ][ Cancel ]

This dialog allows you to select the name of the Start Menu folder which will
containthe shortcuts for the Remote Manager application.

By default, the nst al |l er will <create a folder name:
place all application shortcuts in it.

To changehefolder, ether enter a name for, ibr selecBrowseto display the
Browse for Folder dialog:

Select a folder in the list below, then click OK.

TRVR Remote Manager

| . Programs
| 7-Zip
| Accessories
| Administrative Tools
| AVS4AYOU
| BigPond
| Bitvise Tunnelier
| Brother P-touch
| Call Media Labs
| Catalyst Control Center
| Cisco Systems VPN Client
)

CyberLink Blu-ray Disc Suite
Tunnne Hev Fditnr FREE EDITTTIOM

-

oc ][ coneas |

Then select a folder and sel€ui.

9. SelectNext>to display the Additional Tasks dialog:
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M Setup - TRVR Remote Manager 5@@

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing TRVR
Remote Manager, then click Next.

Additional icons:

| <gack |[ mext> | [ cancel |

10. Optionally ick Create a desktop icoifiyou wish to have an icon on the desktop
that will launch Remote Manager.

11. SelectNext> to display the Ready to Install dialog:
P Setup - TRVR Remote Manager 5@@

Ready to Install

Setup is now ready to begin installing TRVR Remote Manager on your
computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x86)\TRVR Remote Manager

Start Menu folder:
TRVR Remote Manager

Additional tasks:
Additional icons:
Create a desktop icon

| <gack || mmstal | [ cancel |

This dialog shows a summary of aéittings that will guide the installer during the
installation of Remote Manager.

If you are unhappy with any of the settings, then selBeick until you reach the
dialog that allowgou to change them

12. Selectinstall to install the application. This iredter will start the installation and
show progress as follows:
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Installing
Please wait while Setup installs TRVR Remote Manager on your computer.

Extracting files...
C:\Program Files (x86)\TRVR Remote Manager\jre\lib\rt.jar

13.When done, the installer will show the final dialog:

Completing the TRVR Remote
Manager Setup Wizard

Setup has finished installing TRVR Remote Manager on your
computer. The application may be launched by selecting the
installed icons.

Click Finish to exit Setup.

‘Launch TRVR Remote Manager;

14. Optionally, ick Launch TRVR Remote Manageaf you want to run Remnte
Manager immediately after you sel&wish.

15. SelectFinish to complete the installation.

If you tickedLaunch TRVR Remote Manageturing step 14, then Remote Manager
will start immediately after the installer closes the last dialog.

3.5. Application Upgrade

To upgrade Remote Manager, first uninstall the old vemsimhthen install the new
version using the installation procedure.
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When you uninstall Remote Manager, the uninstaller does not remove the directory
where Remote Manager stores its configuration and working database files. By default,
this directory is:

T Windows 7 6 4 ChRFrograns Riles (x@8ommadn FileSTRVR
Remote Managér .

T Al ot her \Peograrn Féegemmon FleSTRVR Remote Managér

However, this caibe any othedirectory as explained in step 7 of the installation
procedure.

If you specify the samdirectoryduring the insdllation of the new version ofdRnote
Manager, then the new version will automatically inherit the settings of the previous
version.

Otherwise, if you specify a differedtrectory, then you willneed to enter useand
Total Recall VR systems, among other things, again when you run the new version of
Remote Manager.

3.6. First Run

Remote Manager requires at least one administrator user to run. As a result, when you
run Remote Manager for the first time, it will pronyotu to enteausername and
password so it can create the first administrator. user

Remote Manager First Run

1. When you start Remote Manager for the first time it will display the User
Preferences dialog which will ask yéar the credentials of thiirst administrator
user

User Preferences

i Add user

Creates a new uzer account

General

User name :

Password :
Admin User
Allow Monitor
Allow Play
Allow Configure
Allow Log Yiew

Language English

Change Password

K Cancel

2. EnterUser name

3. Choosd.anguage Remote Manager will use this language as a display language
when the user logs in.
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4. SelectChange Passwordo display the Change Password dialog.

i Change User Password

Pleaze enter the new User Passwoard

Password : Fhkk

Confirm Password Fhkk

5. EnterPasswordandConfirm PasswordBothvalues must be the same.
6. SelectOK to return to User Preferences dialog.
7. SelectOK to create the firshdministratoruser andhenstart Remote Manager.

From then on, Remote Manager will display the Login dialog when you run it:

i1 Login

Flease provide username and password to access application.

Lagin

User Mame:

Password

Figure 2: Remote Manager Login Dialog

Keep the credentials (user name and password) of the first user in a safe place. They are
stored in encrypted form and cannot be recovered from the configuration.

If you lose the credentials of the first user god do not know the

credentials of another administrator user, then will have to

removethe entireRemote Manager configuration before you can r
Remote Manager again.
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3.7. Total Recall VR Remote Manager Interface

In most cases Remote Manager will connect to one or more Total Recall VR systems.
Remote Manager uses the Remote Manager Interface provided by Total Recall VR
systems to connect and interact with Total Recall VR systems.

Section 66 Remote Manager Inteda in the Total Recall VR Embedded GUI User
Guide[4] explains how to configure the Remote Manager Interface on Total Recall VR
models thafeature a buiin screen. Thisis the case with

1 Total Recall VR Classic Desktop.
i Total Recall VR Classic Rack.
M Total Recall VR Max Rack.

If you wish to use Remote Manager to conrieaine of the models on tladorelist,
then configure the Remote Manager Interface on thersyas explained in the Total
Recall VR Embedded GUI User Guifg first.

Total Recall VR systas which do not feature a buift screen argre-configured to
accep connections fronapplications likeRemote Manager on their LAN 1 network
interface in the factory. The Remote Manager Interface on such systems accepts
connections fronapplications likeRemote Manager on IP address 192.168.1.100 and
port 10010. This ishe case with:

1 Total Recall VR Max Desktop.
1 Total Recall VR Max Server.

If you wish to use Remote Manager to conrieaine of thanodels on thaforelist,

thenyou must use the above Remote Manager Interface configuration to connect with
Remote Manager to the system for the first time. Then, you can use Remote Manager to
modify the configuration of the Remote Manager Interface as desired. From then on,
you can onnect to the system with Remote Manager using the new configuration of the
Remote Manager Interface.
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4.  User Interface
Remote Manager is a tabbed application which has 4 main tabs:

1. Monitoring.
2. Playback.
3. Configuration.
4. Event Log.

In addition to the tabs, the application has a main manand a quick access button bar as
shown on the subsequent screen capture.

Main menu bar

& Total Fiecall VR Remote Manaaer | = & 28 |
File Help Button bar
i3> fced [October 3,2012 2:12:23 FM |

Application tabs

Manitor | Playback Calls I TRYR Configuration | Ewent L ﬁ;,:
o —

/R - emil H i
— — Maonitor currant call

Tab work area

Mote

Figure 3: Remote ManagetJser Interface Components

The work area for each tab takes most of the screen space as shown on the previous screen
capture.

4.1. Main Menu Bar
The Remote Manager main menu bar includes 2 menus: File and Help.
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4.1.1. File Menu

& Total Recall VR Remote ManagerJ

Help

Isers...

IUser Preferences...
R Configura

Save Call List as... ﬂ‘ Update

Print Preview...
Print...

General
Advanced...

. Recorder I
Exit

| H User Crede

The file menu includes the followingptions:
1. Users

This menu option is available to users that are administrator only. It opens the
Users dialog whiclallows administrator to manage users, their access
credentials and connections to Total Recall VR systems.

2. User Preferences

It opens the User Preferences dialog which allows users tmaakige their
password and language preference. Administrators can manage own
connections to Total Recall VR systems as well.

3. Save Call List as

This option is available only when the Playb&ah is active. It saves the list
of recordings that is displayed as a

4. Print Preview

This option is available only when the Playback tab is active. It opens a print
preview of a recording report which comprises of a list ofelbrdings that
are shown on the Playback tab.

5. Print

This option is available only when the Playback tab is active. It prints a
recording report which comprises of a list of all recordings that are shown on
the Playback tab.

6. Advanced

It opens the Advance8ettings dialog which allows users to specify the IP
address and port that Remote Manage will use to accept audio streams from
Total Recall VR systems when monitoring recordings in progresswpingl
recordings that reside on the systems.

7. Exit

It termingdes Remote Manager.

Page27 of 151



Total Recall VR Remote Manager

4.1.2. Help Menu

2 Total Recall VR Remote Manager!
File [Help

i View Web FAQ
View Website

Configural

About
TRWF SYuneEy :mf Update

TRWR Perth

General

Recorder 1T

Thehelpmenu includes the following options:
1. View Web FAQ

It starts the default systeweb browser and loads the FAQ page of the Total
Recall VR web site.

2. View Website

It starts the default systeweb browser and loads th&ain page of the Total
Recall VR web site.

3. About

I't di splay dédaboutd information about
number of the application.

4.2. Button Bar

125> Total Recall VR Remote Manager

File Help
b3 lled

The button bar provides single click access to most used functions of the application.
Thebuttons and their uses are:

i This buttonopens the User Preferences dialog which allows users tmaakige
their password and language preference. Administrators can manage own connections
to Total Recall VR systems as well.

3¢ This button is available tadministratousers only. It opens the Add Total Recall
VR dialog which allows users to add a connection to a Total Recall VR system.

i This button is available tadministratousers only. It opens the Users dialog
which allows administrator to manage users, their access credentials and connections
to Total Recall VR systems.

% This buttonrefreshes the content tees which appear on all tabs.

@ This buttonopens the Choose Language dialog which allosess to seleet
display language.
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4.3. Application Tabs

Remote Managédras 4 main tabs and each of the tabs makes provisions for a defined
user function.

m Not all tabs are shown to all userssér profiles define which tabs a
accessible.

4.3.1. Monitoring Tab

This tab is useful only to users who have connectionsi¢éoor morelotal Recall VR
systems. Users can select a Total Recall VR system, connect to it, see active

recordings in progressptionallymonitor (istenin) andadd notes to recordings in
progres.

This tab depends onstreamingaudioplayerto play audio while monitoring
recordings. The streaming player usesahéio system of the PC and will output

sound to the speakers or headphones connected to the audio #ydt&®.not use
the mono PCeakerif installed.

& Total Recall VR Remote Manager | = | XS |
File Help
b3 [October 3, 2012 1:54:30 FM |
Manitor | Playback Calls | TRVR Configuration | Event Log
=Y TRYR - emil - .
% TRYR Sydney \@5 Monitor current call Recordlngs
""" In progress
Active Extensions
N
Match extensions Match numbers
From Murmber  To Mumber  Dipection AgentMame  Channel Extension
0414222333 | 2139 Incoming | | 12 |z139
TRVR 2038 | p3s8700000| Cutgoing | Tanya | 13 |zo38
connections 95563444 | Unknown | |14 |
zDay FH | Unknown | | 15 |
Note area
Recording
channel status
Add Notes
. Verbal agreement filom accounts to pay ...
< Stop Manito.) J #dd Nate
Live Monitor
Chanl1 2 3 4 =N 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
1

Figure 4: Remote Manager Monitoring Tab

By default, this tab display recordings in progress for the selectedRexall VR
system, in reverse start time order (latest on top), as shown on the previous figure.
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On the left hand side, the tab shows a tree of connections to Total Recall VR systems.
Each connection has an identifier (for example TRVR Sydney), whichfidsritie
Total Recall VR system that it represents.

The middle area of the tab shows a table of recordings in progress. This is the
recordings in progress on the Total Recall VR represented by the connection that is
selected in the tree of connections. Toimns of the table are:

T

From Number: a Total Recall VR Extension if available, or a Total Recall
VR Mapped Number if not, that identifies the source of the audio that is being
recorded.

To Number: a Total Recall VR Extension ilvailable, or a Total Redl VR
Mapped Number if not, that identifies the destination of the audio that is
being recorded.

Direction: if a telephone call is being recorded, than this column shows the
class of call as determined by thetdldrecall VR. Can be one of:

o Unknown:indicates that theecordingcould not be classified

0 Incoming:indicates that the recording has been classified as

6i ncomi ngo. For example, if the reco

the callis an incoming call

o Outgoing:indicates that the recordiitga s been c¢cl assi fi ed
For examplerecording of an outgoing telephone call

o Internali ndi cates that the recording has

For example, if the recording is of a telephone call, then théscall
internal call

Agent Name: shows the name of tlagent(if any) thatis associated with the
recording.

Channel: a unique identifier of the Total Recall VR recording channel that is
used for recording.

Extension Total Recall VR Extensions if available, that identify Hoeirce
and the destination of éhaudio that is being recorded.

Just below the table of recordings in progress is the notes area which makes provision
for writing and attaching notes to recordings in progress.

Finally, at the bottom the tab shows the staifieach of the recording channeis

the Total Recall VREach recording channel is represented by a single square which
can display an image which indicates the status of corresponding recording channel.
The images and their meaning are:

. Recording isn progress on the channel.
E Monitoring (listerin) is in progress on the channel.

. The channel is idle and ready to record.
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This area bthe tab is automatically updated asd whene ach channel 6s

E Monitoring is disabled on thchannel by a Total Recall iRecording
Policy.

ﬁ The current user is nauthorised to view the status of the recording
channel or perform actions on the channel.

. Monitoring is not available on this channel due to insufficient network

bandwidth between the PC running Remote Manager and the Total Recall VR

system.

changes.

Total Recall VR Recording Policiglsat exist on the Total Recall VF
system that is being accessedy prevent users from monitoring ar
adding notes to recordings in pregs.

All operations on this tab ar
Recall VR Extensions for the user and the Total Recall VR syste
that is being accessed. The set is defined icdhaection
configuration

4.3.2. Playback Tab

This tab is useful tasers that wish to locate andplay reordings that have
completed. The recordings candiered on Total Recall VR systems or in one of the
many different types of archives.

Unlike all other tabs, it is not necessary to define connections toRetall VR
systems in order to use this téfistead users can use this tab to access recosdmg
the followingTotal Recall VRarchives:

T

1
1
1

Archives stored on CD, DVD or BD discs (requires compatible disc reader).

Archives stored on BB keys or disk driveqrequires USB port).

Archives stored in folders on the local disk.

Archives stored on network disks (Windows has abuiiit client for
accessing Windows disks; however,NifS clientis required to access
Linux/Unix disks).

If connections to Total Recall VR systems are defined for the user, then the user will
be able to search and péay recordingshat ardocated on the Total Recall VR
systems that are represented by the connections as well.

This tab depends on an audiay@r to replay recordings that are stored in one of the
supported archives. In addition, it depends on a streaming audio playgraly re
recordings that are stored on Total Recall VR systems. Both playeitseusedio
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system of the PC and will outputuend to the speakers or headphones connected to
the audio system. The plagestonot use thenono PC speaker if installed.

& Total Recall VR Remote Manager — =0 X
File Help
i3 ced [October 3, 2012 1:57:10 PM |

Manifor | Playback Calls | TRR Configuration | Event Log |
4

D L
"-‘»’E DWD/CD Drives @ Search For Calls
=% USB Drives
B Lacal Folders Search Options
-8 Metwork Shares Date fram : )
(524 Total Recall vRs [] Extension Search
[F-2 TRYR Sydney Date to : St
% TRvR Sy a g Phone Number criterion
) T Call Length
Tirme from : ellitEng parameters
|:| MNote Keywors
Archives e 8 § [] call Direction
and TRVR [ Local Folcr Search
connections Dl agentNams resuts
| |
Date(TR) Time(TR) Channel MNotes Agent Mame  To Mumber... From Mum...

Recording
group Recording
selector control bar

|
=P Sort by Date |
0 Sort by Extension |

[} BP0l =B @E&Ew

Figure 5. Remote Manager Playback Tab

On the left hand side, the tab shows a tree of various archives and optionally
connections to Total Recall VR systems. Each archive has an identifier, which

most casess the driveletteror directorynamewhere the archive resides. If present,
each Total Recall VR connection also has an identifier (for example TRVR Sydney),
which identify the Total Recall VR system that it represents.

The last level of the tree is a group of recogdi. Users can choose whether the

groups should be based on the start date of recordings or Total Recall VR Extension.
The selector is located at the bottom of the tree area. The groups are a quick way to
help users locate recordings based on start datetal Recall VR Extension.

Moving totheright, the tab hasmaarea where users can define search criteria
recordings byspecifyingvarious search parameters.

Just below the search criterion area is a table that shows the results of the last search.

And just below the table is a control bar with a number of buttons which allow users
to perform various operations on recordings that appear in the table of search results.
The buttons and their uses are:

E |t stops an active rplay.

P It starts repaly o the recording that is selected in the table of search results.
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IT |t pauses active fplay.

= savesherecording that areselected in the table of search results to a user
specified folder and optionally converts the recordilmgMP3or WAV format
before saving them

E<d It e-mailstherecording thatareselected in the table of search results to a user
specified address and optionally converts the recosdoyIP3 o WAV format
before emailing them

It adds a note ttherecording that areselected in the table of search results.

@ It deletes the recordisghatareselected in the table of search results.
It allows users to select which columns are shown by the table of search results.

¥ 1t displays the next set of recordings that mahehsearch criterion. By default,
the table of search results shows the most recent 50 recordings that match the search
criterion. Use this button to see older recordings in batches of 50.

All operations on this t @oml ar

Recall VR Extensions for the user and the Total Recall VR syste
that is being accessed. The set is defined ic@haection
configuration

4.3.3. Configuration Tab

Only administrators should have access to this tab.

This tab is useful only to users who have connectionsi¢oor morelotal Recall VR
systems. Users can select a Total Recall VR system, connect to it and manage its
configuration.

This tab provides direct access to the configuration of Total Recall \tBnsysAll
changes are applied directly to the Total Recall VR systems. Remote Manager does
not store a local copy of the configuration. Exercise caution when using the facilities
provided by this tab. As a safety precaution, do not allow access to thosusdrs

that do not need to have access to the configuration of Total Recall VR systems.
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& Total Recall VR Remote Manager = |[=] XS |
File Help |
bl 3:01 PM

Configuration
TRVR Configration | Event Log 9 |
[ TRYR - emil

éﬁ‘ Update TRVR Configuration

ignalling Mapgin Internal DiaPlan | archive | RoDaAgents | pex | snwp
General Time Date Call Metwark | Extensions License | Analog | walP

Jer ID 1

TR -
e TRYR Perth

TRVR

connections | entials Configuration

=Eninistrator Password parameters —
F—

User Password

Session Settings
Enable Timeout
Idle Tirnout {min)

Recent Calls Settings

Update Period (secs)
Recards to Show

gls ME WH

’ Restore Previous ” Apply ]

Figure 6: Remote Manager Configuration Tab

On the left hand sid¢he tab shows a tree of connections to Total Recall VR systems.

Each connection has an identifier (for example TRVR Sydney), which identifies the
Total Recall VR system that it represents.

The rest of the tab area is organised in multiple tabs, onedbi@gical group of
configuration parameters. Each of these tabs provides facilities for the direct
management of part of the configuration of the Total Recall VR system that is
represented by the selected connection in the tree area.

4.3.4. Event Log Tab
Only administrators should have access to this tab.

This tab is useful only to users who have connectionsecor mordotal Recall VR

systems. Users can select a Total Recall VR system, connect tovieanithe
system logs

This tab provides direct, reamhly, access to the logs of Total Recall VR systems.
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Personal and confidential information may appear in the logs; for example, credit
cards numbers that callers enter during calls that are being recorded. As a safety
precation, do not allow access to this tab to users that do not need to have access to
the logs of Total Recall VR systems.

ﬁa Total Recall VR Remote Manager |ﬂ|

File Help |
b2 P [ Detaber 3 2012 1:58:46 PM

Manitor | Playback Calls | TRYR Configuration | Event Log Log display

EE TRVR - emil h

+% TRVR Sydney ki Event Log area

012-09-18 08:20:29,975 INFO AWT-EventQueue-0 - Loading settings from . /trmpfxml/analo
012-09-18 08:20:30,139 INFO AWT-Eventfueus-0 - Loading settings from . Armp Aol ASDMC
012-09-18 08:20:30,159 INFO AWT-EveniQueus-0 - Loading settings from . ArmpAoml AMOIPC
012-09-18 08:20:30,220 INFO AWT-EventQueus-0 - Loading settings from . Amp Aol Timel
012-09-18 08:20:30,258 INFO AWT-EventQueus-0 - Loading settings from . ArmpdoamlManu
012-09-18 08:20:30,312 INFO AWT-EventQueus-0 - Loading settings from . Ampdoml/autos
012-09-18 08:20:30,327 INFO AWT-Eventueue-0 - Loading settings from . trpfml/Searc |
012-09-18 08:20:30,361 INFO AWT-EventQueus-0 - Loading settings from . Ampdoml/agent
012-09-18 08:20:30,371 INFO AWT-EventQueus-0 - Loading settings from . Amp Aol Licen:
012-09-18 08:20:30,404 INFO AWT-EventQueus-0 - Loading settings from . Armp Aol /Sniffe
012-09-18 08:20:30,553 INFO AWT-EventQueus-0 - Loading settings from . Armp Aol ASDMNF
012-09-18 08:20:30,603 INFO AWT-EventQueue-0 - Loading settings from . /tmp/xml/Signa
012-09-18 08:20:30,612 INFO AWT-EventQueus-0 - Loading settings from . Armp Aol dnterr
012-09-18 08:20:30,644 INFO AWT-EventQueus-0 - Loading settings from . Amp Al InetS
012-09-18 08:20:30,681 INFO AWT-EventQueus-0 - Loading settings from . Armpdoml Bxten
012-09-18 08:20:30,730 INFO AWT-EventQueus-0 - Loading settings from . Armp Aol /SHME
012-09-18 08:20:30,744 INFO AWT-EventQueus-0 - Loading settings from . AmpAoml/Sessi
012-09-18 08:20:30,797 INFO AWT-Eventueue-0 - Loading settings from . trpfxml/Recer
2012-09-18 08:20:30,881 INFO AWT-EventQueus-0 - House-keeper starting ...
(3) 2012-09-18 08:20:30,883 INFO AWT-EventQueus-0 - House-keeper is ready,
2012-09-18 08:20:30,912 INFO AWT-EventQuene-0 - OAM Provider Manager starting.
g 2012-09-18 08:20:30,965 INFO AWT-EventQueue-0 - SMNMP Agent Manager starting.
<

TRVR

el
2
2
2
2
2
2
2
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2
el
2
2
2
2
2
2

Event filter

control bar 2012:09-18 08:20:31,008 INFO AWT-EventQueue-0 - SNMP Agent Manager ready,
i) 2012-09-18 02:20:31,012 INFO AWT-EventOusus-0 - CAM Provider Manager is ready.

11} 2

(2 ]ls ][0 ][ %]

Figure 7: Remote Manager Event Log Tab

Onthe left hand side, the tab shows a tree of connections to Total Recall VR systems.
Each connection has an identifier (for example TRVR Sydney), which identifies the
Total Recall VR system that it represents.

To the right, the log display area show the tmesent 1000 events that are present in
log file of the selected Total Recall VR system

And just below the event display area is a control bar with a number of buttons which
allow users to filter different types of events. The buttons and their uses are:

@ It hides/shows informational events. This type of event is most common in the
logs.

M 1t hides/shows warnings. This type of events indicates that an abnormal
condition has occurred; however, the system was able to recover from it.

€ 1t hides/shows error events. This type of event indicates that a serious problem
occurred. The system may not have been able to recover from it.

% It loads the most recent 1000 entries in the log.

The buttons work like a toggle. Select a button oncede évents, select it again to
show events, and so on.

Page35o0f 151



Total Recall VR Remote Manager

5. Access Control

5.1. Roles

Remote Manager uses a role based access control mechanism which is independent from
the access control mechanism that exists on Total Recall VR systems. The roles are:

1. Administrato i users withthis role are allowed to access all functions of Remote
Manager.

2. Useri users withthis role are not allowed to manage other users, or to define
connections to Total Recall VR systeldsers withthis role are subject to further
restrictionamposed by their user profile.

5.2. Tab Access

The role based access control system is strengthened by a tab access control system.
Userswith theUser role can beestricted to access only some of the main four tabs.

For example, a user can be given accebgto the Playback tab which in effect will
prevent the user from monitoring recordings in progress.

5.3. Total Recall VR Access

In addition to roleand tab access control, only administrators can define connections to
Total Recall VR systems for each user ivihe User role.

As a result users witthe User rolecan berestricted to accesmly certain Total Recall
VR systemsr none at all.

5.4. Extension Restrictions

Finally, in addition to all previous access control mechanisms, administrators can
specify asetofi a | | oreta Reoall VR Extensions for each of the connections to
Total Recall VR systms and for each of the users vitie User role.

The set of extensns can either allow access to recordings or disallow access to
recordings.

As a result, users will only be able to access a restricted set of recordings when using
Remote Manager.

This is useful whemn organisation has multiple departments for examperdin each
department can be given access only to recordings of calls made by other members of
the same department.

5.5. User Management

You must be an administrator user to perform the procedures in 1
section.

Page36 of 151



Total Recall VR Remote Manager

In most cases the administrator user that you create when you run Remote Manager for
the first time (see sectidh6 First Run) will then create one or more users that can use
Remote Manager.

It is a good practice to create a fibacku

Createa User withAdministrator Role

1. Selectiii on the button bar to disptdhe Update Users dialog. As an
alternative seledt) s e r som éheFile menu.

i update Users

Add, Modify or Remove Uzers

User Security Level

admin |&dmin

’ Add ” Remove ” Update Preferences ]

i Add user

Creates a new uzer account

General

User name :

Password :
Admin User
Allow Monitor
Allow Play
Allow Configure

Allow Log Yiew

Language .English

Change Password

3. EnterUser nameand tickAdmin User

4. Choosd.anguage Remote Manager will use this language as a display
language when the usedgs in.
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5. SelectChange Passwordo display the Change User Password dialog:

i Change User Password

Pleaze enter the new User Password

Password : Fhkk

Confirm Password Fhk *|

6. EnterPasswordandConfirm Password Both values must be the same.
7. SelectOK to return to the Add User dialog.

8. SelectOK to return to the Update Users dialog which now will show the
new user:

i update Users

Add, Modify or Remove Users

User Security Level

admin [&dmin
emil |&dmin

[ Add ” Remove ” Update Preferences ]

9. Repeat steps 2 to 7 to add other administrators.
10. SelectOK to complete the procedure

The new administrator is now allowed to use Remote Manager on the PC. And if the
main administtaor ever forgets their password, you
to assign a new password to the main administrator.

It is never a good practice to use administrator users. The same rule applies to Remote
Manager. It igecanmended that you createars withthe User role and use tnevhen
working with Remote Manager.

Create a User with User Role

1. Selectiil on the button bar to display the Update Users dialog. As an
alternative seledt) s e r soméheFile menu
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i update Users

Add, Modify or Remove Uzers

User Security Level

admin [&dmin
emil |&dmin

[ Add H Remove ” Update Preferences ]

User Preferences

i Add user

Creates a new uzer account

General

User name :

Password :
Admin User
Allow Monitor
Allow Play
Allow Configure
Allow Log Yiew

Language

Change Password

EnterUser name
Optionally tick (you must tick at least one):

a. Allow Monitor if you wish to permit the user access to the Monitoring
tab.

b. Allow Playif you wish to permit the user access to the Playback tab.

c. Allow Configureif you wish to permithe user access to the
Configuration tab.

d. Allow Log Viewif you wish to permit the user access to the Event Log
tab.

Choosd_anguage Remote Manager will use this language as a display
language when the user logs in.
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6. SelectChange Passwordo display the Cange User Password dialog:

i Change User Password

Pleaze enter the new User Password

Password : Fhkk

Confirm Password Fhkk

7. EnterPasswordandConfirm Password Both values must be the same.
8. SelectOK to return to the Add User dialog.

9. SelectOK to return to the Update Users dialog which now will show the
new user:

i update Users

Add, Modify or Remove Users

User Security Level

adrnin Adrnin
ermil Adrnin
igar User

[ Add ” Remove ” Update Preferences ]

10.Repeasteps 2 to %0 add other users with the User role.
11. SelectOK to complete the procedure.

The new usecan now use Remote Manager on the ibject to theccessestrictions
to tabs specified in step 4 of the previous procedure.

5.6. Password Recovery

You must be andministrator user to perform the procedures in thi
section.
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If you configure only one administrator user, and that user forget:

their password, then you will have to remakre entireRemote
Manager configuration and-eonfigure it just as if you have

installed it for the firstime on the PC.

It is not possible to recovpassword$or Remote Manager user&n administrator user
must set a new password for a user, if the useefstfpeir password

At this stage Remote Manager allows administrator to set any password foiThsees.
are no restrictions.

Set a New Password for a User

1. Selectiil on the button bar to display the Update Users dialog. As an
alternative seledt) s e r som é¢heFile menu.

i update Users

Add, Modify or Remove Uzers

User Security Level

admin [&dmin
ermil Adrnin

tanya User

’ Add ” Remove ” Update Preferences ]

2. Select a user and then selegdate Preferencego display the Modify
UserPreferencedialog:
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User Preferences

i Modify User Preferences

Modifies the preferences for the user.

General | TRYR Cannectivity

User name : igar

Password : Fhkk
Admin User
Allow Monitor
Allow Play
Allow Configure

Allow Log Yiew

'E'DDHDD

Language

Change Password

3. SelectChange Passwordo display the Change User Password dialog:

Confirm Passwor:

i Change User Password

Pleaze enter the new User Password

Password : Fhkk

Confirm Password Fhkk

4. EnterPasswordandConfirm PasswordBoth values must be the same
5. SelectOK to return to the Modify UsdPreferencesdialog.
6. SelectOK to return to the Update Users dialog.
7. SelectOK to complete the procedure
The user can now access Remotnislger with the new password.

5.7. Change Own Password

Every user can change thewm password once they have access to Remote Manager.
To change own password:

Change Own Password

1. Selectf. on the button bar to display the Modify Users Preferences dialog.
As an alternative seletts e r s P r e froenitheRilecnersué
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[ User Preferences . ‘ ﬁ1

i Modify User Preferences

Modifies the preferences for the user.

General | TRYR Cannectivity

User name : adrnin |
Password : Fhhhk

Admin User

Allow Monitor

Allow Play

Allow Configure
Allow Log Yiew

Language .English -

Change Password

i
u

2. SelectChange Pasword to display the Change User Password dialog:

connm passwort S |

i Change User Password

Pleaze enter the new User Passwoard

Password :

Confirm Password

3. EnterPasswordandConfirm PasswordBoth values must be the same
4. SelectOK to return to the Modify User Preferences dialog
5. SelectOK to complete the procedure

You must use the new password to logéxtrtime you run Remote Manager.
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6. Application Configuration

For best results with Remote Manager, we recommended that you configsiexjilained
in this section before using it.
6.1. Configuration Location
Remote Manager stores its configuration andtione database infalderthat you
specifyduringthe installation of the application. By default this location is:

T Wi ndows 7 6 C€\Pogram Fiey (x88Eommon BileSTRVR
Remote Manageér .

T Al ot her \Peogran Féelemmon FleSTRVR Remote Managér .

We recommended that you select a folder on the local dfilee PC that runs Remote
Managemwhen choosing a location for the configuration. You must give read and write
permissions to the folder to all Windows (not Remote Manager) trsra/ill run

Remote Manager on the PC.

It is not possible to use a common Remote Manager configuratic
multiple PCs.

For example, it is not possible to pldRemote Manager

configuration ina shared folder and thean Remote Manager on
multiple different PCsall accessing theonfigurationin the shared

folder.
Each PC must have its own Remote Manager configuration.

6.2. Display Language

Remote Manager uses the Englishduage as a display languagedefault. However,
each user can choose a different display language.

Administratos can speify the display language farses when they create thaccounts
for theuses. Users can change this setting at any time.

Change the Display Language
1. Select® on the button bar to display the Choose Language dialog.

& Choose Language Settings - &J

Please choose the desired language

;Eng lish -
Cancel

2. Choose a language.
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3. SelectOK to complete the procedure
It is possible to change the display language from the Modify User dialog as well.

Change the Display Language Alternate Method

1. Selectf. on the button bar to display the User Preferences dialog. As an
alternative seledd s e r P r e f feom theFdeanenu:é

User Preferences !

ﬂ‘i Modify User Preferences

Modifies the preferences for the user.

General

User name :

Password :
Admin User
Allow Monitor
Allow Play
Allow Configure
Allow Log Yiew

Language English

Change Password

2. Choosd.anguage

3. SelectOK to complete the procedure.

In both cases, Remote Manager will change its display language immediatlg.is
no need to restart the application.

6.3. Network Interface

Remote Manager uses network connections to communicate with Total Recall VR
systems.

If the PC that runs Remote Manager has a single network interface with a single IP
address, which is truae imost cases, then Remote Manager will automatically use the IP
addressassigned to the network interface. In addition, by default Remote Manager will
use TCP ports 10001 and 10002.

If your machine has more than one network interfacé has multiple IRiddresses
assigned to each interfacken you must configure Remote Manager with the IP
address that it should uskhis must be an IP address that Total Recall VR systems can
connect to, based on the routing rules of your network.
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Also, you carchangelte default TCP portthat Remote Manager uses if the default
ports are in use by other applications on the PC, or you prefer to use different ports in
order to configure firewall rules.

To change the IP address and TCP ports:
Assign IP Address and TCP Part

1. From the File menu seledtd v a n ctedisplay the Advanced Settings
dialog:

& Advanced Settings S

Local IP Address: | 192.168.120.63 R4

Manager base port | 10001

| Load Default || K || Cancel |

2. SelectLocal IP AddressThe list will contain allP addresss that are
assigned to the network interfaces on the PC.

3. EnterManager base portNote that Remote Manager wiie two ports: the
base port and base port + 1.

4. SelectOK to complete the procedure

5. Restart Remote Manager.
Remote Manager willsethe new IP address and ports when it starts.
If the PC gets an IP address every time you start it, then:

1. If it has onenetwork interfacevhich receives only one IP addresen Remote
Manager will automatically use the IP address that is assigned to the network
interface.

2. If it has multiple interfaces, then you may have to perform the above procedure
every time you stathe PC.

6.4. Total Recall VR Connections

You must be an administrator user to perform the procedures in |
section.

Administrators must define connections to Total Recall VR systems folRsanbte
Managermser with a User role individually.
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While this appears to be a laborious process in the case of muigste and multiple

PCs running Bmote Manager, the strategy offers the flexibility for fine grained control
of access to Total Recall VR systems. Each Remote Manager user on everyi®C that
used to run Remote Manager can have different connectindglifferent restrictions

for each connectiorio Total Recall VR systems.

Administrators can define one of three different types of connections to Total Recall VR
systems:

1. LAN i this type ofconnections requires a working TCP/IP network between the
PC running Remote Manager and Total Recall VR systems.

2. DialupT this type of connection requires a working digl (modem) link
between a PC and a Total Recall VR system.

3. Cascaded this type of conection requires a working diap (modem) link
between a PC and one Total Recall VR systeraddition,it requires a working
TCP/IPnetworkbetween the Total Recall VR system and other Total Recall VR
systems.

are now considered obsolete and will be removed from future

We recommend you use only LAN connenBas the other two type
releases of Remote Manager.

To configure a connection for a Total Recall VR you must know the following
information about the Total Recall VR:

1. The password of thediministrator or the Userpnthe Total Recall VR.

2. The configuration othe Remote Manager Interface thve Total Recall VR
system.

The default password fdroth user®n Total Recall VR systems is 0000. Of course, it
could be set to another valigontad¢ whoever is managingour Total Recall VR and
obtain the correct passwdsjfrom them.

You can determine (and if required, change) the configuration of the Remote Manager
Interface on Total Recall VR systemwith a builtin display from the Options Menu
Screen. For example:
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Total Recall VR
18 Sep 2012

General S5e

%"} Call Settin

IP Address
Base Port

] Metwork 5
Host Mame

ext .
J‘ Extension

OPTIONS MENU

_ N )

Remote Manager Settings

[[JUse Dial-up

192.1658.3.100
10010

Maximum Sessions 0%
Session Duration

2 hours

OK Cancel

= 16:53:53

Settings

nance

e Manager

Shutdown

Set Remote Manager Settings

Figure 8: Total Recall VR Remote linager Interface Configuration

The Total Recall VR Embedded GUI User Gujdkeexplains the Options Menu Screen
and the configuration of the Remote Manager Interface in detail.

Total Recall VR systems which do not feature a baoikcreen are configured to accept
connections from Remote Manager on their LAN 1 network interface in the factory. The
Remote Manager Interface on such systems accepts connections from Remote Manager
on IP address 192.168.1.100 and port 10010. You must use this configuration to

configure a initial connection which you can then use to change the configuration of
Remote Minager Interface.

To configure a connection to a Total Recall VR system for a Remote Manager user:

Create a Connection to a Total Recall VR for a User

1. Selectil on the butta bar to display the Update Users dialog. As an
alternative seledt) s e r soméheFile menu:
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i update Users

Add, Modify or Remove Uzers

User Security Level

admin [&dmin
ermil Adrnin

tanya User

’ Add ” Remove ” Update Preferences ]

2. Select a user and then selggdate Preferencego display the Modify
User dialog:

User Preferences

i Modify User Preferences

Modifies the preferences for the user.

General | TRYR Cannectivity

User name : igar

Password : Fhkk
Admin User

Allow Monitor

Allow Play

Allow Configure

Allow Log Yiew

Language

Change Password

3. Click on the TRVR Connectivity tab to show the list of connections talTot
Recall VR systems. Of course, the list will be empty if you are creating the
first connection for the user.
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User Preferences I

i Modify User Preferences

Modifies the preferences for the user.

TRWR. Conrectivity

Address Password Description

’ Add... ” Remove ” Properties ]

4. SelectAdd to display the Add Total Recall VR dialog:

—
= Add Total Recall VR

Select the TAB for the type of TRVR you would like to add

LAN | Dialup | Cascaded

To add & Total Recall YR connected directly to the
LaM, enter the IP Address, Password and
description of the TRYR, and press the set button

(@) IF Address
(") Host Narme
Password Fhkk

Description TRYR Sydney
Base Port 10010

[ Manager firewall

Authorised Extensions

5. EnterlP Address This must béhe IP address from the Remotaihger
Interface configtation on the Total Recall VR.

6. EnterPassword This must be the password for the administrator user on the
Total Recall VR.

7. EnterDescription This can be any text. It is used to identify the connection
on all Remote Manager tabs.

Do not leave thisield blank if you are going to create multiple connections
for the user.
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8. EnterBase Port This must be the base port from the Remote Manager
Interface confjuration on the Total Recall VR.

9. Optionally, create a set édfuthorised Extensionslf you do, the usewill be
restricted to, or from, accessing recordings which have been assigned Total
Recall VR Extensions that appear in the set when accessing the Total Recall
VR.

a. To create the sgtirst selectModify to display the Authorised
Extensions dialog:

5 Select Authorised Extensionl ﬁ

Authorised extension selection options

() Authorise all extensions

(@) Autharise only these extensions

Extensions

2000-2005

() suthorise all extensions apart from the following

Extensions

Add extension or extension range

I Remave H Ok H Cancel ‘

b. Select one of the authorisation modes. They are exclusive, i.e. you can
pick one only.

c. |l f you choose O0Authorise all exten
Otherwise, specify individual extensions (for example 2000), or ranges
(for example 2002005) and dect Add to add them to the set.

d. When done, sele€K to return to the Add Total Recall VR dialog. The
set of authorised extensions will be shown as a valdeitbforised
Extensions

10. SelectSetto attempt a connection to the Total Recall VR. This is aonitw
operation and may take some time to complete.

If Remote Manager fails to connect to the T&®atall VR, therit will show
an error in the dialog (see red text):
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=) Modify Total Recall VR Settings

Allowys the user to update the seftings of the TRVR

LAN | Dialup | Cascaded

To modify the seftings of a Total Recall VR

% connected directly to the LAN update the PAddress,
Password & Description fields below and press the
=6t button

(@) IF Address

|/ Host Mame
Password Fhkk

Description TRYR Sydney
Base Port 10010

[ Manager firewall o o o

Failed to connect to TRYR Check settings.

In this casg/ou have to correct the problem: configuratioetworking etc.
before younakeanother attempt to add the connection.

11.1f Remote Manager succesdfutonnectgo the Total Recall VR, then it
will display the connection in the list of connections for the user:

User Preferences I

i Modify User Preferences

Modifies the preferences for the user.

TRWR. Conrectivity

Address Password Description

192,168,3,100 **** TRWR. Sydney

’ Add... ” Remove H Properties ]

12.Repeat steps 4 to 11 to add more connections for the same user.
13.Select OK to close the Modify User dialog
14. SelectOK to complete the procedure

If you change the configuration of the Remote Manager Inteda@Total Recall VR
system then you must change the configuratoditonnectiongo thatTotal Recall VR
in RemoteManager for all Remote Manageseaus.
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Update a Connection to a Total Recall VR for a User

1. Selectiil on the button bar to display the Update Users dialog. As an
alternative seledt) s e r soméheFile menu

i update Users

Add, Modify or Remove Uzers

User Security Level

admin [&dmin
ermil Adrnin

tanya User

’ Add ” Remove ” Update Preferences ]

2. Select a user and then seldgidate Preferencesto display the Modify
User dialog

User Preferences

i Modify User Preferences

Modifies the preferences for the user.

General | TRYR Cannectivity

User name : igar

Password : Fhkk
Admin User

Allow Monitor

Allow Play

Allow Configure

Allow Log Yiew

Language

Change Password

3. Click on the TRVR Connectivity tab to show the list of connections to Total
Recall VR systems.
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i Modify User Preferences

Modifies the preferences for the user.

TRWR. Conrectivity

Address Password Description

2.168.3.100 [****

’ Add... ” Remove ” Properties ]

4. Select a connection and then seRipertiesto show the Modify Total
Recall VR dialog:

=) Modify Total Recall VR Settings

Allowys the user to update the seftings of the TRVR

LAN | Dialup | Cascaded

To modify the seftings of a Total Recall VR

% connected directly to the LAN update the PAddress,
Password & Description fields below and press the
=6t button

(@) IF Address

(") Host Narme

Password Fhkk

Description TRYR Sydney
Base Port 10010

[ Manager firewall o

Authorised Extensions

5. Update the paraeters as required and sel&etto attempt a connection to
the Total Recall VR with the new parameters.

6. From here on the behaviour of Remote Manager is the same as from step 10
i n Crhate a&onnection to a Total Recall VR foraUser pr ocedur e.

Note hat network connections may take some time to complete (connect). The time it
takes depends on the quality (speed, bandwidth, occupancy at time of connection, etc.)
of your network.
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6.5. CD, DVD or BD Drive

The Playback tab in Remote Manager makes provisarsearching and fplaying
recordings that are stored in Total Recall VR archives which are stored on a CD, DVD
or BD disc. Obviously, the PC which runs Remote Manager must have compatible CD,
DVD or BD reading device in order to access such archives.

The Remote Manager installer automatically detects all CD, DVD and DB devices on

the PC and automatically configures Remote Manager to use the first device it detects. If
the system has multiple devices, then you can configure Remote Manager to use any of
them.

To do so open the Playback tab, and then:
Configure CD, DVD or BD Dive

1. Rightclick on theDVD/CD Drivestree item to display the context menu
that is associated with the item:

& Total Recall VR Remote Manager-

File Help
(A= i R

Manitor | Playback Calls | TRyR Configuration | Event Log|

g;EVR emil ] &) sean
LD Select Drive

=% USB Drives

[H-=% Local Folders Date from :
=8 Metwark Shares

[H-=% Total Recall VRs BEf® 5 ¢

Tirne frarm

Time to :

2. SelectSelect Driveto display the Configure DVD/CD ROM dialog:

9. Configure DVD/CD ROM

Select DVDICD Drive and press OR.

DVD/CD Driver Letter: D -

3. ChooseDVD/CD Drive Letter This should be the Windows drive assigned
to the CD, DVD or DB device that you wish to use with Remote Manager.

4. SelectOK to complete the procedure.

Now you can insert a CD, DVD or BD disc with a Total Re¥&tl archive on it and use
the rest of the facilities provided by the Playback tab on it and the recordings in it.

6.6. USB Drive

The Playback tab in Remote Manager makes provisions for searching @alagling
recordings that are stored in Total Recall VR archives which are stoeed®B keyor
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disk drive Obviously, the PC which runs Remote Manager must have at least one USB
2.0, or 3.9 port in order to access such archives.

Remote Manager does not automatically detect USB ¢egisk drivesvhen they are
connected to the PC thatritns onInstead, you must tell Remoteakdager which
Windows drive is assigned to the key disk drivethat you connect.

To do so open the Playback tab, and then:

Configure USB Drive

1. Rightclick on theUSB Drivestree item to display the context methat is
associated with the item

& Total Recall VR Remote Manager-

File Help
(- R
Wnitor | Playback Calls | TRR Configuration | Event Lag
4

1 TRYR - emil h
-k DVD/CD Drives @ Sea
B

fea L ISE Drives

[H-=1% Local Fg Salect Drive Date from
8 Network oreres
[H-=% Total Recall VRs BEf® 5 ¢

Titne fron

Time to :

2. SelectSelect Driveto display the Configure USB Drive dialog:

. =

£/ Configure USB drive

Select a USE Drive and press Ok,

USB Driver Letter: .E: -

3. ChoosdJSB Drive Letter This should be the Windows drive assigned to
the USB key that you wish to use with Remote Manager

4. SelectOK to complete the procedure.

Usually you will perform the above procedure after you attach a USBrkeigk drive
to the PC. Windows will associate a drive with it and then you can use this drive to
access the USB keyr disk drivein Remote Manager.

However, if you keep resing the same USB key disk drive then Windows will

assign the same drive letter to it when you attach it, if the drive letter is available. So, if
this is the case, then it is not necessary to perform the above proceduréneygou

attach the kewpr disk driveto the PC.
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6.7. Local Folders

Remote Manager can create Total Recall VR archives in a Windows folder on the PC
that it runs on. The Windows folder does not need to reside physically on the PC itself.
It can be a folder thas on a shared drive as well.

Archives that are stored in local Windows folders are known as Local Folders in Remote
Manager.

Such archives are useful if you wish to create a personal collection of recordings over
time. The recordings can come from diéfet Total Recall VRor from differentTotal
Recall VR archives. Archives in local Windows folders have the following advantages:

1. Al'l facilities (search, playback ¢é) tF
the archives and the recordings storecant.

2. The recordings are stored in a proprietary and secure format.
3. You can add and remove recordings as you see fit.

Remote Manager allows multiple Local Folders for éaelmote Manageuser.

Local Fol ders are fl opossibledo t o
simply copy the content of a Windows folder, which is a Local Fo
in Remote Managetp another PC and udest content as a Local

Folder in Remote Manager on that PC.

The database that is associated with the archives in all Local Fol
is part of the Remote Manager configuration. If you remove the
Remote Manager configuration, then you will lose the database
which will render archives in Local Folders useless.

To configure a Local élder, first create a folder on any Windows drive tkavailable
onthePC, then open the Playback tab, and then:

Configure a Local Folder

1. Rightclick on theLocal Folderstree item to display the context menu that
is associated with the item:
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& Total Recall VR Remote Manager-

File Help
b ailicd

Manitor | Playback Calls | TRYR Configuration | Event Log

(] TRYR. - ermil

=+ DVD{CD Drives @ e

[=+=% USB Drives

: Date fram

~H Netwark S Add Folder Date to :

[2% Total Recs

BB ToRIReE R resh Al .
Time fram

Remuowe All

H Time to :

Look in: ., warktermp

download

GAVA

9000

[cons WRLocalFolder
JSF

LG-PBX

library

oracle

Desktop

My
Documents
A

Computer

photos

ki

Recordings
Recordings - Copy

Chworktemph TRYRLocalFolder

'S
‘.ﬁ Filz name:

Files of type: [ Al Files

2 Co )

3. Navigate to and select the Windows folder that you wish to use as a Local

Folder in Remote Manager.

4. SelectOpento complete the procedure.

Now you can use the rest of the facilities provided by the Playback tab on the archive in

the Local Folder anthe recordings in it.

6.8. Network Shares

The Playback tab in Remote Manager makes provisions for searching@aging
recordings that are stored in Total Recall VR archives whicloeatedon Windowsor

Linux network drives.

Remote Manager required\&S client to access Linux network drives. If your PC is
running Windows 7, then you must enable the NFS client that comes with it. Otherwise,
you must obtain and install & party NFS client on the PC.
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Avoid using the NFS client that comes witfindows Services for
Linux if you can.

Remote Manager does not automatically detect network drives. Instead, you must tell
Remote Manager which Windows or Linux drive to connect to. The network drives do
not nee to be attached to the PClasal drives. Remote Manager will access the
network drives directly.

Remote Manager allows multiple Network Shares for each Remote Manager user.

To configure a Network Share open the Playback tab, and then:

Configure a Network Share

1. Right-click on theNetwork Sharestree item to display the context menu
that is associated with the item:

& Total Recall VR Remote Manager-

File Help
b il @

Manitor | Playback Calls | TRvR Configuration | Event Log|

{1 TRYR - emil h
(==& DVD/CD Drives @ s
(=% USE Drives
L B E: Date fit
(== Local Folders
workternph TRYRLocalFolder Date to

() +ETotalRecallt  Add Share S
Refrash

Time

2. SelectAdd Shareto open the Network Share Parameters dialog:

MNetwork Share Type WM -

Network Share Path 44,192,168, 120, 2004 TRYRNetworkFalder

MNetwork Share User Ca-26%emil

MNetwork Share Password | ®**#*%#%

l

3. ChooseNetwork Share Typand based on the type enter the path and
access credentials.

4. SelectOK to complete th procedure.

Remote Manager will remember the details, but it will not connect to the network drive
immediately.To manage the connection to the network drive:
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Attach/Detach a Network Drive

1. Rightclick on the share tree item to display the context menu that is
associated with the item:

File Help
b3
Manitor | Playback Calls | TRvR Configuration | Event Log|

1 TRYR - emil
[=h-=% DVD/CD Drives @ Se
Date fro

[=-=% USE Drives

[=-=+% Local Folders

-1 Crworktemph TRYRLocalFolder
[=F=% Natwork Shares
== ] 100 165, 120, 200U ko b

[F-=% Total Recall YRs | Remove Share

Attach Share fia]
Detach Share

| ‘ e,

2. SelectAttach Share. Remote Manager will connect to the network drive
and display th& icon.

& Total Recall VR Remote Manager-

Date to

File Help
b3 @@
i Manitor | Playback Calls | TRYR Configuration | Event Log|
CITRVR - emil ]
[==1 DVD/CD Drives @ s
[=+=% USB Drives
(R Date fri
[==+% Local Folders
-1 Cvworktemph TRYRLocalFolder Diate to
[==% Network Shares
=¥=1.\10> 1r5.120 )
: A Tirme fr
[F-=% Total Recall WRs me
Time t
Se

3. To disconnect from the drive, selédtach Sharefrom the ontext menu.

Note that if you leave the Playback tab, then Remote Manager will automatically
disconnecfrom all network drives. The same will occur if you exit Remote Manager.

6.9. Configuration Summary

The following screen capture shows the Playback tabvall appear if you complete
the configuration procedures in this section.
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Total Recall VR Remote Manage!

File Help

==

L d

[ October 5, 2012 12:03:00 PM |

Monitar | Playback Calls | TRYR Configuration | Event Lngl

@
=% DYD/CD Drives % Search For Calls

B D

Search Options

: Date from @
[=h-=% Local Folders [ Extension

{23 Cyworktempi TRYRLocalFolder Date to [E] Fhane Nurmber
(-2t Netwark Shares

234,102,168, 120,200 TRYRMetworkFolder [callLength

Time from

TRYVR Sydney _ : [ Note keyward
TRVR Perth iR @ 8 || call Direction
Search MNow I:‘ Local Folder
|| Agent Mame
Date(TR) Time(TR) Chamnel  Motes AgentM... ToMum... From M.,

&9 Sort by Date | 0 Sort by Extersion|

» Il oooooo [ B

Figure 9: Playback Tab after Configuration

o E»

All other tabs will show the Total Recall VR systems only. For example:

Total Recall VR Remote Manager

Live Monitor
Chan1 2 =z ¢ 5 7 8 O 0 11 12 13 14 15 16 17 18

1

Figure 10: Monitoring Tab after Configuration

File Help
[ i R [October 5, 2012 12:04:52 PM |
‘ Monitor | Flayback Calls | TRWYR Configuration | Event Log
TRYR - emil o
i \@: Moniter current call
Active Extensions
Match extensions Match numbers
From Number To Wumber  Direction Agenttame  Channel Extension
Add Notes
2 Stop Monito. . ‘ Add Mote

19 20
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7. Monitoring

Remote Manager is capable of playing audio that it is being recorded, while being recorded
(as it happens), on Total Recall VR systems.

Monitoringis limited to playingonerecording in progress on one Total Recall VR at a
time. For example, it is not possible to select multiple recordings in progress on a Total
Recall VR andhenplay them all at the santiene (mix and play). In addition, it is not
possible to selechultiple recordings in progress on different Total Recall S§Rtemsand
thenplay them at the same time (mix and play).

7.1. Monitoring Interface

Remote Manager uses the audio system of the PC that it runs on to play the audio of the
recordings in progress. You mumstve speakers attached to the audio system as Remote
Manager does not use the bulitPC speaker, if present.

If you start Remote Manager on a PC with incompatible audio
Ssystem, t hen Remote Manager w
when it starts. Iyou get this message, then Remote Manager will
able to play audio that it is being recorded.

Remote Manager will report the same problem if you run multiple
instances of it on the same PC. Only the first instance that you rt
will be able to use theudio system of the PC.

In addition, Remote Manager uses a TCP/IP network to stream audio that is being
recorded from Total Recall VR systems to the PC that it runs on.

If you request to monitor a recording in progress and you receive
AiMonitoring Probl emd message,
stream audio from Total Recall VR systems to the PC that it runs
due to network problems.

You must resolve the problemend restart Remote Manager, befol
making another attempt to play recordings in progress.

Section6.3 Network Interfaceexplains how to configure the IP address and TCP ports
that Remote Managesas to stream audio from Totadéall VR systems.
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7.2

7

How t o ¢é

To monitor recordings in progress, in real time, first navigate tdMth@toring tab.
Then, to listen to the audio as it is being recorded:

Monitor a Recording in Progress

1. Select a Total Recall VR system:

& Total Recall VR Remote Manager

File Help
b illcd

| Monitar | Flayback Calls | TRYR Configuration | E

=Y TRYR - emil
-2 TeuE Syney

C

T
\@: Monito
-

Active E

IMatc

From M

| zo3s

Note that you can only selecatal Recall VRif the connection icon <2
If the icon is:&, then Remote Managéer not able to connect to the Total

Recall VR.

2. Select (single clicka recording in progress

& Total Recall VR Remote Manager

| el N

File Help
i iled

| Monitar | Flayback Calls | TRYR Configuration | Event Log

[ October 3, 2012 1:54:30 PM |

E TRVR - emil

== TRYR Sydney
e TRWR Perth

4
C

=
= .

\@: Monitor current call
-

Active Extensions

Match extensions

Match numbers

From Mumber  To Murnber

Direction AgentMame

2098 Rk = TN MNP SE R K. S Y e
95563444 | Unknown | |14 |
2Day FH | Unknown | | 15 |

Channel

Extension

Add Notes

Live Monitor
Chan 1

1

Verbal agreement from accounts to pay ...

o m 11 12 13

Add Mote

14 15 16 17 12 19 20

3. Remote Minager will start playing the audio that is being recarded
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In addition, it will mark the recording channel that is used to record the
audio with thelE icon in the channel status area.

e ' | HLL oS

Live Monitor

Chan 1 4 5 6 7 § |:| 11 12 13 14 15 16 17 18 19 20
1

4. To stop monitoring sele&top Monitoring at any time.

5. Repeat steps 2 to 4 to listen to other recordings in progress on the same
Total Recall VR.

Or, to listen to recordings on another Total Recall VR, repeat steps. 1

As an alternative you can use the channel status area to start monitoring on a specified
analogue channekimply click on the channel icon if it is showiﬁga. icon.

Remote Manager remembers the channel number of the recording channel when you
start monitoring, but not stop it while recording is in progress. And if a new recording
starts on the sanrecordingchannel, Remote Manager automatically start monitoring
the new recording.

This is not useful for recordings on VolP and ISDN recording ctlaras these
recording channels are allocated dynamically to calls. However, it may prove very
useful for recordings on analogue channels wherg@onae mapping exists between
audio sources and recording channels.

For example, if you start monitoring @cording in progress that is using analogue
recording channel 1, and not stop it while it is in progress, then monitoring
automatically starteshen the next recording starts on analogue recording channel 1.

Unlike the Embedded GUL1], Remote Manager makes provisions for adding notes to
recordings in progress on the Monitoring tab.

To add a short note, up to 8Baracters long, to a recording in progress:

Add a Noteto a Recording in Progress
1. Select a Total Recall VR system:

& Total Recall VR Remote Manager

File Help
i3 ilced

Manitor | Playback Calls | TRVR Configuration | E

B TRYR - emil 1 -
TR Sydnay i \@Q_“ Monito

TRR Perth

Active E

IMatc

From M
o414z

| zozs

Page64 of 151



Total Recall VR Remote Manager

Note that you can only selecTatal Recall VRif the connection icon iS2.
If the icon is:&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Select (single click) eecording in progress.

3. Write a short note in the notes area:

& Total Recall VR Remote Manager | = |5 XS |
File Help
(A N [[October 3, 2012 1:54:30 PM |
| Manitor | Playback Calls | TRYR Configuration | Event Log
B TRVR - emil 1 -
- TRVR Sydney ' \@5 Monitor current call
e TRWR Perth
Active Extensions
]
Match extensions Match numbers
From Mumber To Mumber Direction agentMame  Channel Extension
2038 | 0388790000 | Outgoing | Tanya | 13 |zo38
95563444 | Unknown | | 12 |
zDay FH | Unknown | | 15 |
Adaiies
. Verbal agreement from accounts to pay . — |
< Stop Monita... l Add Nots

Live Monitor
Chan 1 34 5 6 F7 8 9 o 11 12 13 14 15 16 1¥ 18 19 20

1

4. SelectAdd Note.

5. If you change your mind, or to correct the content of the note, simply repeat
steps 30 4. Remote Manager will replace the previous note with the content
of the new one.

You can filter the recordings that appear on the Monitoring tab by entdeatain
extensionor Match numbers For example:

1 To show only recordings from and to Total Recall VR Extension 2006, enter
2006as value foMatch extensionsThis filter looks forexact match.

1 To show recordings to and from number 0210 456 789, 6Rt&ras value for
Match numbers Thisfilter looks for a partial match, so it will show recordings
to any number that contains thgecifiedvalue.
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7.3. Configuration
7.3.1. Monitoring

address ah TCP port that Remote Manager uses to stream audio

Section6.3 Network Interfaceexplains how to configure the IP
from Total Recall VR systems while monitoring.

7.3.2. Policies

A global recording policy and extension recording policies that are defined on Total
Recall VR systems specify whether monitoring is allowedoby giobally or for

specific Total Recall VR Extensions.

See sectiod1.3.7Extension Settingfor details on how to configure
] recording policies.

In addition, access to specific Total Recall VR extensions may be restricted by the
configuration of connections to Total Recall gigstems.

configure connections to Total Recall VR systems and define allc

See sectio®.4 Total Recall VR Connectiorfser details on ha to
extensions for each connection.
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8.  Searching
Total Recall VR stores additional information on each recording along with the recording.
This information includes:

1. Start and end date and time of recordings.

2. Duration of recordings.

3. Total Recall VR Raw, Mapped and Extension identifiers for the source and
destination of recordings (for example calling and called numbers for recordings of
calls)i see sectio.4.1Extensiondor further details on these identifiers.

DTMF digits that are det¢éed while recording.
Freetext notes.

Classification of telephone calls (incoming, outgoing, internal or unknown).

N oo g A

Flags which indicate whether recordings have been archived in the past or tagged
for future operations.

8. Recording channel number.
9. Agent nane.

This information is the backbone of a comprehensive search function which can locate
individual recordings based on a number of criteria such as:

1 Date and time of recording.

1 Total Recall VR Raw, Mapped and Extension identifiers.
9 Duration of recording.
1 Call classification.
1 DTMF digits.

1 Keyword(s) in notes.

1 Flags: archived and tagged recordings.

Remote Manager makes provisions for searching for recordings that reside on Total Recall
VR systems and recordings that are stored in archives which are loc&&j BivVD or
BD discs, USB keys or disk drives, network drives and local folders.

When using Remote Manager, search criteria are limited to the following parameters:
1 Date and time of recording.
Total Recall VR Raw, Mapped and Extension identifiers.
Recording duration.

1

1

1 Keywords in notes.
1 Call classification.
1

Agent name.
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Use Total Recall VR Embedded G[4] if you wish to use other search parameters to
define search criteria.

81. How to &

To locate recordings that have completed, first navigate to the Playback tab. Then to
find recordings:

Search for Recordings

1. Select an archive or a Total Recall VR:

.& Total Recall VR Remote Manager

File Help
Y R

||| Monitor | Playback Calls | TRYR configuration | Eve

(] TRYR. - amil
[=-=% DYDACD Drives
[=+=% USB Drives
R = Date
[=h=% Local Folders
- BE-C0 Cworktempt TRYRLoCaIFal Diate
[==% Network Shares
. [EHE244102,168.120.2004TRVRMet Time
[==% Total Recall YRs
- TRYR Syaney Time
[S7E TRVR Perth

—

Note that you can only select®otal Recall VRif the connection icon iS2.

I the icon is: &, then Remote Manager is not able to connect to the Total
Recall VR. Also, make sure to attach network drives before initiating a
search. Attached drives display &2icon.

You can select a date or extension item as well under the archive or Total
Recall VR.This automatically populatése date or extension search
criterion.

2. Tick and enter values for parameters, in any combination, to include
parameters in the critenahat will be usedor the search. Only recordings
that match the criterion will be selected by the search.

1| | MIORITDE | Fiayueir iz ) YR LOATIQUNSTION | EVENT Log |

03 Oct 2012

Y 04 Oct 2012

PO mm e

|:| Agent Name

O TRYR - emil h
(=% DVD/CD Drives @ Search For Calls
[k USB Drives Search Options
. B E: Date fram : i
[=h=% Local Folders Extension 2001
--{:| C worktemph TRYRLoCalFol Date to Phone Murmber 0412333444
(=% Network Shares
© 22 192,168, 120, 2004 TRYRNe! Tirie G ¢ Call Length
[=1-=% Total Recall WRs
(2, TRVR Sysney i MNote Keyword .agreement
=R Call Direction In -
T T Search Now [ Lacal Folder
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If you do not include any of the parameters in the criterion, then the criterion
will match all recordings.

3. SelectSearch Now.The search willdentify all recordings that match the
search criterion and display theRor example:

pgz Total Recall VR Remote Manager ,, - |EM|

File Help
b flced [October 8, 2012 3:18:52 FM |

|| Monitor | Playback Calls | TRyR Configuration | Event Log|

O TRYR - emil
[=--=% DVD/CD Drives ( @ Search For Calls

D

== USB Drives Search Options

L B E: Date fram : 28 Sep 2012 i

[==% Local Folders Extension 2001
- Cworktempt TRVRLocalFal Date to ; 28 Sep 2012 Phame Mumbar 0412333444

[=H=% Metwork Shares

- B2 \\192.168. 120,200, TRYRNet Time from 09:20:00 Call Length

[=h=% Total Recall YRs
(%, TRVR Syeney e i & Mote Keyword .agreement .
=2 TRYR Perth Call Direction In A
= e Search Now [ Local Falder
|:| Agent Name
) .
Date(TR) Time{TR) Length Channel To Muffiserfe From Mumb. ..

11:37.25 o001:51 14 =i @in.prola. .. sipe:

25 Sep 2012 11:19:15 00:00: 45 10 |sip: 20@in prota... [sipext1 4@in pr ..
« w0 3 :
Wl = Il 00.00.00 i e
Y Sort by Date | 0 Sort by Extension I 4 H= -] »

The table willbeempty if no recordings match the search criterion.

Note that the recordings are displayed sorted in reverse order of start time,
i.e. latest recordigon top.

4. If the search results in 50 recordings or less, then all recordings will be
shown.

5. If the search results in more than 50 recordings, then the screen will display
recordings in groups of 50. Sel@®tto show younger recordings in groups
of 50.

6. If you wish to see different information about the recordings, then frlect
to display a dialog which allows you to configure the columns of the table
which displays the search result.

7. To perform another search, start from step 1.

8.2. Search Criteria Parameters

As the previous section explains, the Playback tab makes provisions that allow users to
define search criteria.
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Manitor | FIaYDack Lalls | TRYR Contiguration | Event Log|

1 TRYR - emil
=% DVD/CD Drives @ Search For Calls
(=t
—+=%USB Drives
L R Date fram : 28 Sep 2012
—-=% Local Folders
- EHC Cworktemph TRYRLocalFolder Date to 28 Sep 2012
—=% Network Shares

Search Options
V| Extension 2001
| Phone Murmber 0412333444

I

- EHE2\\192. 168,120,200, TRVRHetwol Time frarm : 09:55:00 V| Call Length 1 mins - 4 mins
—1-=+% Total Recall WRs
: | Note Keyword agreement
5 TRVR Sydney Time to 10:45:00 i €
=& TRWR Perth | Call Direction In A
Y 28 Aug 2012
= = !:;p_: 5012 Search Mow V| Local Folder chwarktermp TRy
B 03 Oct 2012 V| Agent Name Tarya v

@Y 04 Oct 2012
@Y 08 Oct 2012

Figure 11: Playback Tab Search Parameters

The individual parameters are:
Date

Use theDate fromand theDate toparameter to identify recordings thstarted between
the specifiedlates (inclusive).

Time

Use theTime fromand theTime toparameter to identify recordings that started between
the specified times (inclusive).

Extension

Use theExtensionparameter tadentify recordings with Total Recall VR Extension
identifiers that match the specified value exactly.

Phone Number

Use thePhone Numbemparameter to identify recordings ttantainthe specified
sequence of digits present in the Total Recall VR Mappedtifiers.

Call Length

Use theCall Length parameter to identify recordings with specified duration. The value
is a range; for example between 1 minute and 4 minutes.

Note Keyword

Use theNote Keywordparameter to identify recordings that have the speckeywords
in the notes.

Call Direction

Use theCall Direction parameter to identify recordings of telephone calls which were
classified as specified by the value of the parameter.

Local Folder

Use thelLocal Folderparameter to specify the location of the local folder which
contains the archive that you wish to search. This parameter is automatically populated
when you select a local folden the tree
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Agent Name

Use theAgent Nameparameter to identify recordinggich were the result of calto
and from the specified agent

8.3. Configuration

8.3.1. Search
Remote Manager does not have any search specific configuration.

8.3.2. Policies

Access to specific Total Recall VR extensions may be restricted by the configuration
of connectios to Total Recall VR systems.

configure connections to Total Recall VR systems and define allc

See sectiol®.4 Total Recall VR Connectiorfer details on how to
extensions for each connection.
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9. Playing

Remote Manager has an embedded audio player which is purpose built to play audio which

is stored inTotal RecallVR (.trc) files in one of the following media formats:

1 HQVQ, 8000Hz, 7.9Kbps, mono

1 G.711 Alaw, 8000Hz, 64Kbps, mono.

T G. 7 %ldaw, 800Hz, 64Kbps, mono
1 SPEEX Q8, 8000Hz, 15Kbps, mano

Remote Manager makes provisions for playing recordings that resiiet@iRecall VR
systems and recordings that are storeatahives which are located on CD, DVD or BD
discs, USB ke or disk drivesnetwork drivesand local foldes.

Playing is limited to playing one recording at a time. For example, it is not possible t
select multiple recordings on a Total Recall VR and then play them all at theiiseeme

(mix and play). In addition, it is not possible to select multiple recordings on different Total

Recall VR systems and then play them at the same time (mix andTaysame rule
applies to playing recordings that are stored in archives.

9.1. Player Interface

Remote Manager uses the audio system of the PC that it runs on to play the audio of the

recordings. You must have speakers attached to the audio system as Ranagjer
does not use the builh PC speaker, if present.

If you start Remote Manager on a PC with incompatible audio
system, then Remote Manager w
when it starts. If you get this message, then Remote Manager wi
able to play audio.

Remote Manager will report the same problem if you run multiple
instances of it on the same PC. Only the first instance that you rt
will be able to use the audio system of the PC.

In addition, Remote Manager uses a TCP/IP netwoskréam audio for recordings that
are stored on Total Recall VR systems to the PC that it runs on.

If you requesto play arecordngnd you recei ve
Probl emod message, then Remot e
from Total Recall VR systems to the PC that it runs on due to
network problems.
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You must resolve the problems, and restart Remote Manager, be
making anotherteemp to play recordings

Section6.3 NetworkInterfaceexplains how to configure the IP address and TCP ports
that Remote Manager uses to stream audio from Total Recall VR systems.

s

92. How t o ¢é

To play arecordingthat hascompleted, firshavigate ¢ the Playback tab anden
search for it. Sectio Searchingexplains sarching in detail.

Once you have located the recording:
Playing aRecording

1. Select the recording that you wish to listen to:

I’_gTotal Recall VR Remote Manager ,, . | = | [=] 28 _|1

File Help
b0 e® [[October 8, 2012 3:18:52 FM |

|| Monitor | Playback Calls | TRYR Canfiguration | Event Lag|
{1 TRVR. - emil h

[=--=% DVD/CD Drives @ Search For Calls
[=+k USB Drives Search Options
. HEE Date from : i
[=F-+% Local Folders Extension 2001
--{:| C ke mph TRYRLocalFol Date to : Phone Nurmber 0412333444
[=h=1% Network Shares
| [EHE44102.166. 120, 2004 TRVRNET Time fram : all Length
[=}-=% Total Recall VRs
(-2, TRV Sydney T m & Mote Keyword .agreement .
=8 Call Direction In -
[ Local Falder
|:| Agent Name
@ 08 Oct 2012
Date(TR) Time(TR) Length Channel To Mumber (... From Mumb. ..

I3 SR S0 proE. L[S
10 |sip:90@in.pro|a... |Sip:e>d14

28 Sep 2012

pr...
@in.por ...

< | il | 3
P:‘ =
M| 9 sort by e L 5 Toon@=E &N

2. Select? to star playing. Audio will be heard from the spealkbes are
attached to the PC and the actual time of recording will be shown as playing
progresses right next to tHe button.

3. While paying is in progress you can Udeto pause playing.
4. Select® to stop playing.

Repeat steps 1 to 4 to play other recordings.
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Note hat if you navigate away from the Playback tab whise/ps$ in progress, then
Remote Minager will automatically stop the play. You must remain on the Playback tab
in order to play recordings.

9.3. Configuration

9.3.1. Playing
Remote Manager does not have any placgg configuration.

9.3.2. Policies

Access to specific Total Recall VR extensions may be restricted by the configuration
of connections to Total Recall VR systems.

configure connections to Total Recall VR systems @e&fine allowed

See sectiol®.4 Total Recall VR Connectiorfer details on how to
extensions for each connection.
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10.

Recording Management

The recording control toolbar on the Playb&ai makes provisions for managing

recordings.

4 (1L}

Time(TR)

1

11:36:38

Length

00:01:51

Channel

To Mumber (... From Nurnb...

& Sort by Date

0 Sort by Extension

28Sep 2012 111915 |om:o0: 45 10
Recording
control bar
» =
I 1 b 0l cooooo & B2 o &M

Figure 12 Recording ControlToolbar

Section9 Playingexplains how to use the player control buttd¥s: P Il Sectior8
Searchingexplains how to use the table control butt@ekand M.

This section covers the rest of the buttons.

10.1. Saving Recordings

To savecopies ofrecording, first navigate to the Playback tab @hdn searclior them
Section8 Searchingexplains searching in detail.

Once you have located the recording

Save Copies of Recordings

1. Select one or multiple recordings:

04 Qct 2012

00011

TFeriumber ... From Murmb...

Chariregi

04 Oct 2012 134919 00: 00: 06 .|
03 Oct 2012 13:52:46 00:02:11 12 i A0 prola. . [sipext 4@inp. .
03 Oct 2012 13:47:33 00:00:43 10 i A0 prola. . [sipext 4@inp. .
28 Sep 2012 11:37:25 00:01:51 14 sip: 0@in.prola. . |sipcesxt 4@inp... | -
2 ) 0 oooooo |l =B s
Y Sort by Date | 0 Sort by Extension ” = °

2. Select to display the directory selection dialog:
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- My Documents

Adobe L 5L Server Management Studio
AVSAYOU I Wisual Studio 2005

Dell WebCam Central I Visual Studio 2008

Integration Services Script Component | Yisual Studio 2010

Integration Services Script Task

Iy Downloads

’7 E My Labels
oy My Received Files

Documents | | My Shapes

Desktop

Outlook Files

L*".'-'-« Samsung

Computer Solfy

'S
‘.ﬁ Filz name: Cisers\emilDocurments
Metwark  Files of tyne: | Directories Only "

3. Select a directory where you wish to place the copies of the recordings.

4. SelectSaveto display the Select Format dialog:

‘o, Select Format

Usze this format for all calls

.E.MPS Compressed Audio Format -

5. Choose the format that you wishusefor the copies of the recordings:

1 .TRC Total Recall VR Compressed Formathoose this format if
you wish to keep the copies in the same format as the original
recordings.

1 .MP3Compressed Audio Formatchoose this format if you wish to
create copies in the MP3 formahe copies will be stored in MP3
fileswith audio in theMPEG Audio Layer3 (MP3), 8000Hz,
24Kbps, mondormat.

1 WAV Audio Uncompressed Formatchoose this formaf you
wish to create copies recordings in the PCM formathe copies
will be stored inWAYV file swith audio in thePCM (raw) signed 16
bit, 8000Hz, 128Kbps, morformat.

6. SelectOK toinitiate the operationRemoteManager will display a progress
dialog:

P
=F Frogress... | — -

@B Preparing files

|
Cancel
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7. The dialog will disappear from the screen when the operation completes

The copies will be placed in the directory that you select during step 3 of the procedure.
Use the Windows file explorer to navigate to the directory to access the copes.

10.2. E-Mailing Recordings

To e-mail copies of recordings, first navigate to the Playback tab and then search for
them. Sectio8 Searchingxplains searching in detail.

Once you have located the recordings:

E-Mail Recordings

1. Select one or multiple recordings:

Tirne(TR)

Length

Chanfiei Tarumber ... From Mumb...

04 Oct 2012 134919 00: 00: 06

03 Oct 2012 13:52:46 00:02:11 12 i A0 prola. . [sipext 4@inp. .

03 Oct 2012 13:47:33 00:00:43 10 i A0 prola. . [sipext 4@inp. .

28 Sep 2012 11:37:25 00:01:51 14 sip: 0@in.prola. . |sipcesxt 4@inp... | -

& Sort by Date | 0 Sort by Extension ”

‘o, Select Format

Usze this format for all calls

.E.MPS Compressed Audio Format -

(3] DD.DD.DDEBI @ &E»

3. Choose the formdhat you wish taisefor the copies of the recordings:

1 .TRC Total Recall VR Compressed Formathoose this format if
you wish toe-mail the recordings in the original format

1 .MP3 Compressed Audio Fornmiathoose tts format if you wish to
send copies dahe recordings in th®IP3 format. The copies will be
stored in MP3 filewith audio in theMPEG Audio Layer3 (MP3),
8000Hz, 24Kbps, monfmrmat.

1 WAV Audio Uncompressed Formatchoose this format if you
wish toe-mail copies of recordings in the PCM foatn The copies
will be stored in a WAV file with audio in theCM (raw) signed 16
bit, 8000Hz, 128Kbps, morformat.

4. SelectOK toinitiate the operation. Remote Manager will display a progress

dialog:
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@ Preparing files
v

Cancel

5. When complete, Remote Manager will display emaal message dialog
(from your default enail client) which will have copies dfierecordings as
attachments:

l:l -
File Message | Insert  Options  FormatText  Review  Developer

Message (Plain Text)

a14-20121004-140016-&xt14@in‘gru\ancEr‘mm‘au-QO@\'n‘gru\an:er.:um‘au‘TRC (23 KE’

% Cut s L= .| B - ¥ Follow Up -
, ioaciEoEos B # O o= [ . ‘
E3 copy ¥ High Importance
Paste B 7 U |® . A. = = = i= = Address Check | Aftach Attach Signature Zoom
- ¥ Format Painter - Book Names File Ttem * 4§ LowImportance
Clipboard Basic Text Names Include Tags Zoom
from~ | emil@prolancer.comau
=1 To, I J
Send
e || \
Subject: \ \
@ 12-20121008-135002-ext14in.prolancer.com.au-20@in.prolancer.com.auTRC (1 ME);
@ 10-20121008-125428-ext14@in prolancer.com.au-00@inprolancer.com auTRC (1 MB);
Aftached: @ 16-20121004-140053-ext14@in.prolancer.com.au-80@in prolancer.com.auTRC (155 KB);

6. Complete the message and send it.

& |

Remote Manager uses the defadthail client to compose the message. If you wish to
use a different client, tinefirst save copies of recordings and then use the client of your

choice to create a message.

10.3. Annotating Recordings

Remote Manager makes provisions for adding short notes to recottingsestored
on Total Recall VR systems and different types of aediexcept archives that are

stored on CD, DVD and DB discs.

To add notes to recordings, first navigate to the Playback tab and then search for them.

Section8 Searchingexplains searching in detail.

Once you have located the recordings:

Annotate Recordings

1. Select one or multiple recordings:

Date (TR

Time(TR)

Length

Chanrigi

TFerymber ... From Murmb...

=ipx: Q06N frols, T in.p... J

04 Oct 2012 25057

04 Oct 2012 13:49:19 00:00; 06 10 sip: 0N prola. . [sipext! 4@inp...

03 Oct 2012 13:52:46 00:02:11 12 sip: 0N prola. .. [sipcext! 4@inp. .

03 Oct 2012 134733 00:00:43 10 =ip: 90¢@in prola... sipesxt 4@ingp. ..

28 Sep 2012 11:37:25 00:01:51 14 =ip: 0N prola. . [sipext! 4@ingp.. | -

&Y Sort by Date | 0 Sort by Extension 0

3 b 0l oooooo @ =2 - Ml 2
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2. Select to display the Add Note dialog:

| Hote text here

’ Clear H Ok ” Cancel ]

3. Type the note and then sel€x.

4. Remote Manager will attach the same note to all recordings that are
selected:

Date(TRY  Time(TR) Length Channel MNotes To Mumb... From M.

12:50:02 00:05:31 12 Mote texdt her

£ ain: 0@ ;e s
05 Oct 2012 |11:54:28 00:06:02 10 Mote text here ;p.?D@in.pr... sip et 4@ |
04 Oct 2012 |[14:00:53 00:00: 44 16 Mote text here |sipet O@in.pr... |sipest 1 4@i... | —
04 Oct 2012 (140016 00:00:05 14 Mote text here |si90@in pr . |sipext 4@ |
04 Oct 2012 |[13:59:57 00:00:11 12 i 0E@in.pr .. |sip et d@i... |
04 Oct 2012 |[13:49:19 00:00: 06 10 sipx: 0N por .. |Sip et 4.
03 Oct 2012 135246 00:02:11 12 sipx: 0N por .. |Sip et 4.
03 Oct 2012 |[13:47:33 00:00:43 10 sipx: 0N por .. |Sip et 4.
28 Sep 2012 [11:37:25 00:01:51 14 Sip: 0N pr . |sipcexdt 1 @i | -

V;‘ =
9 St by Dt [0 Sorty Bt I 5> noood =0 0EN

5. If you wish to remove notes from recordings, then clear the content of the
Add Note dialog and sele@K.

It is not possible to add notes to recordings that are stored in archives on CD, DVD and
DB discs.

10.4. Deleting Recordings

Remote Manager makes provisions for deleting recordings that are stored in local
folders.

It is not possible to delete recards onTotal Recall VR systems an
other types of archivesith Remote Manager.

To delete recordings, first navigate to the Playback tab and then search for them. Section
8 Searchingxplains searching in detail.

Once you have located the recordings:

Delete Recordings

1. Select one or multiple recordings:
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File Help
b D [October 8, 2012 12:20:49 FM |

Manitor | Playback Calls | TRYR Configuration | Event Log|

1 TRYR - emil
[#-2% DVD/CD Drives % Search For Calls
[=h=% USB Drives

"¢? E: Search Options
-2% Local Folders Date from : 08 Oct 2012 _
=7 CyworktempyTRYRLocalFal [|Extension
=

Date to : 08 Oct 2012 [ Phane Mumber

[ call Length
@ %4192,168, 1202004 TRYRMNEH
[=+=% Tatal Recall WRs T @ 1 [Jnote keyword
TRYR Sydney ' [ ] call Direction

[=h-=1 Network Shares Tire from :

TRYR Perth
#9028 Z«ug 2012 Local Folder TPy TRYRLocalFolder

g gg getp 52001152 [] agent Narne
g I

@Y 04 Oct 2012
@Y 08 Oct 2012

DEE(TR) Tirme(TR)  Length Channel Motes

4 L}

7| i
i oty Dae 1) oo @=E @@E»

2. Selectd to delete the recordings.

The action is immediate. Remote Manager will not ask you to comflren youselect
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11. Total Recall VR Configuration Management

Remote Manager makes provisions for direct access to the configuration of Total Recall
VR systems on the Configuration tab.

Only administrators should have access to the Configuration tab.

All changes are applied directly to the Total Recall VResys. Remote Manager does not
store a local copy of the configuration. Exercise caution when using the facilities provided

by this tab. As a safety precaution, do not allow access to this tab to users that do not need
to have access to the configurationrotal Recall VR systems.

11.1. Access Control
11.1.1. Passwords

Total Recall VR has a role based access control mechanism. Two roles exist and one
user in each role. The roles are:

1. Administratori the user in this role is allowed to access all functions of the
system.

2. Useri the user in this role is restricted to monitoring, searching, playing and
archiving.

It is not possible to add additional users in any of the roles at this
stage.

Total Recall VR decides which user is accessing the system by comibering
password presented by the user at start of a user session with the Administrator and
User passwords stored in its configuration. By default, both password are 0000.

To change the passwords:

Change the Administrator and User Passwords

1. Select a TotaRecall VR:
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Total Recall VR Remote Manage!

File Help
b3l

TR

TRYR Configuration

Playback Calls

Note that you can only selecTatal Recall VRif the connection icon i
If the icon is: &, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the General tab:

b3 d [October 9,2012 3:57:51 FM |

ﬁ Update TRVR Configuration

ing Mappin Internal Dial Plan | archive | RoD aAgents | Pex | stme
Gereral | TimeDate | call | Metwork | Extensions | Licerse | anaing | volr | 1sDM

Recorder ID

User Credentials

Administrator Password
User Pagsword

Session Settings
Enable Timeout
Idle Tirnout {min)

Recent Calls Settings

Update Period (secs)
Records to Show

’ Restore Previous ” Apply ]

3. SelectAdministrator Password to display the pssword change dialog:

X

i changeP dDialog.Change _

Pleaze enter the new Administrator Password

Password : Fhkk

Confirm Password Fhkk

4. EnterPassworcandConfirm PasswordBoth must be the same.
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5. SelectOK. Remote Manager does not actually update the configuration of
the Total RecalV/R at this stage. It only remembers the new parameters.

6. SelectUser Passwordo display the password change dialog:

i Change User Password

Pleaze enter the new User Passwoard

Password : Fhkk

Confirm Password Fhkk

7. SelectOK. Remote Manager does not actually update the configuration of
the Total RecalV/R at this stage. It only remembers the new parameters.

8. SelectApply to update the configuration of the Total Recall VR.

9. Alternatively, selecRestore Previougo discard all changes.

11.1.2. User Sessions
User sessions are periods of time during which a user interacts with a Total Recall
VR through the embedded GUI.

The user session parameters define what happens to user sessionsafidrat p
inactivity. A period of inactivity is a continuous period of time during which a user
does not press any key on the control keypad while a user session is in progress.

By default, user sessions fexpimTheeo afte
system will automatically end the current usessgan, lock the control keypad and
lockthediscdr i ve when a user session fiexpires

User session parameters define the inactivity period as well as whether user sessions
Afexpiredo or not.

Update User 8ssionParameters

1. Select a Total Recall VR:

& Total Recall VR Remote Manage,
File Help
N Y

Playback Calls| TRYR Configuration
b In\ -
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Note that you can only selecatal Recall VRif the connection icon iS2.
If the icon is‘&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the General tab:

éﬁ Total Recall VR Remote Manager QE

File Help
(A [October 9,2012 3:57:51 FM |

Playback Calls | TRYR Configuration | Event Log

rd _ N 4
. 2R Sydney ' ﬁ Update TRVR Configuration

ing Mappin Internal Dial Plan | archive | RoD aAgents | Pex | stme
Gereral | TimeDate | call | Metwork | Extensions | Licerse | anaing | volr | 1sDM

Recorder ID 1

User Credentials
Administrator Password [ ﬁ'@; ]
User Password [ =) J
Session Settings

Enable Timeout
Idle Tirnout {min) 2

Recent Calls Settings

Update Period (secs) 10
Records to Show 50

’ Restore Previous ” Apply ]

3. Tick or untick Enable Timeoutto enable or disable session timeout.

4. If you tick Enable Timeout thenspecifyanldle Timeoutwhich can be
between 1 and 10 minutes (inclusive).

5. SelectApply to update the configuration of the Total Recall VR.
6. Alternatively,selectRestore Previoudo discard all changes

The new user session parameters take effect immediately. They apply to all current
user sessions as well.

11.2. Initial Configuration

For best results with Total Recall VR, we recommended that you use RemotesiManag
to check and modify some of the system configuration as described in this section
BEFORE starting to record calls.

11.2.1. Network Configuration
In most cases Total Recall VR will connect to an enterprise network (a.k.a. enterprise
LAN).

The Total Recall VR Gissic Desktopnodel has single LAN interface: LAN 1. As
a result, this interface must be used for connection to an enterprise network. The
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configuration of the LAN 2 interface dhis modelhas no impact on the operation of
the system.

All other models hve two LAN interfaces: LAN 1 and LAN. Z is recommended to
configure the LAN 1 interface for connection to an enterprise network. This leaves
the LAN 2 interface to the VolP packet collector (see the Total Recall VR
deployment guid€3] for more details) which is used to record VolIP calls.

The following table shows the default configuration of the two LAN interfaces.

Parameter LAN 1 LAN 2
IP Address 192.168.1.100 192.168.2.100
Netmask 255.255.255.0 255.255.255.0
VLAN ID Not set Not set

To change the configuration of the LAN 1 or LAN 2 interféicgt navigate to the
Configuration tab and then

Change the Configuration of a LAN Interface

1. Select alotal Recall VR:

& Total Recall VR Remote Manage’
File Help

L3 ied

Playback Calls| TRYR Configuration
=

Ge

I
r

Note that you can only selecTatal Recall VRif the connection icon iS2.
If the icon is: &, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Network tab:
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File Help
bl ((January 14, 2013 12:00:12 FM |

Playback Calls| TRYR Configuration | Event Log

| 4
' ﬁ Update TRVR Configuration

Signalling Mappin In @alPlan | érchive | RODAgents | Pex | snmp
General | TimeDate | Call | Metwork | Extensions | License | Analog | YoIP | ISDN

MNetwork Interfaces

Default Gateway 192 .| 168 .| 120 1
MNare Server (DNS) 192 | 188 = | 200
Host Mame : trvr-100.tsh.prolancer. com.au
Connector IP Address Metrmask YLAMN Id Usage
LAM 1 [192.168.130.100 [255.255.255.0 | [Rra1
LAM 2 [192.188.2.100  [255.255.255.0 | [valP

Remote Manager Interface Settings

IP Address 1192.168.130.100 v
Fort Base : 10010 |
Host Mame : trvr-100.tsn.prolancer.com.au |
IMax Session . :5 v:
Session Duration (Hours): :2 v:

’ Restore Previous ] [ Apply ]

. = ——

This tab shows a table which lists bétle LAN 1 and LAN 2 interface.
Select the row that contains the details of the interface that you wish to
change.

Doubleclick on the row talisplay the Network Interface dialog:

& Edit Network Interfa.::‘JL il X |

Connector  LaM 1
IP Address @ | 192 .| 168 .| 130 .| 100
Metmask : 255 .| 295 .| 255 |0 H
WLAM Id 130 I
H
’ K ] ’ Cancel ]

[

Modify the interface configuration as desired

SelectOK. Remote Minager des not actually update the configuration of
the Total RecalVR at this stage. It only remembers the new parameters.

SelectApply to update the configuratiasf the Total Recall VR.

Alternatively, selecRestore Previougo discard all changes.
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If you change the IP address of the network interface that the system uses for its
Remote Manager Interface, then your instance of Remote Manager will automatically
connect to the new IP address.

However, you must manually update connections on all other
instances of Remote Manager on your network as well as conne:
for otherRemote Managausers of your instance of Remote

Manager.

The Network Settings dialog makes provisions to configureratetwork parameters
such as the default gateway, a name server (DNS) and hostname.

The following table shows the default configuration.

Parameter Default Value

Default Gateway Not set
Name Server (DNS) Not set

Hostname Not set

To set a defaulyjateway, DNS and hostname:

Set the Default Gateway, DNS and Hostname
1. Select a Total Recall VR:

& Total Recall VR Remote Manage’
File Help

L3 ied

Playback Calls| TRYR Configuration
E}) TRAR n ﬁ

Note that you can only select a Total Recall VR if the connection ic.is:
If the icon is:&, then Remote Manager is not able to connect to the Total
Reall VR.

2. Navigate to the Network tab:
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& Total Recall VR Remote Manager_@‘@ﬂ

File Help
i [January 14, 2013 12:00:12 PM |

Playback Calls| TRYR Configuration | Event Log

B TRYR - emil 1
T e ' éaf Update TRVR Configuration

&, TRYR Perth
Signalling Mappin In @alPlan | érchive | RODAgents | Pex | snmp
General | TimeDate | Call | Metwork | Extensions | License | Analog | YoIP | ISDN

MNetwork Interfaces

Default Gateway 192 .| 168 .| 120 1
MNare Server (DNS) 192 | 188 = | 200
Host Mame : trvr-100.tsh.prolancer. com.au
Connector IP Address Metrmask YLAMN Id Usage
LAM 1 [192.168.130.100 [255.255.255.0 | [Rra1
LAM 2 [192.188.2.100  [255.255.255.0 | [valP

Remote Manager Interface Settings

IP Address 1192.168.130.100 v

Fort Base : 10010

Host Mame : trvr-100.tsn.prolancer.com.au

IMax Session . :5 v:

Session Duration (Hours): :2 v:
’ Restore Previous ] [ Apply ]

3. SetDefault GatewayName Server (DNSandHost Nameasdesired.

If you set or change the hostname, then you mustare the Total
Recall VR for the changes to take effect.

4. SelectApply to update the configuration of the Total Recall VR.
5. Alternatively, selecRestore Previoudo discard all changes.

The change is default gateway and DNS configuration is immediate. The system will
apply the new configuration to the networking layer imrataly. However,
hostname changes require systerstest to take effect.

11.2.2. System Time & Date
Total Recall VR has an internal clock which it uses to time stamp recordings.

The internal clock uses UTC time. This cannot be changed. As a result, all time
stanps are in UTC time.

However, configuration tells Total Recall VR which time zone to use when
displaying the system time and recording time stamps. By default Total R&call
uses the Australian Eastern Standard time zone (Sydney, Australia).

Page88of 151



Total Recall VR Remote Manager

Change theSystem Date and Time
1. Select a Total Recall VR:

Total Recall VR Remote Manaae.

File Help
b3l

TRYR Configuration

TR

Note that you can only selecTatal Recall VRif the connection icon iS2.
If the icon is: &, then Remote Manager is not able to connect to the Total

Recall VR

Navigate to the Time Date tab:

. Total Recall VR Remote Manager

File Help

X

)

e

L3l

TRWR Configuration | Event Lag

[ October 9, 2012 1:55:06 PM |

Playback Calls
il

C

ﬂ Update TRYR Configuration

Internal Dial Plan | archive | ROD agents | Pex | smme

Signalli i
General | Time Date

Call | Metwiark | Extensions | License | Analog | walP | 150D

Tirne and Date

Date

:

09 Oct 2012

Time

Time Zone

Time Zone City

[ ] synchronise with Network Clock

MTP Address 1

MTP Address 2

Time Zone Area: .Australia

12 54 55 P =

192 .| 168 . =t .| 200

u] . o

:Sydney

’ Restore Previous ” Apply ]

3. SetDate, Time, Time Zone AreaandTime Zone Cityas desired.

4. SelectApply to set the system date and time to the new values

The change is immediate. The system will change its date and time immediately.
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You can change the time zone only if there are norditgs on the

system. It is important to set the time zone before you start recor

As an alternative, Total Recall VR can connect and continually synchronise its
internal clock to a single, or a pair of, NTP clock sources.

To connect andontinually synchronise the system clock to an NT
source:

1. Make sure that Total Recall VR has a working network connec
See section1.2.1Network Configuratiorfor details on how to
configure the network interfaces.

2. Make sure that Total Recall VR can access the NTP server(s)
the network. This may require configtion of the network
infrastructure such as routers and firewalls.

3. Avoid synchronising with ntp.org servers. Their IP addresses
change constantly. As a result, Total Recall VR may not be able
connect to an NTP server reliably.

4. Make sure the NTResvers provide UTC time.

When the configuration specifies two NTP servers, Total Recall VR will synchronise
its time with the T server. At times when thé'erver is not available, Total Recall

VR will switch to the 29server. Then, Total Recall VR will switch to théserver

as soon as the'kerver becomes available.

Synchronise with NTP Source
1. Select a Total Recall VR:

& Total Recall VR Remote Manage;’

File Help
2D
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Note that you can only selecTatal Recall VRif the connection icon iS2.

If the icon &: &, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Tim®ate tab:

éﬁ Total Recall VR Remote Manager EE

File Help
i flced [October 9,2012 1:59:23 FM |
TRWR Configuration | Event Lag
¥ TRYR - emil N
EI) R Sydney ' éaf Update TRVR Configuration

Signalli i Internal Dial Plan | archive | ROD Agents | Pex | Shwp
General | TimeDate | Call | Network | Extensions | License | Analog | YoIP | ISDN

Time and Date
[]set Time
Date 09 Oct 2012
Tirme 12 .54 |55 P =

Synchronise with Metwork Clock

NTP Address 1 192 163 =20 =00
MTP Address 2 i} o o o
Time Zone
Time Zone Area: | Australia -
Time Zone City: :Sydney v:
Restore Previous ] ’ Apply ]

3. Tick Synchronise with Network Clock
4. SetNTP Address 1o the IP address of the primary NTP server.
5. Optionally, seNTP Address 2o the IP address af secondary NTP server.

DO NOT use the same IP address for both NTP servers. If you o
have one NTP server, 8TP Address bnly and leaveNTP
Address 20 0.0.0.0.

6. SetTime Zone AreaandTime Zone Cityas desired.

7. SelectApply to start the NTP client which will connect to tHéNTP
server for the first time.

If you get an error, then there is a networking problem between the Total
Recall VR and theSINTP server. You must correct the problem before
attempting the configuran again.

The change is immediate. The system will synchronise its date and time to that of the
1'NTP server immediately. This may resuli@isubstantial oneff time shift. Then,
the system will continue to synchronise its time with the NTP servamsgomar basis
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which may result in minute time shifts that do not affect the operation of Total Recall
VR.

11.2.3. License Keys

Total Recall VR uses license keys to control access to certain features of the system.
The following keys exist:

1. Channel Key. It controls the number of VoIP and ISDN recording channels.
Analogue channels do not require a license key because they use a physical
hardwarevhich must be installed in the system in order to activate analogue
recording channels.

2. Feature Keylt controls access to the following features:
a. Extension Policies,
b. Signalling Mapping,
c. Internal Dial Plan,
d. SMDR Parsing,
e. SNMP Alarms,
f. Network Archiving and
g. RoD Agents.

A third key, known as Hardware Key, which is unique to every Total Recall VR
sysem, is used to generate the Channel and FeatureA®gstesult, the Channel

and Feature keys are also unique and cannot be transferred from one Total Recall VR
to another

Both the Channel and Feature key can be either perpetual or time liRetedie
Maangemisplays this attribute for each of the keys. Time limited keys automatically
deactivate features at the expiry date. As a result, the behaviours of the system will
automatically change on the expiry date; for example, VolIP calls will no longer be
recorded or Network Archiving will simply stop working.

Generally, license keys are applied to systems in the factory. However, there are
cases when users need to enter new license keys. For example, when changing the
number of ISDN or VoIP recording chaels, or when replacing any of the electronic
components in the system.

The Hardware Key is calculated by Total Recall VR from identifie
associated with various electronic components in the system. If y

replace any of the following, then the systeitht have a new
hardware key: motherboard, CPU, disk drive and-badrd.

The new Hardware Key will render the Channel and License key
invalid.
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All changes to the license keys start with the Hardware Key. It is not possible to
manually change thieardware key; however, it is required to generate new Channel
and Feature keys.

View the Hardware Key

1. Select a Total Recall VR:

Total Recall VR Remote Ma

File Help
b3l

TRYR Configuration

Note that you can only selecTatal Recall VRif the connection icon 2.

If the icon is:&, then Remote Manager is radile to connect to the Total
Recall VR.

2. Navigate to the License tab:

| & Total Recall VR Remote Manager
File Help

R LR [ October 9, 2012 2:08:09 PM |
| monitor | Playback Calls| TRVR Configuration | Event Log|

E5 TRVR - emil \

[ E 0 ﬂ‘ﬁi Update TRVR Configuration

TRVR Perth
Signalling Mapping | Internal DialPlan | archive | Roo pex | stve |
Gereral | TimeDate | call | Nstwork | Extensions | Lkemse | analog | volP | 1sow
Hardware Key
FSFA RAUB DAAA

Channel License
Licensa Key | 4885

Status “alid
Expiry Date  Mewver

- | 2962 - 7791 = 1111 - (1119

Extension Folicies ‘fes SHMP Integration'fes
Signalling Mapping'as Matwork Archive Yes
Internal Dial Plan “es RoD Agents Yies
SMDR. Parsing Yies

Restors Previous | [ apply |
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The License tab shows the unique Hardware Key as 3 groups of 4 characters. For
example: FSFARAUB-DAAA on the previous screen capture.

expect to receive the 3 groups of 4 characters as shown on the

If we ask you to tell us the Hardware Kefyyour system, then we
Hardware Key dialog on your system from you.

The Channel and Feature license keys comprise of six groups of 4 digit numbers. For
example: 488818952552555555581828.

When we give you a Channel or a Feature license key, then we \

give you six groups of 4 digits each for each of the keys. You mu
enter each group of digits exactly as received from us using the

embedded GUI and by following one of the subsegyrocedures.

You can modify both the Channel and Feature key at the same time, or individually
from the License tab.

Modify License Keys
1. Select a Total Recall VR:

& Total Recall VR Remote Manage,
File Help
Y -

Playback Calls | TRYR Configuration
E_L) TRR il ﬁ

Ge

I
r

Note that you can only seleciTatal Recall VRif the connection icon iS2.

If the icon is’&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the License tab:
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i File Help
R LR

2 Total Recall VR Remote Manager

||| Monitor | Playback Calls| TRVR Configuration | Event Log

| October 9, 2012 2:12:13 PM |

=5 TRVR - emil

- de;
= TRVE Perth

L)
0 ﬂ‘ai‘ Update TRVR Configuration

Signalling Mapping

Internal Dial Plan | Archive | RoD agents | pex | swve |

| General | TimsDate | call | Metwork | Extensions | Lkerse | analog | volp | 1son

Hardware Key
FSFA RAUB DAAA

Channel License
Licerse Key | i

Status “alid
Expiry Date  Mewver

Feature Licensa
Licersa key | 5991

Status Valid
Expiry Datehever

Extension Polickes ‘Yes
Signalling Mapping'es
Internal Dial Plan “es RoD Agents Yies
SMDR. Parsing Yies

- 4895 - 2552 | - (5555 | - |SSSB - 1828

ISDN Channels 60
WolP Channels 60

- | 3963 - 7191 - | 1111 - 1119 - 4983

SNMP Integration''es
MNetwork Archive ‘es

| Restors Previous | | apply |

3. Enter each of the 6 groups of 4 digits individually for each of the keys.

4. SelectApply to update the license keys of the system.

The chage is immediate. The system will validate the keysiamalid it will
activatedeactivate recording channels and features according to the information

stored in the keys.

11.2.4. Remote Manager Interface

Total Recall VR provides a Java RMI based interfacegalkemote Manager
Interface) that allows client applications, such as Remote Manager, RoD Client and
Supervisor Client, to manage and control it.

This interface depends on a TCP/IP network to connect clients and Total Recall VR
systems. The network can egher an enterprise LAN or a dialup link.

Avoid using dialup links. This feature is will be removed in near

future.

In most cases the network will be an enterprise LAN.

The Total Recall VR Classic Desktop model has a single LAN interface: LAN 1.
a result, this interface must be used for connection to an enterprise LAN.
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All other models have two LAN interfaces: LAN 1 and LAN 2. It is recommended to
configure the LAN 1 interface for connection to an enterprise LAN.

See sectiod1.2.1Network Configuratiorfor details on how to
: configure the network interfaces.

To configure the Remote Manager Interface to accept client connections over an
enterprise LAN:

Configure the Remote Manager Interface for LAN Access
1. Select a Total Recall VR:

& Total Recall VR Remote Manager .

File Help
L3 0%
Playback Calls | TRYR Configuration

Note that you can only seleciTatal Recall VRif the connection icon iS2.
If the icon is: &, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Network tab:
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& Total Recall VR Remote Manager - =R X

File Help
0D ((January 14, 2013 12:13:24 FM |

Playback Calls| TRYR Configuration | Event Log

[ TRYR - emil \
...... =y " éaf Update TRVR Configuration

&, TRYR Perth

Signalling Mapping | InfernalDialPlan | archive | ROD agents | PEx | Stwp
General | Tire Date | Call | Metwark | Extensions | License | Analog | YoIP | ISDN
Netwark Interfaces

Default Gateway 102 .| 168 .| 120 1

MNare Server (DNS) 192 | 188 = | 200

Host Mame : trvr-100.tsh.prolancer. com.au
Connector IP Address Metrmask YLAMN Id Usage
LAM 1 [192.168.130.100 [255.255.255.0 | [Rra1
LAM 2 [192.188.2.100  [255.255.255.0 | [valP

Remote Manager Interface Settings

IP Address _192.168.130.100 v |

Port Base : 10010

Host Mame : trvr-100.tsn.prolancer.com.au

Max Session & v |

Session Duration (Hours): 2 x|
I Restore Previous ‘ I Apply ‘

SelectlP Address Choose the IP address that is assigned to the LAN 1 or
LAN 2 interface depending on which network you wish to uselfent
connections.

You must choose the IP address that is assigned to the LAN 1 interface if
your Total Recall VR is a Classic Desktop

EnterPort Base Clients need both the IP address and the base port in order
to connect to the Total Recall VR

Optiondly, enterHost Name This can be different to the hostname that is
assigned to the Total Recall VR; however, it must have a DNS mapping to
one of the IP addresses that are assigned to the Total Recall VR LAN
interfaces.

SetMax Sessiongo the maximumumber (between &nd 99) of clients
that are allowed to connect at the same time.

Each client connection requires system resources. The more clients connect
at the same time, the less system resources can be dedicated to recording.

SetSession Duratiorto the maximum duration (between 30 minutes and 2
hours and 30 minutes in 30 minute increments) of each session. Total Recall
VR will automatically end active sessions after this period forcing clients to
re-connect if they wish to continue to interacthwit.

SelectApply to restart the interface which will start accepting connections
from clients on the specified IP address and port.

Page97 of 151



Total Recall VR Remote Manager

The change is immediate. The system will close all active connections from clients,
re-start itself and start acceptingnnections from clients on the specified IP address
and port.

Your instance of Remote Manager will automaticallzomnecto the Remote
Manager Interface with the new configuration.

However, you must manually update connections on all other
instance of Remote Manager on your network as well as connec
for otherRemote Managarsers of your instance of Remote

Manager.

11.2.5. Recorder ID

Every Total Recall VR can be assigned an ID which is a number between 1 and 999
inclusive. The default value of the ID is 1.

m If you have only one Total Recall VR, then you can leave the ID ¢
to its default value. You may skip this section.

Total Recall VR uses its ID as a watermark when creating recordings and archives of
recordings.

If you have multiple Total Recall VRs, then it is mandatory to ass
& a different ID to each.

You risk data loss and corrupt archives if you do not.

To changehe ID of a Total Recall VR:

Change the Recorder ID
1. Select a Total Recall VR:
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Total Recall VR Remote Manage!

File Help
L3 %D
Playback Calls| TRYR Configuration

Note that you can only selecfatal recall VRIif the connection icon EY
If the icon is: &, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigateto the General tab:

. Total Recall VR Remote Manage

File Help
3R [October 8, 2012 2:25:07 FM |

Playback Calls | TRYR Configuration | Event Log

P TRYVR - emil

ﬁ Update TRVR Configuration

ing Mappin Internal Dial Plan | Archive | ROD Agents | Pex | Stmp
Gereral | TimeDate | call | Metwork | Extensions | License | anaing [ volr | 1soM

Recorder ID 1|

User Credentials

Administrator Password
User Password

Session Settings
Enable Timeout
Idle Tirmout {min)

Recent Calls Settings

Update Period (secs)
Records to Show

’ Restore Previous ” Apply ]

3. SetRecorder IDto a value between 1 and 999 (inclusive).
4. SelectApply.

The change is immediate. Total Recall VR will start using the new ID immediately.
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11.3. Recording

The audio recorder has comprehensive configuration optionerbedded GUI makes
provision for the management of most of them including:

1. Analogue Settings: analogue recording channel configuration.

2. ISDN Settings: ISDN recording channel configuration.

3. VolIP Settings: VoIP recording channel configuration.

4.

5. Extension Settings: global recording policy and extensions recording
policies (basic configuration only, some limitations apply)

Call Settingsgeneral recorder configuration.

However, management of some configuration is only possible with Remote Manager.
This includes:

1. Extension Settings: extension recording policies (advanced configuration).

2.
3.
4.

Signalling Mapping: signalling mapping rules.
Internal Dial Plan: internal dial plan rules.

PBX Integration: SMDR processing configuration.

Total Recall VR uses the Signalling Mapg and Internal Dial Plan configuration to
classify numbers, which it detects in signalling messages when recording telephone
calls, as Total Recall VR Extensions (see se@idnlExtension

11.3.1. Analogue Settings

Total Recall VR may be equipped with analogue recording channels, which are
capable of capturing audio from diffeteanalogue sources and analogue telephone
lines.

The default configuration for all analogue recording channels is:
Recording trigger: VOX level 4, signal lev&@2dBm (19.5mV).
Beep tone: disabled (off).

= =/ =4

DTMF tone detection: enabled (on).
1 Channel extensiomone.

To change the configuration of the analogue recording channels:
Configure Analogue Recording Channels

1. Select a Total Recall VR:

& Total Recall VR Remote Manager]

File Help
i3l d

Manitar | Playback Calls| TRYR Configuration
D Tre "
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2.

5.

Note that you can only selecTatal Recall VRif the connection icon iS2.
If the icon is:&, then Remote Managey not able to connect to the Total
Recall VR.

Navigate to thé\naloguetab:
[ & Total Recall VR Remote Manager é‘@ﬁ

File Help
bl ((January 14, 2013 12:43:36 FM |
Playback Calls| TRYR Configuration | Event Log
&Y TRVR - emil \ .
. TRvE " ﬁ Update TRVR Configuration
&, TRYR Perth
Signalling Mapping | Internal Dial Plan | archive | ROD soents | peac [ s | ||
General | Time Date | Call | Metwork | Exftensions | Licanse | Analog | olP | ISCH
Analog Channel Settings
Channel Trigger Type Beep Level OTMF Extension
1 Off-Hook 4 High Yes 2001 -
2 Off-Hook 4 High es 2002 - 1
3 OffHook 4 High Yes 5003 |
4 Off-Hook 4 High Yes 2004
=] WOH 4 Off Mo
B VO 4 Off Mo 1
7 WOH 4 Off Mo =
s VOX 4 oOff Mo I
9 Off Off Yes
10 Off Off Yes
11 Off Off Yes
| 12 Off Off Yes
13 Off Off Yes .
i 14 Off Off Yes
15 Off Off Yes
16 Off Off Yes
17 Off Off Yes
18 Off Off Yes
19 Off Off Yes
20 Off Off Yes -
’ Restore Previous ] ’ Apply ]
L b e IJ

Select the row that shows data for the channel that you wish to change

Double click on the rovo display the Channel Settings dialog:

£ Edit Channel Settinﬁ‘ =

Channel 4

Trigger Type :DfF-HDDk 4

Beep Level | Off

DTMF

Extension 2004

Apply All |:|

’ OK ” Cancel ]

To define the type of event that trgyg (start/stop) recording on the
analogue recording channel, sel€agger.

Select an OfHook level if you wish to use DC voltage change as a
recording trigger. When a telephone line is connected to the channel, typical
onhook voltage is above 42V and 4fbok voltage is below 15V.
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Recording starts when the DC voltage on the timt is connected to the
recording channel becomes lower than the one set by tHdddK level. It
stops when the DC voltage on the line becomes higher than the set Off
Hook level.

Trigger DC Voltage
Off-Hook 1 5V
Off-Hook 2 10V
Off-Hook 3 16.5V
Off-Hook 4 20V
Off-Hook 5 25V
Off-Hook 6 30V

Select a VOX level if you wish to use signal level as a recording trigger.
Recording starts when the level of the signal on the line that is connected to
the recording channel is above the level set by the VOX level. It stops when
the signal level is belothe VOX level, but after a user configurable grace
period: se&/OX Timeoutin section11.3.4Call Settings

Trigger Signal Level

VOX 1 -20dBm (77.5mV)
VOX 2 -24dBm (48.9mV)
VOX 3 -28dBm (30.8mV)
VOX 4 -32dBm (19.5mV)
VOX 5 -36dBm (12.3mV)
VOX 6 -40dBm (7.75mV)

Select Manual if you wish tallow third party applications to control
recording over the Total Recall VIRemote Manager Interfacs the
channel.

Finally, if you do not connect a signal or telephone line to the recording
channel, then select Off.

. To enable the generation of recordiveep (pip tone3elect Low (quiet;
30dBm), Medium {24dBm) or High (loud;18dBm)asvalue forBeep
otherwise leave it to its default value Off.

If enabled, Total Recall VR will generate a short beep tone every 15 seconds
on the line. The tone will beglard by all parties that are connected by the
line.
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7. Optionally,un-tick Detect DTMFto disable DTMF tone detection on the
channel.

Total Recall VR detects DTMF tones by default on all recording channels,
including the analogue recording channels. Howexar,may use analogue
channels to record analogue signal from sources other than analogue
telephone lines. Such sources may not carry DTMF tones, but may contain
frequencies that resemble DTMF tones which Total Recall VR will
(incorrectly) interpret as DTMEones.

8. Optionally, enteExtension

The valuecan bgust digits, for example: 200br any free text value pf
example: Tanyads Phone.

Tot al Recall VR wuses this value as
identifier for source of recordings tharte captured on the channel. Any
number information in the call signalling will override this value when
recording calls on analogue telephone lines

9. Optionally, tickApply All to record the same settings for all analogue
recording channels.

10. SelectOK. Remote Manager does not actually update the configuration of
the Total RecalV/R at this stage. It only remembers the new parameters.

11.Repeat steps 2 to 8 for other recording channels.
12.SelectApply to update the configuration of the Total Recall VR.

13. Alternatively, selecRestore Previoudo discard all changes.

If you change the configuration while recording, then all active
recordings on all analogue channels will terminate when you sele

Apply in step 12.

New recordings will start based on the new aunfation for the
analogue channels.

11.3.2. ISDN Settings

Total Recall VR may be equipped with ISDN recording channels, which are capable
of capturing signalling and audio on ISDN PRI links.

m Use a Channel (license) Key to activate ISDN recording channel:
sectionll1.2.3License Keys
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Unlike analogue channels, it is not possible to configure ISDN recording channels
individually. Instead the configuration captures the configuration of the ISDN PRI
links that are tapped by Total Recall VR.

links. They are allocated dynamically to calls on all ISDN PRI link

ISDN recordingchannels DO NOT map to B channels on ISDN P!
on firstcome, firstserved basis.

Total Recall VR can tap both E1 and T1 links. The default configuration for each
type of link is:

E1Link T1 Link
Line Frame CRC4 ESF
Line Code HDB3 B8ZS
Protocol EurolSDN E1 National ISDN 2
D Channel 16 24
B Channels 30 23
Dial Plan National National
Local Dial Plan | National National
Country Code Australia USA

for that link on the PBX.

The configuration for each ISDIhk should reflect the configuratiol

Configure ISDN Links

1. Select a Total Recall VR:

To change the configuration of the ISDN links and recording channels:
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Total Recall VR Remote Manage.

File Help
L3 %D
Playback Calls| TRYR Configuration

-

Note that you can only selecatal Recall VRif the connection icon iS2.
If the icon is:&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the ISDN tab:
Total Recall VR Remote Manage gm

File Help |
b3l [[October 9,2012 2:53:27 PM | |

Playback Calls | TRYR Configuration | Event Log

TRYR. - ermil 1
: ” ' ﬂ Update TRWYR Configuration

Signalling Mapping Internal Dial Plan | Archive | ROD Agents | Pax | s |
General | Time Date | Call | Network | Extensions | License | Analog | YoIP | ISDN
Links

Lirk Interface Parts

2 E1 30B+10(16)

Link Parameters

Line Interface E1 v
D-Channel Port 16

B Channels 30

Line Code \HDEZ - |
Line Frame \CRC4 - |
Protocol \EurcISDN E1 - |
Dial Plan Mational v
Local Dial Plan Mational - |
Country Code \Australia > |

[ | Trace signalling

’ Restore Previous ” Apply ]

3. Select the link that you wish to configure

4. Select values for various parameters so that they match the catibguor
the ISDN link on the PBX.

5. Optionally, tickSignalling Tracing.

If you enable signalling tracing, then Total Recall VR will write all ISDN
signalling messages that it detects on the link in the log. You can examine
the logs and view the contewitthe messages with on the Event Log tab.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal operation. It will severely reduce the recording capacity of
the system.

6. Repeat steps 2 to 3 for other links.
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7. SelectApply to update the configuration of the Total Recall VR.

8. Alternatively, selecRestore Previougo discard all changes.

If you change the configuration while recording, then all active
recordings on all ISDN recording channels will terminate when yc

sele¢ OK on the ISDN Provider Settings dialog.

New recordings will start based on the new configuration for the
ISDN links and channels.

11.3.3. VoIP Settings

Total Recall VR may be equipped with VolIP recording channels, which are capable
of detecting and collecting SIF,323 andRTP packets on IP networks.

m Use a Channel (license) Key to activate VolIP recording channels
sectionl1.2.3License Keys

Unlike analogue channels, it is not possible tdfigome VolP recording channels
individually. Instead the configuration captures the configuration of VolP packet
collector which is an integral part of every Total Recall VR.

allocateddynamically to SIP sessions and/or H.323 calls on-first

VolIP recording channels are virtual (ephemeral) channels. They
come, firstserved basis.

By default, the VoIP packet collector detects SIP sessions on the network that is
connected to the LAN 2 interfacdt ignores all H.323 calls.

To change the configuram of the VoIP packet collector and recording channels:
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Configure the Local VolP Packet Collector
1. Select a Total Recall VR:

Total Recall VR Remote Manage.

i File Help

HEY T

|

| Flayhack Calls | TRYR Configuration

| =

Note that you can only selecTatal Recall VRif the connection icon 2.
If the icon is:&, then Remote Manager is ndli@to connect to the Total

Recall VR.
2. Navigate to the VolP tab:

Total Recall VR Remote Manage
i File Help

=SS

b3l
|
| Playback Calls | TRYR Configuration | Event Log

[ October 9, 2012 2:59:19 PM |

[ TRVR - ermil 1 .
=y = " &a Update TRVR Configuration

e TRYR Perth
Signalling Mapping
General | Tirne Date

Internal Dial Plan

| archive | RoD agents | pex | swmp

Proxies / Gateways

Call | Metwork | Extensions | License | Analog | volP | ISDN
YoIP Parameters
Signalling Type £ v
Limit Calls To (mins) | 120 -]

[] Trace signaliing

IP Address

Traffic Collector Settings

Connection Type
L&M Connector

Total Recall YR IP Address

Total Recall YR Port

Add
| —
Local -
LaN 2 -
192.168.3.100 -
10020
Restore Previous ] ’ Apply ]

3. SelectSignalling Type

There are two options: SIP or H.323. Choose the option that matches the

signalling protocol that is used gour network.

4. SelectLimit Calls To. It specifies thabsolute maximum duration of VolP

calls on your network.

Total Recall VR will automatically stop recording VolP calls when their
duration reaches the time specified by this setting. This prevents recording

of calls of infinite length if for whatever reasbnh e

message is not detected by Total Recall VR.

fend of c al

Pagel07of 151



Total Recall VR Remote Manager

5. Optionally, tickSignalling Tracing.

If you enable signalling tracing, then Total Recall VR will write all SIP and
H.323 signalling messages that it detects on the network ingh¥dw can
examine the logs and view the content of the messages with Total Recall VR
Remote Manager.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal operation. It will severely reduce the recording capacity of
the systen.

6. LeaveConnector Typesetto Local.

7. SelectLAN Connector This is the LAN connector which will be used for
VolIP call recording.

You must select LAN 1 if your Total Recall VR is a Classic Desktop.

We recommend you use LAN 2 on all other models for \@a@lPrecording.
This leaves LAN 1 for connection to the enterprise LAN.

8. SelectApply to update the configuration of the Total Recall VR system.

9. Alternatively, selecRestore Previoudo discard all changes.

If you change the configuration while recording, then all active
recordings on all VoIP recording channels will terminate when yo

selectApply during step 8

New recordings will start based on the new configuration for the
VolIP packet collector and chagis.

If you are using a Total Recall VR Traffic Collector, then you must configure Total
Recall VR to accept VolIP packets from the Traffic Collector instead of using the
embedded VoIP packet collector.

Traffic Collectors can send packets that thelfect from networks using the TCP of
UDP protocol. TCP is the recommended protocol as it guarantees the delivery of
packets.

Configure a Remote VolP Packet Collector
1. Select a Total Recall VR:
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Total Recall VR Remote Manage.

i File Help

Y T

|

| Flayhack Calls | TRYR Configuration

B TRr=g

Note that you can only selecatal Recall VRif the canection icon isE.
If the icon is:&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the VolP tab:

Total Recall VR Remote Manage EE
|File Help
U L [October 9,2012 3:03:22 FM |
i; TRWR Configuration | Event Lag
E?..TRVR cul : &a Update TRYR Configuration

Signalling Mapping Internal Dial Plan | archive | ROD agents | Pex [ shwp
General | Time Date | Call | Network | Extensions | License | Analog | volP | ISDN

YoIP Parameters
Signalling Type :SIP v:
Limit Calls To (mins) | 120 v
[] Trace signaliing

Proxies / Gateways

IP Address add

Traffic Collector Settings

Connection Type .'Remote - TCP -
L&M Connector LaM 2 -
Total Recall VR P Address | 192.168.3.100 -
Total Recall YR Port 10020
Restore Previous ] ’ Apply ]

3. SelectSignalling Type

There are two options: SIP or H.323. Choose the option that matches the
signalling protocol thais used on the network.

4. SelectLimit Calls To. It specifies the absolute maximum duration of VolP
calls on your network.

Total Recall VR will automatically stop recording VolIP calls when their
duration reaches the time specified by this setting. This ptevecording

of calls of infinite Il ength 1 f for
message is not detected by Total Recall VR.

5. Optionally, tickSignalling Tracing.
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If you enable signalling tracing, then Total Recall VR will write all SIP and
H.323 signalling messages that it detects on the network in the log. You can
examine the logs and view the content of the messages with Total Recall VR
Remote Manager.

This feature is only intended for troubleshooting. DO NOT leave it on
during normal opeation. It will severely reduce the recording capacity of
the system.

6. SelectConnector TypeChoose:

1 Remotei TCP: (recommended) to use the TCP protocol for packet
delivery.

1 Remotei UDP: to use the UDP protocol for packet delivery.
7. SelectTotal Recall VRIP Address

This is either the IP address that is assigned to the LAN 1 interface or the IP
address assigned to the LAN 2 interface.

You must select the IP addrahat isassigned to the LAN 1 interface if
your Total Recall VR is a Classic Desktop.

We recommend you use the IP address assigned to the LAN 2 interface on
all other models for VolP call recording. This leaves LAN 1 for connection
to the enterprise LAN

8. EnterTotal Recall VR Port

This is the TCP or UDP port that Total Recall VR will use teeptc
connections from Traffic Collectors.

9. SelectApply to update the configuration of the Total Recall VR.

10. Alternatively, selecRestore Previougo discard all changes.

If you change the configuration while recording, then all active
recordings on aN/olP recording channels will terminate when you

selectApply during step 8.

New recordings will start based on the new configuration for the
VoIP packet collector and channels.

When Total Recall VR is using 30 or more VoIP recording channels aate

time, i.e. recording 30 or more VolIP calls at the same time, then its performance can
improve dramatically if it knows the IP address of SIP server and media gateways
that exist on the network.
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Add IP Address of a Call Server
1. Select a Total Recall VR

Total Recall VR Remote Manage!

File Help
b3l
= —

TRYR Configuration

-

Note that you can only selecTatal Recall VRif the connection icon 2.
If the icon is:&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the VolP tab:

File Help
3R [October 8, 2012 3:08:27 FM |

ﬂ Update TRYR Configuration

Signalling Mapping Internal Dial Plan | archive | ROD agents | Pex [ snwp
General | Time Date | Call | Network | Extensions | License | Analog | volP | ISDN

WoIP Parameters

Signalling Type s
Lirmit Calls To (minsy | 120

[] Trace signaliing

Proxies / Gateways

IP Address Add
192.168.130.2

Traffic Collector Settings

Connection Type .'Remote - TCP

L&M Connector LaM 2
Total Recall VR IP Address .192.168.3.100
Total Recall YR Port 10020

[ Restore Previous ” Apply ]

3. SelectAdd to display the Add Proxy/Gateway dialog:

=5+ Add Proxy / Gatewa i

Proxy/Gateway [P Address | 102 || (168 |, 120 . |3

’ Ok ” Cancel ]

4. EnterProxy/Gateway IP Address
5. SelectOK.
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6. SelectApply to update the configuration of the Total Recall VR.
7. Alternatively, selecRestore Previougo discard all changes.

If you wish to remove an IP address for a call server simply select the IP address and
then selecRemove

If you change the configuration while recording, then all active
recordings on all VoIP recording channels will terminate when yo

selectOK on the VolIP Provider Settings dialog.

New recordings will start based on the new configuration for the
VoIP packet collector and channels.

11.3.4.Call Settings
This is a group of general recording configuration parameters.

Update Call Settings
1. Select a TotaRecall VR:

& Total Recall VR Remote Manage,
File Help

30 ed
Playback Calls | TRYR Configuration

i o)
I ——

Note that you can only selecTatal Recall VRif the connection icon iS2.
If the icon is’&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Call tab:
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& Total Recall VR Remote Manager gm

File Help
i flced [October 9,2012 3:17:05 FM |

Playback Calls | TRYR Configuration | Event Log

4

' éaf Update TRWYR Configuration

Signalling Mappin rnal Dial Plan | archive | ROD agents | Pex | snwp
General | TimeDate | Call | Metwork | Extensions | License | Analog | walP | 150D

Disable Compression ]
Min Recording Lengthisec) 0
Mai Recording Length(rmin 60
Mane Call Lifetime (months) 0
WO Timeout 15

Start Time [ 08:30:00 ]
End Time [ 19:00:00 ]
’ Restore Previous ] ’ Apply ]

3. Tick Disable Compressioif you wish to disable compression of VoIP and
ISDN call recordings.

Total Recall VR automatically compresses recordings of VolP and ISDN
calls toSPEEX Q8, 8000Hz, 15Kbps, mofarmat. This flag, if selected,
instruct Total Recall VR to keep recordingsvIP and ISDN calls in the
G.711 Alaw, 8000Hz, 64Kbps, momr G. 7 Xldw, 800Hz, 64Kbps,
mono.

This setting has no effect on recordings created on analogue recording
channels which are automatically compressed tt1tQ¥Q, 8000Hz,
7.9Kbps, mondorma.

4. EnterMin. Recording Length The value must be less than 20 seconds and
it can be O.

Total Recall VR automatically discards recordings that are shorter than the
duration specified by this parameter. A special value, 0 secmstisicts
Total Recall VRto keep all recordings irrespective of their length.

This parameter is useful if you wish to eliminate short phantom recordings
which are created by noise on the line when recording analogue sources and
using VOX (signal level) as a recording trigger.

5. SekctMax. Recording Length The value must be between 1 and 150
minutes (inclusive).

Total Recall VR can create recordings of virtually any duration. However,
this creates problems with file sizes. To avoid problems with file sizes, Total
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Recall VR automatially rolls over recordings to another file when
recordings reach the duration specified by this parameter.

Recordings that are rolled over are mar |

6. SelectMax. Call Lifetime. The value must be 24 months or less and it can
be Q

Total Reall VR automatically discards (deletes) old recordings when the
disk becomes full to free space for new recordings. This ensures continuous
operation.

This parameter, when set to value other than 0, tells Total Recall VR the age
of recordings that can bafely removed from the system even if the disk is
not full.

7. SelectVYOX Timeout The value must be between 2 and 15 seconds
(inclusive).

This parameter applies only to analogue recording channels that use VOX
level as recording trigger.

Thisparameted e f i nes the period of o6quiet ti me
above the level set for the analogue channel) during recording which must
pass before Total Recall VR stops recording on the channel.

8. Optionally, tickRecording Periodf you wish to record oyl between
certain times. Set the start and stop time as well.

9. SelectApply to update the configuration of the Total Recall VR.

10. Alternatively, selecRestore Previougo discard all changes

If you change th& OX Timeoutwhile recording, then all active
recordings on all analogue recording channels will terminate whe
you selecOK. New recordings will start based on the new

configuration for the analogue recording channels.

If an analogue recording channel Aagyger set to a VOX level:

1. The interval between calls must exceed the valMOof Timeout

If a new call starts within the timeout on the same channel, then”
Recall VR assumes it is the continuation of the current recording
which is in progresslhe audio of both calls will appear in the sam
recording.

2. If a call is put on hold without music on hold, then recording wi
terminate after the period specified WX Timeout Total Recall
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VR will start a new recording when the call recommences.

11.3.5. Signalling Mapping

Section2.4.1Extensiongexplains the concept of TotRecall VR Extensions. In
addition it explains how Total Recall Vilses its configuration to classify identifiers
for the source and the destination of recordings as Total Recall VR Extensions.

Signalling mapping configuration plays an important role enflocess. Total Recall

VR uses this configuration to convert Total Recall VR Raw identifiers to Total Recall
VR Mapped identifiers in the process of classifying identifiers as Total Recall VR
Extensions.

Signalling Mapping configuration is basically aleation ofmappingrules.The
mapping rules specify how to convert Raw identifiers to Mapped identifiers. For
example, a mapping rule can convert the Raw identifier
fisip:ext200@myenterprise.cam t o Mapped i

denti fier nE X1

Each mapping rule hawt parameters:
1. Matching expression.
2. Replacement value.

Matching expressions are regular expressidonsal Recall VR compares Raw
identifiers to matcimg expressions and if it finds a match, then it uses the
replacement value as a Mapped identifier.

9;5 Regular expressions basic syntax reference:
: http://docs.oracle.com/javase/tutorial/essential/regex/

For example:
Match Expression Replacement | Raw Identifier Mapped
Value Identifier
61298762100 100 61298762100 100
61298762101 Tanyabs 61298762101 Tanyaods K
612987621@ 612987621@
61298762[0-9]{3}) Extension $1 61298762101 Extension 101
61298762229 Extensior229
4456789999 4456789999
sip:ext([0-9{2) @.* $1 sip:ext76@mysip.com | 76
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4456789999 4456789999

Sip:90@mysip.com Sip:90@mysip.com

sp:([r@M@.* $1 sip:igor@sipco.com igor
sip:90@mysip.com 90
192.168.130.100:700{9] | PA Speaker 192.168.130.100:7000 | PA Speaker

192.168.130.100:7008 | PA Speaker

If a Raw identifier does not match any of the match expression, then its Mapped
value is the same as the Raw value.

To create signalling mappingles:

Create Signalling Mapping Rules
1. Select a Total Recall VR:

& Total Recall VR Remote Manager .

File Help
i3l d

Playback Calls | TRYR Configuration

B TR

I =

Note that you can only selecTatal Recall VRIif the connection icon iS2.

If the icon is‘&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Signalling Mapping tab:
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<5 Total Recall VR Remote Manage

'|Fi|e Help
N & =0 e [ October 10, 2012 11:58:40 AM |
| MonimrlPIayback Calls | TRYR Configuration | Event Log
TRYR - emil N
- TRVR Sydney " &a Update TRYR Configuration
i TRYR Perth
i Call | Metwork I Extensions I License I Analog I YoIP I ISON
Signalling Mapping Internal Dial Flan | archive | RoD Agents | Pex | sve
Mapping
Match Expression Replacermant Add
612957652100 100
61298762101 Tanya's Phone
£1208762([0-013) Extension §1
sipext((0-9H2h@. * t1
Test Mapping
Test Raw ID
Test
Mapped ID
’ Restore Previous ” Apply ]

3. SelectAdd to display the Signalling Mapping dialog:
&5 Add Signalling Mappia ‘M

Match Exprassion | sip:([~@]*x@.*

Replacerment $1

[

4. EnterMatch ExpressiomandRepla@mentvalue.

SelectOK. Remote Manager does not actually update the configuration of
the Total Recall VR at this stage. It only remembers the new parameters.

6. Optionally test the rule. Entd@rest Raw IDand then selediestto display
the Mappedd asdetermined by Total Recall VR.

7. Repeat steps 3 Hto add more mapping rules.
8. SelectApply to update the configuration of the Total Recall VR.

9. Alternatively, selecRestore Previoudo discard all changes

The change is immediate. The rules will applyrirthe next recording on the system.
All recordings in progress will use the old rules.
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11.3.6. Internal Dial Plan

Section2.4.1Extensiongexplains the concept of Total Recall VR Extensions. In
addition it explains how Total Recall Vilses its configuration to classify identifiers
for the source and the destination of recordingEctal Recall VR Extensions.

Internal dial plan configuration plays an important role in the process. Total Recall
VR attempts to match Mapped identifiers to matching rules that are present in the
internal dial plan configuration and if, and only if, itd&a rule that matches a
Mapped identifier, then it classifies that identifier as a Total Recall VR Extension.

Internal dial plan configuration is basically a collection of matching expressions
which are regular expressioi®tal Recall VR compares Mappetentifiers to
matching expressions aifdt finds a rule that matches a Mapped identifier, then it
classifies that identifier as a Total Recall VR Extension.

QS Regular expressions basic syntax reference:
http://docs.oracle.com/javase/tutorial/essential/regex/

For example:

Match Expression = Mapped Identifier | Match?

[0-9K3} 100 yes

Extension 101 no

Tanyabds Ph| Tanyads Phdyes

Any other value no
Extension0-9]{3} Extension 101 yes

Extension 209 yes

4456789999 no

To create internal dial plan rgte

Create Internal Dial Plan Rules
1. Select a Total Recall VR:
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Total Recall VR Remote Manaae.

File Help
L3 %D
Playback Calls| TRYR Configuration

-

Note that you can only selecatal Recall VRif the connection icon iS2.
If the icon is:&, thenRemote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Internal Dial Plan tab:

Total Recall VR Remote Manager [ IE—-

File Help
e A [ October 10,2012 12:32:10 PM |

I Playback Calls| TRYR Configuration | Event Log

TRYR - emil
; [TRR Sydney ﬂ Update TRVR Configuration

TRYR Perth

General Time Date | Ca | INetwork | Extensions I License I Analog I YoIP I ISON

Signalling Mapping Internal Dial Plan | archive | ROD agents | Pex | Stmp

Internal Dial Plan

Internal Rule add

oy

Tanya's Phone

Test Internal Dial Plan
Test Murnber
Test
Internal

’ Restore Previous ” Apply ]

3. SelectAdd to display the Internal Dial Plan Rule dialog:

Z» Add Internal Dial Plan Rule

Internal Rule | Extension [0-91{3}

’ Ok ” Cancel ]

4. EnterInternal Rule.

SelectOK. Remote Manager does not actually update the configuraition
the Total Recall VR at this stage. It only remembers the new parameters.

6. Optionally test the rule. Entdrest Numberand then selediestto display
the result as determined by Total Recall VR.
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The change is immediate. The rules will apply from the next recording on the system.

7. Repeat steps 3 to 6 to add more mapping rules.
8. SelectApply to update the configuration of the Total Recall VR.

9. Alternatively, selecRestore Previougo discard all changes

All recordings in progress will use the old rules.

11.3.7. Extension Settings

Recording policies control the operation of the recorder and determinesthedof
recording.

As sectior2.4.2Recording Policiegxplains, policies can be one of two types:

1 Globali a single system wide policy which applies to recordings from all

audio sources and telephone calls on all recording channels.

Extensioni apply only to recordings from audio sources and telephone calls
which have been assigned Total Recall VR Extension identifiers. These
policies have precedence over the global policy.

The default global policy is:

M

All audio sources and telephonelsaire recorded and recordings are kept
unless instructed otherwise during recording.

Real time monitoring of recordings in progress is allowed.

The use oDTMF key sequencgo control recording is disallowed when
recording telephone calls.

To change thdefault global recording policy:

Change the Global Recording Policy
1. Select a Total Recall VR:

& Total Recall VR Remote Manager]
File Help

L3l d

Manitar | Playback Calls| TRYR Configuration

T =

Note that you can only seleciTatal Recall VRif the connection icon iS2.
If the icon is’&, then Remote Manager is not able to connect to the Total
Recdl VR.

. Navigate to the Extensions tab:
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& Total Recall VR Remote Manager == X
File Help
0D [(January 14, 2013 1:03:45 PM |

Playback Calls| TRYR Configuration | Event Log
- eyt g
- ' éaf Update TRVR Configuration

Signalling Mapping | Internal Dial FI | archive | RoDagents | Pex | stme
Gereral | TimeDate | call | Metwork | Extensions | License | nalng | ware | 1son

‘Recording Policies | yent Policies|

Default Recording Palicy I
Enahble Monitoring
Recording Maode Record by Default -
Enable Phone Keys

Start Recording Phone Key | *11
Stop Recording Phone Key | *22 |

Extension Recording Policies

| Extension Description Manitoring Made Phone Keys
2001 | [Enabled |Record by Default [*7a | *73
l 21[0-9]*2 [Executives Disabled |Record by Default |Disabled |
’ Add ” Edit ” Remave ]
|
’ Restore Previous ] ’ Apply ] I

To enable or disable reeime monitoring of recordings in progress, tick or
un-tick Enable Monitoring

SelectRecordingMode

The value oRecordingMode determins the method of recording which
can be

1 Record by Default: Total Recall VR will automatically record all
audio sources and telephone calls and keep recordings unless
instructed otherwise during recording

T Dondét Record by Default: Tot al R ¢
all audio sources andiggphone calls, but at the end of the recording
it automatically discards recordings unless instructed otherwise
during recording.

1 Add Notes Only: Total Recall VR will automatically record all audio
sources and telephone caParties on calls cannot usd MF key
sequenceto instruct Total Recall VR to discard or keep recordings
recordings are always kept. Same applies to applications which use
the Remote Manager Interface to control recording. However, such
applications can add notes to recordings ogpess.

1 Record Partial Calls: Total Recall VR will record only parts of all
audio sources and telephone calls, as instructed during recording,
and keep all parts concatenated in a single recording.
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1 Disallowed: Total Recall VR will automatically record alldio
sources and telephone calls. Partiesalts cannot usBTMF key
sequenceto instruct Total Recall VR to discard or keep recordings
recordings are always kept. Same applies to applications which use
the Remote Manager Interface to control reauydin addition,
applications cannot add notes to recordings in progress.

5. To enable or deble control of recording vieTMF keysequencedick or
un-tick Enable PhoneKeys.

6. If you tick Enable Phone Keyghen set:

a. Start Recording Phone Ketp the DTMF kg sequence that will start
recording. The sequence can be up to 3 digits long.

b. Stop Recording Phone Kep the DTMF key sequence that will stop
recording. The sequence can be up to 3 digits long.

7. SelectApply to update the configuration of the Total Re&#R.
8. Alternatively, selecRestore Previougo discard all changes.

The change is immediate. Total Recall VR will start using the new default policy
from the next recording. All recordings that are already in progress will not be
affected; the previous dailt policy applies to them.

There are no extension based policies by default. To add a new extension based
policy:

Create Extension Based Recording Policy

1. Select a Total Recall VR:

& Total Recall VR Remote Manager]

File Help
i3l d

Manitar | Playback Calls| TRYR Configuration
D Tre -

Note that you can only seleciTatal Recall VRif the connection icon iS2.
If the icon is: &, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Extensions tab:
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[ |
& Total Recall VR Remote Manager I'IZ* = ﬂ
File Help
0D [(January 14, 2013 1:03:45 PM |
Playback Calls| TRYR Configuration | Event Log
B TRYR - emil 1 .
. = " éaf Update TRVR Configuration
&, TRYR Perth
Signalling Mapping | Internal Dial FI | archive | RoDagents | Pex | stme
Gereral | TimeDate | call | Metwork | Extensions | License | nalng | ware | 1son
‘Recording Policies:| Event Policies|
Default Recording Palicy I
Enahble Monitoring
Recording Maode Record by Default -
Enable Phone Keys
Start Recording Phone Key | *11
Stop Recording Phone Key | *22 |
H
Extension Recording Policies
i Extension Description Manitoring Made Phone Keys
2001 | [Enabled |Record by Default [*7a | *73
Il 21[0-9]*2 [Executives Disabled |Record by Default |Disabled |
[
’ Add ] ’ Edit ] ’ Remave ]
L
’ Restore Previous ] ’ Apply ] I
L - - -

SelectAdd to display the Extension Recording Policy dialog:

' =)

& Add Extension Recording Policy

Extension 2005
Description CEO
Enahble Monitoring

Recording Maode .Record by Default

Start Recording Phone Key | *11

Enable Phone Keys

*2e

)|

Stop Recording Phone Key

[ o

Cancel

EnterExtension

This canbe aspecificTotal Recall VR Extension as determined by Total
Recall VR. Sectior2.4.1Extensionglescribes the process in detail.

Or, it can be a regular expression which matches one or more Total Recall
VR Extension as determined by Total Recall VR. For example-2[{{)
will match extensions 2100 to 2199.

EnterDescription This can bany free text that identifies the policy.

To enable or disable redime monitoring of recordings in progress, tick or

untick Enable Monitoring.
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7. SelectRecordingMode

8. To enable or dable control of recording vieTMF key sequenatick or
un-tick Enable PhoneKeys.

9. If you tick Enable Phone Keyghen set:

a. Start Recording Phone Ketp the DTMF key sequence that will start
recording. The sequence can be up to 3 digits long.

b. Stop Recording Phone Keyp the DTMF key sequence that will stop
recording. Theaquence can be up to 3 digits long.

10. SelectOK. Remote Manager does not actually update the configuration of
the Total Recall VR at this stage. It only remembers the new parameters.

11. SelectApply to update the configuration of the Total Recall VR.
12. Alternatively, selecRestore Previougo discard all changes.

The change is immediate. Total Recall VR will start using the new extension
recording policies from the next recording. All recordings that are already in progress
will not be affected; the previous @eiit or extension policies apply to them.

UseEdit andRemoveto change and delete extension policies.

Note that Total Recall VR can assign two Total Recall VR Extensions to a recording;
one as an identifier for the source of the recording (the cadanty on a call for

example) and another as an identifier for the destination of the recording (the called
party on a call for example).

Conflicts between extension policies are likely in such cases. Total Recall VR deals
with conflicting extensiomecording policies as follows:

1 The settings of the policy witRecordingModeset to OTHER THAN

ORecord Partial Callsd takes precedence
policy with RecordingModes et t o ORecord Partial Call s
For example: ifextensiomo |l i cy A i s set to ORecord by
monitoring disabled, while extension pol

with monitoring enabled, then policy A will apply to the recording
everything will be recorded and monitoring will not be allowed.

1 If RecordingModeis identical, then the policy which allows monitoring takes

precedence.
For exampl e: if extension policy A is s
monitoring disabled, while extension pol

with monitoring eabled, then policy B will apply to the recording
everything will be recorded and monitoring will be allowed.

If anyone in your organisation specifically does not want any of tt
calls to be monitored, they must be made aware of how Total Re
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VR deals with conflicting extension recording policies.

11.4. Searching

11.4.1. Network Share Archive

The Embedded GUB] allows users to search for recordings that are stored in
archives that are located on a network drive. However, it does not make provisions
for the configuration of the location of and accersslentials for the network drive.

To configure the location of and access credentials for the network drive which
contains a Total Recall VR archive:

Configure Network Share for Searching via the Embedded GUI
1. Select a Total Recall VR:

& Total Recall VR Remote Manage,
File Help
e

Playback Calls| TRYR Configuration

I =

Note that yowcan only select @otal Recall VRif the connection icon i
If the icon is:&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Archive tab and then select3karch Archivetab:
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—
& Total Recall VR Remote Manager EE
Y I
File Help
A AR [ October 10, 2012 12:56:19 PM |
i
Playback Calls| TRYR Configuration | Event Log i
B TRYR - emil 1 .
- TRVR Sydney " ﬁ Update TRYR Configuration
e TRYR Perth
General I Time Date | Call | Netwaork I Extensi icense I 4nalog I WaolP I 1SDM
Signalling Mapping Internal Dial Plan | Archive | ROD agents | Pex | Svp
Autn Archive | Manual archive [ Search Archive}
Archive Device Type MNetwork Share -
MNetwork Share Type WM -
MNetwork Share Path %192.163, 120, 2004 TRMNetworkFolder
MNetwork Share User Ca-26%emil
Netwark Share Password FERKE KKK
Restore Previous ] ’ Apply ]

Choose Network Shafer Archive Device Type
Chooséd\etwork Share Type

EnterNetwork Share Paththe location of the network drive.

o o b~

EnterNetwork Share UseandNetwork Share Passwordhe access
credentials for the network drive.

7. SelectApply to update the configuration of the Totadall VR.
8. Alternatively, selecRestore Previoudo discard all changes.

Users of the Embedded GUI can now search archives that are stored on the network
drive.

11.4.2. Recent Calls

The recent calls parameters define the behaviour of the Search screen of the
Embealded GUI when it is in autapdate mode.

By default, the Search screen will update every 15 seconds and it will show the 50
most recent recordings.

Update Recent Calls Parameters
1. Select a Total Recall VR:
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Total Recall VR Remote Manage.

File Help
b3l
Manitor | Playback Calls | TRYR Configuration

D TRyR=E

-

Note that you can only selecTatal RecallVR if the connection icon iS2.
If the icon is:&, then Remote Manager is not able to connect to the Total

Recall VR.
2. Navigate to the General tab:
[ Total Recall VR Remote Manage| gm
File Help
e A [ October 10, 2012 1:12:26 PM | |
| TRYR Configuration | Event Lag
TRYR - emil 1
- =y S " &a Update TRYR Configuration
i TRYR Perth

ing Mapgin Internal Dial Plan | archive | RoD Agents | pex | snmp
Gereral | TimeDate | call | Metwark | Extensions | License | analog [ vaie [ 1soM

Recorder ID 1]

User Credentials
Administrator Password [ =5 ]
User Pagsword [ ﬁ@; ]

Session Settings

Enable Timeout

Idle Timaout {rmin} 2
Recent Calls Settings

Update Period {secs) 10

Records to Show 50

’ Restore Previous ” Apply ]

3. SelectUpdate Period The Search screen will automatically update every
number of seconds as specifiedtbis parameter.

4. EnterRecords to ShowThis is the maximum number (up to 999) of
recordings that the Search screen will show while it is in-apttate mode.

5. SelectApply to update the configuration of the Total Recall VR.

6. Alternatively, selecRestore Previousto discard all changes.

The new parameters take effect immediately.
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11.5. Archiving

11.5.1. On-demand Archiving

The Embedded GUB] allows users to archive recordings to archives that are located
on a network drive. However, it does not make provisions for the configuration of the
location of and access credentials fa tretwork drive.

To configure the location of and access credentials for the network drive which
contains a Total Recall VR archive:

Configure Network Share for Archiving via the Embedded GUI
1. Select a Total Recall VR:

Total Recall VR Remote Manﬂger.

I File Help
b3 0P

Playback Calls | TRYR Configuration

2 TRaR 4

Note that you can only seleciTatal Recall VRif the connection icon i

If the icon is: &, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Archive tadnd then select tHdanual Archivetabx

—
&Total Recall VR Remote Manage! gm
File Help
A AR [ October 10, 2012 1:33:05 PM |
Playback Calls| TRYR Configuration | Event Log
B TRVR - emi 1 .
- e ' &a Update TRVR Configuration
General I Time Date | Call | Netwaork I Extensi icense I 4nalog IVDIP I 1SDM
Signalling Mapping Internal Dial Plan | Archive | ROD agents | Pex | Svp
Autn Archive [ Manual Archive’| Search archive|
Archive Device Type .Network Share |
MNetwork Share Type WM -
MNetwork Share Path %192.163, 120, 2004 TRMNetworkFolder
MNetwork Share User Ca-26%emil
Netwark Share Password FERKE KKK
Restore Previous ] ’ Apply ]

3. Choose Network Share férchive Device Type
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4. Choosed\etwork Share Type
5. EnterNetwork Share Paththe location of the network drive.

6. EnterNetwork Share UseandNetwork Share Passwordhe access
credentials for the network drive.

7. SelectApply to update the configuration of the Total Recall VR system.
8. Alternatively, selecRestore Previougo discard all changes.

Users of the Embedded GUI can now archive recordings to archives which are stored
on the network drive.

11.5.2. Auto Archiving
By default, automatic archiving is disabled.

You can change the configurati to:

1 Just remind you that it is time to archive when the occupancy of the disks
reaches a prdefined level. In this case the system will display a dialog on
the screen and start emitting a fAbeec

1 Automatically achive recordings, which have not been archived, at regular
intervals.

The two options can be combined.

Change Auto Archiving Parameters

1. Select a Total Recall VR:

éa Total Recall VR Remote Manage’
File Help

L3P
Playback Calls| TRYR Configuration
o .

Note that you can only selecifatal Recall VRif the connection icon 2.
If the icon is:&, then Remote Manager is not able to connect to the Total
Recall VR.

2. Navigate to the Archive tab and then selectAb& Archivetab:
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& Total Recall VR Remote Manager gm

File Help
b0 [[October 10, 2012 1:38:08 PM |
Playback Calls| TRYR Configuration | Event Log
= TRYR - emil 1
- TRVR Sydney ' éaf Update TRVR Configuration
-, TRYR Perth

General I Time Date | Call | Network I Ex i icense I Analog IVDIP I ISON
Signalling Mapping Internal Dial Plan | Archive | ROD agents | Pex | Svp

Auto Archive | Manual Archive | Search Archive|

] s
Archive Period 1
Archive Period Type :Days v:
Mext Archive Date 10 Oct 2012
Archive Device Type :Network Share v:
Metwork Share Type .WIN |
MNetwork Share Path %192.162.120. 2004 TRMNetworkFolder
MNetwork Share User CA-26%emil
MNetwork Share Password Fhhkk ok

Enable Archive Reminder
Remind when disk is full by % 75 -

’ Restore Previous ” Apply ]

3. Tick Enable Auto Archiveto enable automatic archiving of recordings on
regular intervals.

4. EnterArchive Periodand choosérchive Period Typdo define the period
at which the Total Recall VR will automatically archive recordings.

5. ChooseArchive DeviceType Choose:

9 Disc- if you wish to archive to a CD, DVD or BD disc. Then enter a
CD-R, CD-RW!, DVD-R?, DVD+R?, DVD+RW, BD-R or BD-RE
disc into the drive of the Total Recall VR.

1 USB- if you wish to archive to a USB keyr disk drive Then attach
a USB keyor disk driveto the Total Recall VR.

1 Network Sharé if you wish to archive to a network drive. If you
choose this option then enter the details fomtsigvork drive.

6. Optionally tickEnable Archive Reminderand select a level, if you wish to
enable visual ahaudible reminder, on the Total Recall VR, to archive when
the occupancy of the system disks reaches the specified level.

7. SelectApply to update the configuration of the Total Recall VR.
8. Alternatively, selecRestore Previougso discard all changes.

Thechange is immediate. The system will enable automatic archiving and perform
the first archive automatically at the anniversary of the first period.

1 Requires application release 9.9.0 or baitethe Total Recall VR system

2 Requires application redse 9.18.0 or better on the Total Recall VR system.
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11.6. RoD Agents

See the Total Recall VR RoD Client user gyfsle

11.7. SNMP Agent

See the Total Recall VR SNMP Agent user gugle
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12.

Total Recall VR System Management

Remote Manager makes provisions for basic remote monitoring and management of Total
Recall VR systems, including:

1.

o 00k~ WD

7.

View operational logs.

View system information.

Remote ordemand archiving.

Remote application upgrade.

Remote backup an@store or system configuration.
Remote rebuild ofhe database.

Remote system restart and shutdown.

Users can access all of the above from the Event Log tab and the Total Recall VR
connection context menu.

& o e v e

File Help

e
| Monitar | Flayback Calls | TRWR. Cunﬁgurati0n| Event Log
E;E)--TR% 4 ﬂf—-ﬂ Event Log
e

= Disconnect TRYR
+% TRVR Pe TRVR System Information

Archive

Rebuild TRVR Database
Upgrade TRVYR Software
Load TRYR Settings
Save TRVR Settings
Shutdown

Restart
Figure 13: Total Recall VR ConnectiorContext Menu

12.1. System Logs

Remote Manager can load and display the most recent 1000 entries in the operating logs
of Total Recall VR systems. This is useful when diagnosing problems with Total Recall
VR systems.

The logs may conia 3 different types of events:

1 Information@ events arstandard system events and do not require any further
action

1 Warnings& are events that may indicate possible future problems, and should
be investigated for example, failed database searchespowier failures
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1 Errors& are events that must be investigated immediately, such as database
rebuild failures, aut@rchive failures, andardwaressues

In addition to providing an activity log for system administration |tkys providean
audit trail ofuser activity that can be referred to in the event of security issues

To view the most recent 1000 entries in the logs of a Total Recall VR system first
navigate to the Event Log tab and then:

View System Logs

1. Double click on a Total Recall VR to expetie log nodes:

& Total Recall VR Remote Manager gm

File Help
0P [October 10, 2012 2:19:31 FPM |

| Maonitor | Flayback Calls | TRYR. Conﬁgurati0n| Event Log |

S TRVR - emil Y
EE- i Event Log
£ oo
@ C Log
-2, TRV Perth (1) 2012-10-10 11:58:26,125 INFO AWT-EventQueus-0 - User logged in as Admin -
A\ 2012-10-10 11:58:40,220 WARN AWT-EventQuewe-0 - umount /mnt/archiver failed: umaoun
(d) 2012-10-10 12:00:34,620 INFO Transcoder Timer - Transcoding started.
(3) 2012-10-10 12:00:34,728 INFO Transcoder Timer - Murnber of transcoded files: 0
(1) 2012-10-10 12:00:34,728 INFO Transcoder Timer - Transcoding completed.
A\ 2012-10-10 12:01:49,274 WARM AW T-EventQuele-0 - Mount failed: Mount failed with error

B 2012-10-10 12:01:49,275 ERROR AWT-EventQueus-0 - Unable to access remote share for se
/A 2012-10-10 12:01:49,285 WARN AWT-EventQuews-0 - umaount /mnt/archiver failed: umaoun
(4) 2012-10-10 12:01:52,316 INFO AWT-EventQueue-0 - User logged in as Admin
/A 2012-10-10 12:02:02,174 WARN AWT-EventQuewe-0 - umount /rmnt/archiver failed: umaoun
/A 2012-10-10 12:02:02,192 WARM AW T-EventQuele-0 - Mount failed: Mount failed with error
B 2012-10-10 12:02:02,193 ERROR AWT-EventQueue-0 - Unable to access remote share for se
/A 2012-10-10 12:02:02,203 WARN AWT-EventQuewe-0 - umount /mnt/archiver failed: umaoun
(d) 2012-10-10 12:02:08,682 INFO AWT-EventQueus-0 - Updating Search archive Settings Sea
() 2012-10-10 12:02:08,688 INFO AWT-EventQueue-0 - Writing settings to ./tmp/xml/Searcha
(3} 2012-10-10 12:02:08,735 INFO Thread-32 - urmount fredia/dvd failed: umount: frmedia/dve
(3) 2012-10-10 12:02:08,753 INFO Thread-32 - urnount fredia/dvd failed: umount: frmedia/dve
/A 2012-10-10 12:02:12,989 WaRN Thread-32 - maount /media/dvd failed: mount: No medium
B 2012-10-10 12:02:12,989 ERRCR Thread-32 - Unable to access CO/OVD for searching.
2012-10-10 12:02:16,633 WARMN AWT-EventQueue-0 - umount fmnt/archiver failed: urmoun
A\ 2012-10-10 12:02;16,645 WARM AW T-EventQueue-0 - Mount failed: Mount failed with errar
B 2012-10-10 12:02:16,645 ERROR AWT-EventQueue-0 - Unable to access remote share for se
% 2012-10-10 12:02:16,652 WARMN AWT-EventQueue-0 - umount fmnt/archiver failed: urmoun
i) 2012-10-10 12:05:24.622 INFO Transcoder Timer - Transcoding started. T
1 P

(2]l ][0 [[%]

2. Select] Log or C Log andRemoteManager will load the most recent 1000
entries that are in the log.

3. Select™ to load the most recent1000 entries.

4. Select® & or € to show/hide information, warning and error events
respectively.

12.2. System Information

Remote Manager can access and display a summary of useful system information such
as the version of the application, recording channel configuration and disk space
occupancy.

To view system information for a connected Total Recall VR:
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ProcedureTitle

1. Display the context menu:

8 o reca R e Vs
File Help
-
| Monitor | Playback Calls | TRYR Configuration| Event Lag
[E° TRVR - emil 4 I
B%m m Event Log
@ Disconnect TRYR
! B C Lo
[, TRVR Pe TRVR System Information
Archive
Rebuild TRVR Database
Upgrade TRYR Software
Load TRYR Settings
Save TRVR Settings
Shutdown
Restart

2. SelectTRVR System Information to display the System Information
dialog:

& TRVR System Information ﬁ

Software Revision: 9.9.0,20121212
Analog Channels:  12+12+8+0+0+0
1SON Channels; &0

YOIP Channels: 60

Recorder ID: 1 |
Stored Calls: (=] I
Disk Space Used: 0% |
Time Zone Data:  2012f 1
N

-

3. The dialog displays:

9 Software Revision thecurrent version of the Total Recall VR
application.

1 Analog Channels the analogue recording channel count and
configuration.

ISDN Channelsi the ISDN recording channel count.
VoIP Channelsi the VolIP recording channel count.

Recorder ID- the current ID of the system.

= =2 = =

Stored Calls- the total number of recordings that atered on the
system disks.

9 Disk Space Usei system disk occupancy, in precent.
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1 Time Zone Data the version of the time zone data file that is currently
on the system.

4. SelectOK to dispose of the dialog.

12.3. Remote Archiving

Remote Manager can trigger-demand archiving on Total Recall VR systems. The
Total Recall VR Embedded GUI User Guidé explains ordemand archiving in detalil.

If you plan to archive remotely, then make sure to either:

i Load a CD, DVD or BD disc in the disc drive of the Total

Recall system; or
1 Attach a USB key or disk drive to the system; or

1 Configure a network archive as explained in sectib®.1
On-demand Archiving

To start an osdemand archive session off@tal Recall VR from Remote Manager:

Remote Archiving

1. Display the context menu:

-
& o e R o
File Help
Y Y
| Monitar | Flayback Calls | TRYR Conﬁgurati0n| Event Log
& TRYR - emil 5
RN e e {2 Event Log
B Disconnect TR¥R
B CLg -

..% TRYR Pe TREWR System Information
Archive
Rebuild TRVR Database
Upgrade TRVR Software
Load TRWR Settings
Save TRVR Settings
Shutdown

Restart
2. SelectArchive to display the Archive Options dialog:
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3. ChooseCalls to Archive Choose:
1 All Callsi to archive all recordings that exist on the system.

1 Found Callsi to archive all recordings that were identified by the
last search. Use the Playback tab to define a search criterion and
perform a search first if you intend tigethis option.

1 Unarchived Callg to archive all recordings that have not been
archived tadate.

1 Tagged Calls to archive all recordings that are tagged. You must
use the Embedded GUI to tag recordings.

4. ChooseArchive Device Choose:

1 Disc- if you wish to archive to a CD, DVD or BD disc. A @B,
CD-RW?, DVD-R? DVD+R?* DVD+RW, BD-R or BD-RE disc
should be in the system drive.

1 USB- if you wish to archive to a USB key disk drive A USB key
or disk driveshould be attached to the system.

1 Network Sheei if you wish to archive to a network drive. See
section11.5.10n-demand Archivindor information on how to
configure the network share.

5. Optionally, tickDelete Archived Call$o archive and then delete recordings.
By default, Total Recall VR does not delete recordings after archiving them.

Note that this option is available only if you dmgged in as a user with
administrative rights

6. Optionally, tickMark Archived Callsto mark recordings as archived which
will exclude the recordings from subsequent aarnchive sessions.

Note that this ption is available only if you are logged in as a user with
administrative rights.

7. SelectOK to start archiving.

3 Requires application release 9.9.0 or baitethe Total Recall VR system

4 Requires application release 9.18.0 or better on the Total Recall VR system.
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