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Introduction

TheTraffic Collector is a device that can be used to collect H.323,a88PRTP traffic in
medium to large VoIP networks and deliver the tcafh one or mord@otal Recall Max
units.

For small VolP networks &otal Recall Max unit with its very useful embedded traffic
collection capability may suffice.

TheTraffic Collector has a web based interface which works with aiidziad web
browsers such dsternet Explorer andFirefox. This publication describes the interface
and how it can be used to configure and monitoofieration of &raffic Collector.

Acronyms

DNS Domain Name Server
GUI Graphical User Interface
IP Internet Protocol

LAN Local Area Network

RTP Real Time Protocol

SIP Session Initiation Protocol
H.323 Suite of VoIP protocols
TCP Transmission Control Protocol
UDP User Datagram Protocol
VLAN Virtual LAN

VolP Voice over IP

Total Recall Max Traffic Collector User Guide
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Device Description

Overview

TheTraffic Collector is a device that can be used to collect H.323,88PRTP traffic in
medium to large VoIP networks and deliver the tcafh one or mord@otal Recall Max
units.

The Traffic Collector is very attractive option fdistributed networks, consisting of
multiple subnets. Multipl@raffic Collectors can be placed in strategic places on the
network, where H.323, SIP and RTP traffic can h@wad and delivered to one or more
Total Recall Max recording units. The subsequent diagram is an phkaaf such

scenario.
VolP Provider Internet Provider

Main Office Branch Office
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For small VolP networks &otal Recall Max unit with its very useful embedded traffic
collection capability may suffice.

Ports

EachTraffic Collector comes with four (4) Ethernet ports and is capablellecting

H.323, SIP and RTP traffic on all ports. Howevemay be appropriate, and desirable, to
reserve one of the ports for sending H.323, SIPRiA traffic toTotal Recall Max units.

Total Recall Max Traffic Collector User Guide Page 4
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Note that access to the web based interface isamayable through Ethernet Port 1.

Virtual LANs

The Ethernet Ports can connect to a VLAN netwoBEE 802.1Q). To enable this
feature, specify the VLAN ID during the port confrgtion.

Collectors

Up to four (4) individual Collectors can be actime everyTraffic Collector. The
Collectors are the engines that collect traffieirone or more Ethernet Ports and send
the traffic toTotal Recall Max units.

Each Collector can send traffic to ohatal Recall Max; however, more that one
Collector can send traffic to the saif@al Recall Max.

Collectors use a proprietary protocol on top of i@ or the UDP protocol to send
traffic to aTotal Recall Max. UDP is an unreliable protocol and packets caragetin
the network for various reasons. As a result, ausidg UDP, or use it only for low
traffic volumes — up to 10 active calls.

Impact on Exiting Network

TheTraffic Collector gives enhance flexibility to thEotal Recall Max. However, it will
have impact on existing network if it connettsiffic Collectors toTotal Recall Maxes.
The impact is an increase of the amount of traffat the network needs to support.

The Collectors basically send a copy of the H. 3B, and RTP traffic that they collect
to aTotal Recall Max. This has the effect of doubling the H.323, SIB RP traffic that
the network needs to transport.

Use a separate network betweenThaffic Collectors andTotal Recall Maxes to
minimise the impact on the existing network.

Total Recall Max Traffic Collector User Guide Page 5
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Start Here

To access the web based interface ofadfic Collector for the first time do the
following:
1. Connect a computer to the Ethernet Port 1 offtlafic Collector using a cross-
over LAN cable.
2. Configure the LAN port that you are using on yoomputer with the following
static IP address: 192.168.3.100, and network n2&fk255.255.0.
3. Start your favorite web browser, such as Interngti&er, on the computer and
point it to the following address: http://192.1683

The Login page, as shown on the subsequent scageure, will display in the web
browser.

3 Traffic Collector - Microsoft Internet Explorer ;Iglzl
File  Edit Wiew Favorites Tools Help |
Address [ €] hipef192.168.3.82 | @

Main Menu Traffic Collector Login
Username: I

System

Collectors Password |

Izintenance bt |

Change Password
Exit

Eeboot

Figure 1 -Login page

You can change the default IP address (192.168.8f8Re Ethernet Port 1 to an address
using the System menu as explained in the Eth@woretConfiguration section.

Total Recall Max Traffic Collector User Guide Page 6
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The Main Menu, which appears on the left-hand sidevery page, lets you navigate

between the different configuration and monitongages once you log in.

Main Menu Link Description

System Displays the System Configuration page wigthyou
configure the Ethernet Ports and networking pararaet
Collectors Displays the Collector Configuration paghich lets you

configure up to four Collectors. By default, all {@ators
are disabled.

Maintenance

Displays the Maintenance Page whishylal start/stop
Collectors, determine the state of each Colleetod,
perform some basic network diagnostics.

Change Password

174

Displays the Password Change page lets you change
the password for the “admin” user.

Exit

Select this link to log out the “admin” user.

Reboot

Displays the System Reboot page which miggboot the
Traffic Collector.

Total Recall Max Traffic Collector User Guide
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Password Configuration
TheTraffic Collector has one user that is allowed to gain access to¢henterface. The
user is “admin”.

The default password for the user “admin” is “adimiou can change this password by
using the Password Change page shown on the sidrgespueen capture. To access this
page click on th€hange Passwollthk that appears on the Main Menu.

3 Traffic Collector - Microsoft Internet Explorer
File Edit Yiew Favorites Tools Help |
addrass [&] httpiy/192.168,3.82/ =l @

Main Menu Password Change
Passward: I

System

Collectors Mew Password: I

proe o Confirm Mew Password I

Change Password

Ezit Subrmit |

Eeboot

Figure 2 - Password Change page

Total Recall Max Traffic Collector User Guide
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System Configuration

TheTraffic Collector system configuration comprises:

1. Network configuration

2. Ethernet Port configuration

The Systemlink that appears on the Main Menu displaysTheffic Collector System
Configuration page shown on the subsequent scieggtare. You need to log in before

you can access this page.

3 Traffic Collector - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help

addrass [&] httpiy/192.168,3.82/

—ioi x|

=
j @Go

Reboot the system after making syst hang
Network Configuration
et [ e F |
Subrnit Cancel
Main Menu Ethernet Port 1
M ‘Eddress W W l3— IBE_
T Nowork [ [ [ [T
&@ge Pagsword !Gateway W W |3_ Iﬁ
Eeboot |V|—AN [} ‘l— enable [

Subrmit Cancel

Ethernet Port 2

P
Address

Mz fies [ 3

Metwork
Mask

EEN A I T

| N | W

Gateway

MAND [ enable T

Suheait Mancal

Figure 3 - System Configuration page

Reboot thelraffic Collector after making changes in the system configuration.

Network Configuration

The network configuration specifies the defaultwerk communication parameters for

the Traffic Collector.

Total Recall Max Traffic Collector User Guide
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Parameter Description

Default Gateway This is the default gateway fotré#fic on the network

that theTraffic Collector is part of.

Note that you can specify a gateway for IP trdificeach
Ethernet Port. However, if an Ethernet Port dods no
specify a gateway, then (if required) theffic Collector
will use the Default Gateway when sending traffiat
Total Recall Max through the port.

The subsequent examples explain different configamacenarios.

The entry in the field with red background

Default

Gateway B e [ [ ‘ is incorrect. Select Cancel to restore the
original value(s), or correct the entry in
the field with red background.

Default The gateway for all Ethernet Ports that do

Gateway |192 |158 |3 |253 not specify a gateway is 192.168.3.253.

Default TheTraffic Collector does not have a

Gateway o [0 [0 [0 default gateway.

Ethernet Port Configuration

The Ethernet Port configuration specifies the patans that prepare ports for IP
communication. Observe the following:

1.

2.

3.

4.

Ethernet Port 1 must be configured for IP commurooaas this is the port used
to access the web based interface described ipubigcation.

All Ethernet Ports that are used by Collectorsatodstraffic toTotal Recall Max
units must be configured for I[P communication.

Ethernet Ports that are used exclusively to cote83, SIP and RTP traffic do
not need to be configured for IP communication.

The VLAN ID and Default Gateway parameters aremyal.

TheTraffic Collector is not a routing device for IP traffic. It can c@tt to multiple
networks (by connecting different ports to differaeetworks); however, it will not route
traffic from one network to another.

Parameter Description

IP Address The IP address that the port will useFacommunication,

It should be a valid IP address for your network.

Network Mask The network mask that the port wik disr 1P

communication.

Gateway This is an optional parameter and it spgscihe default IP

Total Recall Max Traffic Collector User Guide
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traffic gateway for all IP communication througte thort.

VLAN ID

This is an optional parameter and it spesdfthe 802.1Q
tag used on the virtual LAN that the port connécts

The subsequent examples explain different configaracenarios.

P
Address - |1EB

E

Metwork

Mack 1255 255

[255

Gateway ID ID

o

VLAN D [

P

Address |192 |1EE

Metwork

Mack 1255 255

Gateway |D |D

LAN D [0

ftaz | |168

IP
Address

Metwork

Mack 1255 | 255

Gateway | [192 168

|vmm ID ||n

P

Address |192 |1EE

Metwark

Mask |1255 | 258

Gateway |D |D

‘VLAN D 10

The entry in the field with red background
is incorrect. Select Cancel to restore the
original value(s), or correct the entry in
the field with red background.

This is an example of a basic Ethernet
Port configuration. The port has an IP
address (192.168.3.83) and is connected
to the 192.168.3.0/24 network.

All traffic for other networks will use the
Default Gateway (see Network
Configuration). The port is not part of a
VLAN.

This is an example of an Ethernet Port
configuration that is similar to the
previous one; except that all traffic for
other networks will use the specified
Gateway (192.168.3.253).

This is an example of a basic Ethernet
Port configuration for a VLAN. The port
has an IP address (192.168.3.83) and is
connected to the 192.168.3.0/24 network
with VLAN ID 100.

All traffic for other networks will use the
Default Gateway (see Network
Configuration).

Total Recall Max Traffic Collector User Guide

Page 11



"!Fr' W ‘ 11 Jl"" Y J\m wilfp

Rebooting
To reboot thdTraffic Collector, select thérebootlink on the Main Menu. This shows the
System Reboot page which is shown on the subsequezgn capture.

3 Traffic Collector - Microsoft Internet Explorer
File Edit Wiew Favorites Tools Help |
address [&] hepiy102, 1683820 =] @

System Reboot

Rehboot |

Main Menu

System
Collectors

Izintenance

Change Password
Lzt

Eeboot

Figure 4 - System Reboot page

Press the Reboot button to initiate the rebooteecgl Thélraffic Collector will display
the System Reboot in Progress page, which is sloowthe subsequent screen capture,

while it is rebooting.

Total Recall Max Traffic Collector User Guide Page 12
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3 Traffic Collector - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help |
addrass [&] httpiy/192.168,3.82/ =l @c

System Reboot in Progress

Flease wait, the Traffic Collector is restarting. The login page will display when the Traffic Collector is running
again. This may take up to two (2) minutes

Main Menu

System

Collectors
Izintenance
Change Password
Exit

Eeboot

Figure 5 - System Reboot in Progress page

Finally, when the system reboot is complete,Tiredfic Collector will display the Login
page (see Figure 1).

Total Recall Max Traffic Collector User Guide Page 13
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Collector Configuration

Up to four (4) individual Collectors can be actwe eachrraffic Collector. The
Collectors are the engines that collect traffieirone or more Ethernet Ports and send
the traffic to one or moré&otal Recall Max units.

The Collector configuration for each Collector gfies:
1. the Ethernet Port(s) that the Collector shouldtasmllect H.323, SIP and RTP

traffic; and

2. theTotal Recall Max that will receive the H.323, SIP and RTP traffic.

TheCollectorslink that appears on the Main Menu displays théeCtor Configuration
page shown on the subsequent screen capture. ¥ouméog in before you can access

this page.

2} Traffic Collector - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools Help

Bl

Address [ €] hipef192.168.3.82

=
j @GU

Main Menu

System

Collectors
Izintenance
Change Password
Exit

Eeboot

Collector 1 Configuration

|Tota| Recall Pratacaol | TCP & UDR
[Total Recall IP

|Address ‘IU IU ID IU
Tatal Recall Pot | [o

|Ethernet Part | 1M 20 30 400

Submit  Cancel

Collector 2 Configuration

[Total Recall Frotocol | TCP & UDP O
Total Recall IP
P ‘hez 168 I3 |200

|Total Recall Port | {10020

|Ethernet Part | B2 0@ 040

Submit  Cancel

Collector 3 Configuration

[Tatal Recall Frotocol TCP & UDP €
Total Recall [P

Pt [E 158 |2 [196
Tatal Recall Port | [to0zo

[Ethermet Port | 1M 20 3F 4

Figure 6- Collector Con.f-iauréﬁi_c-)n page

Total Recall Max Traffic Collector User Guide
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Parameter Description

Total Recall Collectors use a proprietary protocol on top of Ti@&P or

Protocol the UDP protocol to send traffic toTatal Recall Max.
UDP is an unreliable protocol and packets canagtih
the network for various reasons. As a result, ausidg
UDP, or use it only for low traffic volumes — up 16
active calls.

Total Recall IP This is the IP address of tietal Recall Max that will

Address receive H.323, SIP and RTP traffic from the Colbect

Total Recall Port This is the TCP (or UDP) port Tiotal Recall Max uses to
receive H.323, SIP and RTP traffic from the Colbect

Ethernet Port The Collector will collect H.323, Siird RTP traffic on
one or more Ethernet Ports as specified by thiarpater.

The Collector configuration must match the VolPti8gs of theTotal Recall Max that

will receive traffic from the Collector. The follamg screen captures are an example of a

matching configuration.

Signaling Type sIP

Traffic Collector Settings
Connection Type

Remote — TCP

TR Fort 10020
TR IP Address 192.168.3.196

Limit Calls To 30 minutes

Proxies / Gateways

OK Cancel

|T0ta| Recall Protocol | TCP & UDP &

Total Recall IP
Address

||192 168 3 196

| |1o020
120 30 a0

‘Total Recall Port

|Ethernet Port |

VolIP Settings (inside the red box)

The Collector configuration specifies that

specify that th@otal Recall Max expects the Collector will use TCP to send traffic

traffic from collectors on TCP port

that it collects on Ethernet Port 1 to IP

10020 and IP address 192.168.3.196. address 192.168.3.196 and port 10020.

The subsequent examples explain different configawacenarios.

|T0ta| Recall Pratocol | TCP & UpP ©

Total Recall IP

et ‘-|1aa [ 136
Total Recall Port | [rooz

|Ethernet Port | 12030 40

The entry in the field with red background
is incorrect. Select Cancel to restore the
original value(s), or correct the entry in
the field with red background.

Total Recall Max Traffic Collector User Guide
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Total Recall Protocol | TCP & UDP © This is an example configuration of a
Total Recall IP “D o 0 B Collector that is disabled. The Collector
|

F:t:e::w” - does not collect traffic and does not send
traffic to aTotal Recall Max.

[Ethemet Port 1 2F 30 4"

(Total Recall Protocal | TP ® UDP © This is an example configuration of a

Lodt;rleigca” P “192 |188 |3 I-I% CO”GCtOT that |S ready tO CO”eCt traffIC

| and send it to &otal Recall Max.

Total Recall Port | [ro0z0 X X .

[Eftemeieon | B ar s The Collector configuration specifies that
the Collector will use TCP to send traffic
that it collects on Ethernet Port 1 to IP
address 192.168.3.196 and port 10020.

Total Recall Protocal | TCP € UDP @ Similar to the previous example, this is an
Total Recall IP “192 e I example configuration of a Collector that
Address . . .
T el Pt | o is ready to collect traffic and send it to a

| Total Recall Max.

[Ethemet Port 1 2F 3F 4

The Collector configuration specifies that
the Collector will use UDP to send traffic
that it collects on Ethernet Port 2 and 3 to
IP address 192.168.3.200 and port 10020.

Total Recall Max Traffic Collector User Guide Page 16
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Maintenance

TheTraffic Collector Maintenance page allows for:
1. determining the status of the Collectors;
2. starting/stopping Collectors;

3. performing basic network diagnostics such as “pamgl "traceroute’; and

4. viewing the logs for each Collector.

TheMaintenancdink that appears on the Main Menu displaysThedfic Collector
Maintenance page shown on the subsequent scretmecayou need to log in before

you can access this page.

2} Traffic Collector - Microsoft Internet Explorer

File Edit Wiew Favorkes Tools Help

Address [&] hrepejf192. 168.3.82

Collector Status

‘Cul\ector |State |Connect|0n Status

Instance 1 [Running  |tcp O 1918 192.168.3.82:60075 192.168.3.196: 10020

Instance 2 [Running  [udp 0 00000:32770 192,168 3 115:10020
‘Instance 3 |Stupped

‘Instance 4 Mot used
Main Menu Update |
System
W Collector Control
amntenance
Change Password |Trafﬂc Callectar 1 ‘l Restart =|  Submit |
et |Traﬁ'n: Collectar 2 ‘I Restart »|  Sulmit |
Eeboot [ | i
fai |Trafﬂc Collectar 3 Restart v|  Submit
|Traﬁ’\c Collector 4 ‘I Festart |  Submit |
Network Diagnostics
Destiriation IP Address | | | | | ‘ Ping @ Traceroute
| =
|&] Done 1 | |4 mternet

NI

Figure 7 - Maintenance page

Collector Status

The collector status area, which is shown on tihseguent screen capture, displays the

operational status of each Collector.

Total Recall Max Traffic Collector User Guide
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Collector

Collector Status

|Co|lector

|State

|Connect|0n Status

|Instance 1

|Running

|tcp 01918 152.168.3.62:60075 152 165.3.196: 10020

|In5tance 2

|Hunnmg

|Instance 3

|Stnpped

|In5tance 4

|N0t used

|udp 000.0.0.0:32770 192.168.3.115:10020

Update |

Figure 8 — Collector Status on theMaintenance page

Parameter

Description

The Collector instance.

State

Shows the operational state of the correspgricbllector
instance. Possible states are:

Not used — the Collector is not used to collect
traffic.

Stopped — the Collector is ready (configured) to
collect traffic and send it to Botal Recall Max;
however, it is not active.

Running — The Collector is active and it collects
traffic. See the Connection Status to determine
whether the Collector is sending the traffic it
collects to arotal recall Max.

Connection Status

Shows the status of the conmelsgtween the Collector
and the associatétal Recall Max. Possible states are:

Connecting ... - the Collector is attempting to
establish a connection with the associatetl
Recall Max.

“tcp 0 O <ip address>:<port> <ip address>:<rem
port>" — the Collector is sending traffic to the
associatedotal Recall Max via TCP. The first <ip
address>:<port> pair is the IP address and port
theTraffic Collector, while the second is the IP
address and port on tietal Recall Max.

“udp 0 0 <ip address>:<port> <ip
address>:<remote port>" — the Collector is send
traffic to the associatetiotal Recall Max via UDP.
The first <ip address>:<port> pair is the IP addrg
and port on th&raffic Collector, while the second
is the IP address and port on fratal Recall Max.

Dte

ng

S

The Collector status does not update automatic@ligk on the Update button to get an
up to date status.

Total Recall Max Traffic Collector User Guide
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Collector Control

The collector control area, which is shown on thiesequent screen capture, contains
controls to start, stop and restart each of théeClrs.

Collector Control

|Traﬁ'|c Collector 1 |Im Submit |
|Traﬁ'|c Caollector 2 |Im Submit |
‘Trafﬁc Collector 3 ‘m Subrmit |
Trafic Collector 4 [Restar =] _Submit |

Figure 9 — Collector Control on theMaintenance page

The controls work on Collectors that are in a stage Collector Status) other than Not
Used.

To start a Collector, first select the Start acfimm the drop down box, and then click
on the Submit button. The Maintenance page willatp@nd show the new status of the
Collector in the Collector Status area. The stepdp and re-start a Collector are
exactly the same, except select the Stop and Restan respectively in the drop down
box instead of the Start action.

Network Diagnostics

It is possible to perform the following basic netkdiagnostics on the Maintenance
page:
1. ping a host with a given IP address; and
2. discover the route that packets will take fromThaffic Collector to a host with a
given IP address.

Both are useful ways to quickly establish whethere is connectivity between the

Traffic Collector and aTotal Recall Max or a network gateway that must be used to reach

aTotal Recall Max.

Use the network diagnostics area, which is showthersubsequent screen capture, to
perform the diagnostics.

Total Recall Max Traffic Collector User Guide
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Network Diagnostics

Destination IP Address

I I | | ‘F‘ing @ Traceroute

=

Submit Cancel

Figure 10— Network Diagnostics on théMaintenance page

The subsequent examples show the use of the nethagykostics.

Network Diagnostics The entry in the field with red background
oo o | FIE e e s incorrect, Select Cancel to clear the
B fields, or correct the entry in the field with

red background.

[ |
Network Diagnostics To ping a host, first enter the IP address,
sesnter e [T e s © | than select the Ping radio button and
e A L L 2 finally click on theSubmitlink. The
- = screen capture on the side shows what
7 pyes mem 108w aa menoson ne should be a familiar result when the host
e e a s e with the specified IP address responds to
Submit Caneel the ping.
Network Diagnostics To discover the route that packets will
— - mo e e © | take to a host, first enter the IP address,
b dag e (188 === 2 then select the Traceroute radio button
A and finally click on theSubmitlink. The
screen capture on the side shows what
. should be a familiar result of a route to a
- host.

Collector Logs

The collector logs area, which is shown on the sgbent screen capture, contains links
to the logs for each of the Collectors.
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Collector Logs

|Co||ector1 log
|Cullect0r 2 log
|Cullect0r Jlog
|Co|lector 4 log

Figure 11— Collector Logs on theMaintenance page

To view the log of a Collector simply click on therrect link. TheTraffic Collector will
display the content of the Collector’s log in al€olor Log page, which is shown on the
subsequent screen capture.

3 Traffic Collector - Microsoft Internet Explorer

File Edit Yiew Favorites Tools Help |
address [&] hepiy102, 1683820 =] @

Log is empty.

2007-06-28 11:54:39,315 INFO 3086750112 - device[0]=ethD
filter=udp

serverlameMedia=192.168.5.196

serverFortMedia=10020

serverFrotocol=TCP

deviceCount=1
logLevel=INFO
2007-06-28 11:54:39,545 INFCO 3086750112
2007-06-28 11:54:39,545 INFC 3086750112

Device: ethd opened
Filter compilation ok

Main Menu 2007-06-28 11:54:39,346 INFO 3086780112 - Filter instalation ok

2007-06-25 11:54:539,346 INFO 3056750112 TCP connection created
Eystem 2007-06-28 11:54:39,346 INFO 3086780112 - Top socket send buffer size=60000
Collectors 2007-06-28 11:54:39,346 INFO 3086780112 - Operation now in progress
Maintenance 2007-06-25 11:54:539,346 INFO 3056750112 Unsble to connect to recorder.

2007-06-28 11:54:40,348 INFO 3086730112
2007-06-28 11:54:40,349 INFO 3086730112

Connected to recorder.

Change Password

Command reader thread created cmdReader”

Lt 2007-06-28 11:54:40,349 INFO 3086730112 Zniffer Client started.
2007-06-28 11:54:40,349 INFO 3086730112 @niffing started.
Eeboot 2007-06-28 11:54:40,349 INFO 3086730112 PCAP thread created 0

4 i
Figure 12- Collector Log page

The Collector Log page does not update automafiddie the browser’s Refresh button
to get an up to date information in the log.
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Example Scenarios

Single Traffic Collector Deployment

This scenario shows the deployment and configuradfaa singléelraffic Collector on a
site that has two floors. Each floor has its owtwoek for VoIP traffic.

Single Traffic Collector Deployment

VolIP Provider

Floor 2 IP Phones

Traffic
Collector

Collected VoIP

\

Internet Provier

P Floor 1 PCs Floor 2 PCs

SW5

J

The following assumptions apply:

Figure 13 — Example: Single Traffic Collector

* The IP phones on floor 1 are connected to a siatilernet switch (SW1) and are
part of a single network: 192.168.1.0/24.

* The IP phones on floor 2 are also connected togiesEthernet switch (SW2)
and are part of a single network: 192.168.2.0/24.

* There is a single VolIP router (R1) that connecth&oVolP provider.

» Similar to the IP phones, the PCs on floor 1 areected to a single Ethernet

switch (SW3) and are part of a single network: 168.3.0/24. The default

gateway on this network is 192.168.3.253.

After doing some preliminary network assessmentla@de that it is not a good idea to
introduce extra traffic in the existing networkgesially through SW1 and SW2) by
deploying theTotal Recall Max and theTraffic Collector. As a result, our decision is to
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introduce a separate switch (SW5) that will cahey I4.323, SIP and RTP traffic between
theTotal Recall Max and theTraffic Collector.

Further, our decision is to connect ffraffic Collector as follows:

*  We will use Ethernet Port 1 to send all traffictttiee unit collects to th€otal
Recall Max. We connect this port to SW5.

* We will use Ethernet Port 2 to collect all traffin floor 1, so we connect this port
to SW1.

* We will use Ethernet Port 3 to collect all traftin floor 1, so we connect this port
to SW2.

» Ethernet Port 4 will not be used.

Finally, our decision is to provide management asde theTotal Recall Max and the
Traffic Collector from the 192.168.3.0/24 network. As a result, wakena connection
between SW5 and SW3 as shown on the previous dmagkso, the network
administrator was kind enough to give us IP addi€2s168.3.196 for th€otal recall
Max and IP address 192.168.3.82 for Thaffic Collector.

Now we are ready to configure tfietal Recall Max.
Using the Network Settings dialog, first we assagnlP address, a network mask and a

gateway to the LAN 1 port of theotal Recall Max as shown on the following screen
capture.

IF Address
192.168.3. 196

|Connector

LAN 2

OK

Then, using the VolP Settings dialog, we confighesTotal Recall Max to accept H.323,
SIP and RTP traffic on the IP address previoustygagd to the LAN 1 port, and TCP
port 10020. The configuration is shown on the sgbeat screen capture (the parameters
inside the red rectangle).
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Signaling Type SIP
Traffic Collector Settings
Connection Type Remote — TCP
TR Port 10020
TR IP Address 152.168.3.196
Limit Calls To 30 minutes

Proxies / Gateways |

0K | Cancel

At this point theTotal Recall Max is ready to accept traffic from tf@affic Collector. So
we can proceed with the configuration of #raffic Collector.

The Ethernet Port 1 on tAeaffic Collector must be configured for IP communication as
it will be used to send traffic to thietal Recall Max. The subsequent screen capture
shows the correct configuration.

Network Configuration
Defaul
Gzti::\fay ez [iea [3 [e5s

Submit Cancel
Ethernet Port 1

IP
‘Address EER N E fB2
Network
v | R P P
Gateway |EI IIJ |EI IIJ
|\fLAN D o

Ethernet Port 2 and 3 do not need to be configimetP communication as we only plan
to use them to collect H.323, SIP and RTP traffiee subsequent screen capture shows
the correct configuration.
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Ethernet Port 2
IP
‘Address ID ID ID ID
M k
M‘:‘;‘fr [o [0 [o [o
Gateway ID |D |IJ |D
|\fuw o o

Subrnit Cancel

Ethernet Port 3
[
‘Address ID ID ID ID
M i
M‘:‘;‘f“ [0 |o [o
Gateway |U IU IIJ IU
|VLAN D o

Submit Cancel

Now is the time to reboot thiraffic Collector — we made changes to the System
Configuration.

Once theTraffic Collector is functional again, we can proceed with the aurtation of

the Collectors. We only need two Collectors so vilkuge Collector 1 and 2. Itis
possible to use one Collector as well, but forgheose of this example we will use two.
The subsequent screen capture shows the corrdau@tion.

Collector 1 Configuration

[Total Recall Protocol | TCP ® UDP €
Total Recall IP

T ‘|1 52 168 E 196
[Total Recall Port | [rooz0

[Ethemet Por | 10 2F 30 40

Subrnit Cancel

Collector 2 Configuration

[Total Recall Protocol | TCP & UDP ©

Total Recall IP

[ ‘|192 [168 E 198
|Tma| Recall Port | |10020

|Ethernet Port | 1020 3 W 410

Submit Cancel

We also disable Collector 3 and 4. The subsequeeés capture shows the correct
configuration.
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Collector 3 Configuration

Total Recall Protocol | TCP & UDP O
Tatal Recall IP

Address ‘ID ID ID ID
Total Recall Port | o

|EthernetF‘ort | 1D 20 3 400

Submit Cancel

Collector 4 Configuration

|T0ta| Recall Protocal | TCP & UDP

Total Recall IP

oo ] o C—]
|Tnta| Recall Port | [

[Ethemet Port | 1020 30 a2

Submit Canecel

Finally, using the Maintenance page, we start Ctlel and 2. We can observe the
status of the connections on the same page. Tlseguént screen capture shows what
the status will look like if th@raffic Collector connects to th&otal Recall Max

successfully.

Collector Status

|Collect0r |State |Connecti0n Status

|Instance 1 |Running |tcp 00 192.168.3.82:60069 192.1658.3.196:10020 ESTABLISHED

|Instance 2 |Running |tcp 00 192.168.3.52:60069 192.168.3.196:10020 ESTABLISHED
|Instance 3 |N0t used

|Instance 4 |N0t uged

Update |

One last note: théraffic Collector will collect H.323, SIP and RTP traffic only if it
“sees” the traffic on Ethernet Port 2 and 3. Thisnly possible if SW1 and SW2 mirror

all VolP traffic to their ports that connect to theaffic Collector.
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Multiple Traffic Collectors Deployment

This scenario shows the deployment and configuraifanultiple Traffic Collectors, one
at each site. Each site has its own network foiPvaoaffic.

VolP Provider Internet Provider

Main Office Branch Office

IP Phones PCs

Traffic Collector 1

P
Collected Traffic + IP
Collected Traffic
Sws Traffic Collector 2
VolP P

TR-MAX

\_

Figure 14 — Example: Multiple Traffic Collectors

The following assumptions apply for the Main Offwie:
» The IP phones are connected to a single Ethernetts(®W1) and are part of a
single network: 192.168.1.0/24.
* There is a single VolIP router (R1) that connecth&o\VolP provider.
» Similar to the IP phones, the PCs are connectadstngle Ethernet switch (SW2)
and are part of a single network: 192.168.3.0/2#% default gateway on this
network is 192.168.3.253.

The following assumptions apply for the Branch CHfsite:
* The IP phones are connected to a single Ethernttrs(%W3) and are part of a
single network: 192.168.2.0/24.
» There is a single VoIP router (R1) that connecthiéo\VolP provider.
» Similar to the IP phones, the PCs are connectadstingle Ethernet switch (SW4)
and are part of a single network: 192.168.4.0/2#% default gateway on this
network is 192.168.4.253.
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After doing some preliminary network assessmentleede that it is a good idea to
minimise the extra traffic in the existing netwddspecially through SW2 and SW4) by
deploying theTotal Recall Max and aTraffic Collector. As a result, our decision is to

introduce a separate switch (SW5) that will cahey iH.323, SIP and RTP traffic between

theTotal Recall Max and theTraffic Collector at Main Office site. Note that theaffic
Collector at the Branch Office site will need to use SW4 8hd2 to deliver the traffic it
collects to thelotal Recall Max.

Further, our decision is to connect firaffic Collector at Main Office site as follows:
* We will use Ethernet Port 1 to send all trafficttttee unit collects to th€otal
Recall Max. We connect this port to SW5.
* We will use Ethernet Port 2 to collect all trafin this site, so we connect this
port to SW1.
» Ethernet Port 3 and 4 will not be used.

Next, our decision is to connect theaffic Collector at Branch Office site as follows:
* We will use Ethernet Port 1 to send all trafficttttee unit collects to th€otal
Recall Max. We connect this port to SW4.
* We will use Ethernet Port 2 to collect all traffin this site, so we connect this
port to SW3.
» Ethernet Port 3 and 4 will not be used.

Finally, our decision is to provide management asde theTotal Recall Max and the
Traffic Collectors from the 192.168.3.0/24 network. As a result, vakena connection
between SW5 and SW3 as shown on the previous dmgso, the network
administrator was kind enough to give us IP addi®2s168.3.196 for th€otal recall
Max, IP address 192.168.3.82 for thaiffic Collector at the Main Office site and the IP
address 192.168.4.100 for theaffic Collector at the Branch Office site.

Now we are ready to configure tfietal Recall Max.
Using the Network Settings dialog, first we assagnlP address, network mask and a

gateway to the LAN 1 port of thEotal Recall Max as shown on the following screen
capture.

IF Address
192.168.3. 196

|Connector

LAN 2

OK

Then, using the VolP Settings dialog, we confighesTotal Recall Max to accept H.323,
SIP and RTP traffic on the IP address previoustygmed to the LAN 1 port, and TCP
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Signaling Type

Traffic Collector Settings

SIP

Connection Type

TR Port
TR IP Address

Remote — TCP

10020
152.168.3.196

Limit Calls To

30 minutes

port 10020. The configuration is shown on the sqbeat screen capture (the parameters
inside the red rectangle).

Proxies [ Gateways |

0K | Cancel

At this point theTotal Recall Max is ready to accept traffic from tieaffic Collectors.
So we can proceed with the configuration of Thaffic Collectors.

The Ethernet Port 1 on tAeaffic Collector at both sites must be configured for IP
communication as it will be used to send trafficlte Total Recall Max. The subsequent

screen capture shows the correct configuratiothfraffic Collector at the Main
Office site.

Network Configuration

Default
Gatewsay

EE I E

Subrnit Cancel

Ethernet Port 1
IP
‘Address ERICRE [g2
Network
vt | 2T PSR P
Gateway |U IIJ |U IIJ
|\fLAN D o

The subsequent screen capture shows the corrdajuwation for theTraffic Collector at
the Branch Office site.
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Network Configuration

Default
Gatewsay

I I E P

Submit Cancel

Ethernet Port 1
IP
ndrese (192 168 4 |1oo
vetwork | [zss | [oss | fess | o
Gateway |D |D |IJ |D
VAN D o

Subrmit Cancel

All other Ethernet Ports, on bofmaffic Collectors, do not need to be configured for IP
communication as we only plan to use them to cohe823, SIP and RTP traffic, or not
use them at all. The subsequent screen capturessheveorrect configuration for all

other ports.

P

‘Address ID ID ID ID
Network

Mzt;";fr [o [o o [o
Gateway ID ID ID ID
LN D o

Submit Cancel

Now is the time to reboot boflraffic Collectors — we made changes to the System
Configuration.

Once theTraffic Collectors are functional again, we can proceed with theigondtion

of the Collectors on each. We only need one Calemt each so we will use Collector 1.
The subsequent screen capture shows the corregjuation for Collector 1 at the

Main Office site.

Collector 1 Configuration

|T0ta| Recall Protocol | TCP & UDpP

Total Recall IP

e ‘|192 [165 [3 [1a6
|T0ta| Recall Port | 10020

Ethemet Port | 1M 2 30 41

Subrnit  Cancel

The subsequent screen capture shows the corrdau@tion for Collector 1 at the
Branch Office site.
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Collector 1 Configuration

Total Recall Pratocol | TCP & UDP €

Total Recall IF

P ‘|192 [fes 3 [198
Total Recall Port | [10020

|Ethernet Paort | 10 2M 30 40

Submit Cancel

Yes, the configuration for both Collectors is tlen®. That is because both will send the
H.323, SIP and RTP traffic that they collect to saneTotal recall Max, and both are
using Ethernet Port 2 to collect H.323, SIP and Raffic.

We also disable all other Collectors (2, 3 andrpothTraffic Collectors. The
subsequent screen capture shows the correct coetiigu for all of disabled Collectors.

|T0ta| Recall Pratocol | TCP & UDP ©

Total Recall IP

e ol o -]
|T0ta| Recall Port | o

[Ethernet Port | 1M 20 3F 41

Submit Cancel

Finally, using the Maintenance page, we start Ctlel on botHhrraffic Collectors. We

can observe the status of the connections on the page. The subsequent screen
capture shows what the status will look like if #raffic Collector at the Main Office

site connects to theotal Recall Max successfully. The result should be the same for the
Traffic Collector at the Branch Office site.

Collector Status

|Co||ector |State |Cunnecti0n Status
[Instance 1 [Running fcp D 0 192.168.3.82:60522 192.165.3.196:10020 ESTABLISHED
|Instance 2 |N0t used

|Instance 5) |N0t used

|Instance 4 |N0t used

Update |

One last note: théraffic Collectors will collect H.323, SIP and RTP traffic only ifely
“sees” the traffic on Ethernet Port 2. This is opbssible if SW1 and SW3 mirror all
VolIP traffic to their ports that connect to theaffic Collectors.
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Appendix A — Specifications

Parameter Description

CPU On board low power VIA C7 1GHz processor.
Memory 512Mb DDR?2 400.

Storage CompactFlash 1Gb

Network Interface | Four 10/2100Mbps Ethernet port3-4R).

USB Two ports (disabled).

Console One port (disabled).

Power External power adapter 12V, 5A.

LED Power, HDD, Link/act with transfer rate.
Operating 0°C - 45°C (32°F - 113°F)

Temperature

Storage -20°C - 70°C (-4°F - 158°F)

Temperature

Chassis Material Steel

Dimensions 44mm(1.73")(H) x 210mm(8.27")(W) x 150¢6ra1")(D)
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